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DoD’s role in foreign cyber threats

On January 5, Undersecretary of Defense for Intelligence Marcel Lettre and U.S. Cyber 
Command commander Navy Admiral Michael S. Rogers spoke before the Senate Armed Services 
Committee during a hearing on foreign cyber threats to the United States. There, the Pentagon 
officials discussed emerging cyber challenges and Department of Defense (DoD) plans to address 
them.

Lettre spoke of “challenges” faced by the DoD, including possible Russian aggression, and 
outlined efforts to counter North Korea and the Islamic State of Iraq and the Levant (ISIL). Lettre 
went on to talk about DoD’s efforts to create cyber strategy and adapt to the changing cyber 
landscape. “We have built and continue to build the means and methods that will strengthen our 
relative position against each of these dimensions of the cyber threat,” said Lettre.

In his remarks, Lettre told of cyber’s reach and how addressing cyber threats requires both whole-
of-government effort and private industry support. Rogers concurred, saying “Those who would seek 
to harm our fellow Americans and our nation utilize the same Internet, the same communications 
devices, and the same social media platforms that we, our families, and our friends here and around 
the world use. We must keep pace with such changes in order to provide policy makers and our 
operational commanders the intelligence and cyber capabilities they need to keep us safe.”

- Department of Defense

Report focuses on DoD cybersecurity

In January the Atlantic Council published a report focusing on actions by an advanced cyber 
adversary. The report, “Cyber and Deterrence: The Military-Civil Nexus In High-End Conflict,” 
analyzes cyber’s role in deterrence and defense, specifically the military-civil nexus and the 
relationship between the Department of Defense (DoD), civil agencies, and key private operational 
cyber entities.

Last year, the Obama administration issued PPD-41, “Cyber Incident Protection,” which outlines 
roles and missions for federal agencies in the event of a cybersecurity incident, but did not explicitly 
outline the role of DoD. Previously, the DoD released their cyber strategy in April 2015, which 
updated earlier strategies and laid out goals and objectives focused on building capabilities for 
effective cybersecurity and cyber operations.

“Cyber and Deterrence” looks at what is required both inside the U.S. and outside the U.S. 
to address cyber threats. The report concludes that both the military and civil authorities need to 
develop coordinating plans for cyber protection, resilience, and recovery, and outlines six steps to 
ensure effective contingency planning.

- Atlantic Council

Interagency collaboration encouraged during transition

A report published in December 2016 by MITRE suggests the Trump administration can 
successfully meet its technological innovation goals through better information sharing and 
interagency cooperation. The paper is part of a collection aimed at helping Presidential candidates 
and their transition teams during the transition.

The new report reviews how important developments in science and technology (S&T), including 
today’s “ubiquitous” GPS, have come to be through the collaboration of multiple government 
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DHS challenges outlined for next administration

A new report lays out the challenges the Department of Homeland Security (DHS) will face in 
the coming years. The Homeland Security & Defense Business Council report outlines the changes 
coming to DHS under a new administration.

“Charting the Future: A Mission Driven Homeland Security Enterprise” examines DHS and 
highlights the continued importance of coordination and interagency cooperation during the next 
administration’s term. “We wanted to understand what is really working well today that needs to be 
continued, what needs to be stopped that’s maybe not working so well and what should be started 
in the new administration,” said Phil Kangas of Grant Thornton.

The report drew on insights from online surveys, focus groups and one-on-one interviews with 
100 industry and government officials. The research pointed to former Homeland Security Secretary 
Jeh Johnson’s Unity of Effort campaign having produced positive results, though it reported that 
more communication and coordination was needed. Respondents also suggested that DHS focus on: 
1) governance to support coordination across immigration and border security; 2) improved policy 
on IT system development and management; and 3) greater emphasis on workforce development 
and planning, alongside better succession planning.

The report is the second in a five-year series called the 20/20 Project on the Homeland Security 
Enterprise.  Research for the report was conducted prior to this year’s presidential election.

- Federal Times

Executive Order focuses on health security

On November 4, former President Obama signed an Executive Order promoting global health 
security, particularly infectious disease threats. The Executive Order builds on the progress of the 
Global Health Security Agenda (GHSA) that was launched in 2014, and establishes long-term policy 
objectives for global health.

The Executive Order also establishes a GHSA Interagency Review Council tasked with carrying 
out the responsibilities outlined in the order. The Council will be made up of representatives from the 
the Centers for Disease Control and Prevention, the U.S. Agency for International Development, and 

entities, while also recognizing that such efforts are often difficult due to stovepiping.
“The most impactful interagency S&T groups are those where its individual members view 

the success of the group as a critical step for their own agency’s success. That level of buy-in 
creates significant opportunities, and should be a fundamental goal for anyone leading interagency 
initiatives,” said Duane Blackburn, former Assistant Director of the Office of Science and Technology 
Policy.

According to the report, “The majority of the S&T spectrum… would benefit from crossdomain 
(i.e., cross-agency) collaboration.” The report goes on to list areas of opportunity for the new 
administration, including: 1) strategically prioritizing interagency leadership; 2) encouraging 
interagency collaboration at all levels within the Executive Branch; and 3) celebrating interagency 
advancements.

MITRE is a not-for-profit organization that operates research and development centers sponsored 
by the federal government. MITRE also has an independent research program that explores new 
and expanded uses of technologies

- MITRE


