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From the Editor-in-Chief

In our final issue of the InterAgency Journal for 2018, we offer a variety of topics for your consideration. Ian Brosnan and Jonathan Stock discuss how we can stimulate interagency collaboration in the science and technology community to better address national challenges. They describe the implementation and outcomes of a variety of activities and structures undertaken to stimulate collaboration between NASA and the U.S. Geological Survey.

The securing of natural resources has always been a reason for international strife. Resources and space vital to human life are becoming more scarce because of the changes underway and those forecast to occur to the Earth’s climate. Regardless of your political leanings, W. Chris King makes the case that climate change is a national security issue that must be addressed by a whole-of-government approach. The question is, what do we do next?

Our next two articles come from Army officers who were selected to serve in the Army’s Command and General Staff College Interagency Fellowship program – a program that provides the opportunity to serve a year with another agency of our federal government. One served 2017-2018 at the Department of State and the other is currently serving with the Department of Labor. Robert Gregory’s time at the Department of State afforded him the opportunity to be a part of the process of foreign policy development and execution. He offers some interesting observations. As an Interagency Fellow working at the Department of Labor and former Art of War Scholar at the U.S. Army Command and General Staff College, Patrick Naughton is in a unique position to offer his perspective on the criticality of interagency coordination as the U.S. Army focuses on large scale combat operations and further develops its multi-domain operations concept. My intent in publishing these articles is two-fold, the authors offer us their learned perspective on interagency collaboration; and, I desire to advertise and applaud the Army on this program and the opportunity it provides.

In our next article, which comes from a manuscript of the School of Advanced Military Studies that was selected as the 2018 Simons Center Interagency Writing Award winner, Gary Mills educates us on the Chemical Biological Radiological Nuclear (CBRN) Response Enterprise – the Department of Defense’s contribution to our whole-of-government approach to a CBRN incident. He makes an assessment and offers some specific recommendations to increase effectiveness.

In our sixth article Daniel Ward puts forth that in order to achieve greater strategic success in Central America the U.S. must employ an approach that blends the U.S. Strategy for Engagement in Central America with Foreign Internal Defense mechanisms. This is certainly a strategic area of concern for the United States and an interesting approach to address the issue.

Next, we offer an article that we originally published back in 2011 where Kurt Müller explains the need and usefulness of the Civilian Response Corps. With that organization no longer functioning within the Department of State, do our current challenges and desire for whole-of-government approaches call out for something similar?

And finally, we conclude this issue with an article by Karl Umbrasas who offers a unique solution to the new Russian hybrid warfare strategy. New challenges sometimes require innovative solutions – RMC
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Collaborating to Solve

National Science and
Technology Challenges

in a Time of Scarcity

by Ian G. Brosnan and Jonathan Stock

In late 2014, the U.S. Geological Survey (USGS) signed an interagency agreement to explore scientific collaborations with the National Aeronautics and Space Administration’s (NASA)’s Ames Research Center (ARC), which was followed by a second agreement in 2016 to begin moving the USGS science facilities in Menlo Park, California, to the nearby ARC campus.1,2 A primary goal of both parties to these agreements has been to solve national challenges collaboratively using innovative new tools, while aligning scarce funding to provide greater public value. However, techniques to stimulate interagency collaboration in science and technology (S&T) have not been well described, and our aim in this article is to describe what we have learned about activities and structures, their implementation, and the necessary leadership required to stimulate interagency S&T collaboration at the research-performing level.

Interagency S&T collaboration is a particularly important issue because the fiscal outlook for the U.S. government is not favorable for growth of the federal S&T enterprise. In 2016, federal spending exceeded revenues by more than half a trillion dollars, up from $439 billion in 2015; this trend is generally considered unsustainable, and some combination of reduced spending and increased revenue will likely be required to put the nation on a secure fiscal footing.3 In this light, it is difficult to see any increases in federal spending on research and development (R&D), including S&T, which has been flat or declining since the early 2000s.4 At best, R&D budgets will remain flat, and alternative approaches will be needed if the S&T enterprise is to deliver on its full potential.


Ian G. Brosnan, Ph.D., is NASA Ames Research Center’s liaison to the U.S. Geological Survey and leads the effort to initiate new interagency science collaborations. He previously served as a U.S. Coast Guard officer, during which time he served as a Congressional liaison officer, and continues to serve in the U.S. Coast Guard Reserve. He holds a Ph.D. from Cornell University, as well as an M.M.A. from the University of Washington and a B.S. from the U.S. Coast Guard Academy.

Jonathan Stock, Ph.D., is a research geologist and director of the U.S. Geological Survey (USGS) Innovation Center. He leads the Center in its mission to identify national scientific problems where the USGS’ core interests are aligned with those of their partners. He holds a Ph.D. from the University of California, Berkeley, a Master’s degree from the University of Washington, and a Bachelor’s degree from the University of California, Santa Cruz.



Innovation is at the heart of S&T and can be brought about when different fields of knowledge are brought together in search of creative solutions to new challenges.5 A dearth of resources for new S&T efforts and the tendency of existing programs to ossify means that flat or declining budgets will act to reduce the number of new fields of knowledge available to be brought together within individual federal science agencies. However, the reduction and elimination of duplicative work in the federal government should also ensure that there are disparate fields of knowledge across the science agencies.6 By bringing these disparate fields together, interagency collaboration at the research-performing levels could serve to blunt some of the impact of flat or declining budgets.


...interactions between researchers and bureaucracy often militate against collaboration...



However, despite its promise, stimulating collaboration at the performing levels of research organizations is not easy. Science and technology are frequently esoteric, unpredictable, and slow. Its practitioners are well educated and enjoy commensurate levels of autonomy and hierarchical flattening. Furthermore, interactions between researchers and bureaucracy often militate against collaboration, particularly top-down, directed efforts. All of this creates difficulty in identifying and initiating collaborations.

Characteristics of the Federal S&T Enterprise that Affect Collaboration

The esotericism of S&T stems from its fundamental nature. The work that makes up the body of most research careers in S&T includes the application of the scientific method to questions falling within some accepted scientific paradigm, where the scientific method includes formulating hypotheses; developing, proposing, and implementing rigorous tests of these hypotheses; collecting and interpreting the results; and disseminating them through scientific conferences, meetings, and peer-reviewed publications.7 The longer a scientific paradigm lasts, the more refined the questions become, and the more inaccessible it becomes to all but experts in the field. In other words, it becomes increasingly esoteric.8

For example, in 1635 Pierre Gassendi estimated the speed of sound in air to be 478 meters per second by comparing the time between the sighting of the flash of a firearm and the arrival of the sound of its firing.9 Most of us can understand Gassendi’s contribution to the field of acoustics. In contrast, consider a recent publication in the Journal of the Acoustical Society of America by Leão-Neto et al., wherein the scattering of a longitudinal Bessel beam of arbitrary order by a sphere embedded in an isotropic solid matrix is theoretically analyzed.10 Few of us could explain Leão-Neto et al.’s work and why it represents a sufficient advancement in the field of acoustics to be published in a leading scientific journal. So, although there may be brief periods following the introduction of a new paradigm when a field of science or technology is more accessible, in the modern period it is probably still only available to a few technical professionals.11

Science and technology development is also unpredictable. It is difficult, often impossible, to know a priori what lines of questioning or new techniques and processes will advance our scientific understanding of a phenomenon, or even what experiments will be successful. Failure is the norm, although it may not be widely acknowledged.12 The fact that an apparent failure can result in a significant advance makes this more complicated. The canonical example is penicillin, an antibiotic drug that was discovered due to poor laboratory practices. Alexander Fleming left an uncovered petri dish sitting next to an open window, where it became contaminated with penicillium spores that eradicated the bacteria he was studying. His apparent error, however, led him to realize that an anti-bacterial drug could be separated from the spores, and penicillin has subsequently saved millions of lives.13 Conversely, successful ideas may languish if they are ahead of their time. Alfred Wegener applied geology and paleontology to propose continental drift in 1912, but the scientific community was not prepared to accept his ideas until additional evidence was brought to light, at which point the theory of plate tectonics was developed and widely accepted in the 1960s.14

Finally, scientific and technological advances have potentially long gestation times. Even in fast-paced fields of S&T, it may take decades for a line of inquiry to prove fruitful. The R&D work that ultimately led to NASA’s Kepler/K2 mission to find Earth-sized worlds orbiting alien stars was rejected in peer-review many times during its 20-plus years of development. However, since its launch in 2009, it has become one of the world’s greatest scientific successes. The mission has launched hundreds of scientific careers and spawned more than 2,000 publications that have subsequently been cited more than 65,000 times in dozens of scientific fields.15 Notably, Kepler/K2 advanced incrementally through various competitively-selected R&D grants; it was not selected at inception for a lifetime of funding.

As might be expected from the discussion above, advances in S&T require practitioners with a high level of education and expertise who operate fairly autonomously and are trained and expected to do so from the graduate level of their education onward.16 This level of autonomy tends to flatten hierarchies, and the best research institutions encourage this flattening, whether or not it is reflected in its organizational charts.17 However, federal research-performing organizations do have to balance the controls that come with the large social costs of their research enterprise with the level of individual discretion that is essential for innovation and discovery.18 However, if left unchecked, bureaucratic controls seem to grow inexorably and with them the tendency to temper and routinize every facet of the enterprise. This is a death-knell in the S&T environment.19 As a consequence of this tension, researchers, like many professionals, will resist anything they perceive to be bureaucratic interference, and any efforts to stimulate collaboration that appear to be an exercise in administrative control or inhibit research autonomy are unlikely to be well received or successful.


...if left unchecked, bureaucratic controls seem to grow inexorably and with them the tendency to temper and routinize every facet of the enterprise.



Stimulating Interagency S&T Collaboration

Highly autonomous and hierarchically flat organizations that are culturally resistant to management interventions and perform esoteric, unpredictable work over potentially long-time horizons present clear challenges to anyone looking to stimulate collaboration. James Q. Wilson observed that such organizations are best managed by nurturing adherence to the wider professional norms of its members.20 Similarly, we believe that the best way to stimulate collaboration in S&T organizations is through activities that are aligned to the professional norms of scientific and technical staff.

We have found that cross-agency seminar announcements, invited talks, integration of like-minded interest groups, advisory committees, and seminars and workshops organized around common research themes, all paired with a small amount of funding to seed emerging collaborations, can generate new and exciting projects that would not have been possible without interagency partnership. Each of these activities is a normal part of technical discourse in S&T organizations, fit to a slightly different purpose.


Appropriate resourcing is a necessary condition for a successful interagency collaboration...



Appropriate resourcing is a necessary condition for a successful interagency collaboration, but to stimulate S&T collaborations, it is also important that resources are distributed in a recognized and acceptable manner. Most research-performing organizations have internal R&D funds for exploratory work that has potential to develop into proposals for larger streams of funding. These internal funds are usually small, often in the range of $50,000 to $100,000 and are distributed over one or two years. This is also probably the right level for stimulating collaborations at the research-performing level because the transaction costs for potential collaborators are low (especially if proposal requirements are limited to a few pages) and, in the case of failure, the opportunity costs in terms of the time and effort put into the collaboration are also small.

A competitive, peer-reviewed process should be used to award these funds because this approach is aligned with the professional norms of the scientific community and sustains trust. Peer-review also overcomes some of the difficulties of esotericism and unpredictability by drawing on deep and often domain-specific expertise to evaluate the most promising collaborations that can reasonably be expected to be successful. Furthermore, the outcomes of the review process can be used to improve weaker proposals for future submissions.

NASA and USGS have both used these small funds to support interagency collaboration that targets significant national challenges. Early in 2013, a diverse group of USGS scientists (including co-author Stock) approached the USGS Director Marcia McNutt and Deputy Director Suzette Kimball with a proposal to connect scientists with technology opportunities outside the USGS. This led directly to the creation of the USGS Innovation Center at Menlo Park, funded at approximately $500,000 annually to fuel partnerships that would bring new technologies into USGS to solve national challenges. The creation of the Innovation Center provided an opportunity for USGS scientists to propose small projects, less than $70,000 each, with technology partners. A short, four-page proposal template with simple, identified rating criteria kept the opportunity costs for proposals low, and proposals are reviewed and selected by a panel of USGS Senior Scientists. The Innovation Center approach informed the design of the NASA ARC Orbit-to-Core (O2C) fund, which was introduced in 2017 with the goal of seeding innovative science collaborations with partners at one of the six science centers at USGS’s Menlo Park campus. In addition to being technically and fiscally sound, proposers were required to describe how a collaboration with USGS would advance NASA’s S&T priorities, with the strongest proposals demonstrating ideas that advanced both agencies’ missions. Senior NASA scientists, engineers, and managers reviewed and scored the proposals.

Although funding is a necessary condition for collaboration, it is not sufficient. Esotericism, unpredictability, and different timetables can make finding a partner with the right technical skills and an aligned interest challenging. We have taken several approaches to overcome this problem. One approach is the USGS Innovation Center’s annual hosted workshops where scientists are invited to talk about important observational or analytical gaps, and engineers and technologists to talk about emerging tools that span gaps. Serendipitous and curated conversations at these workshops have led to many of the collaborations between USGS and NASA that are funded by the USGS Innovation Center.

The USGS Innovation Center articulated the scientific value for the move to Moffett Field, so the NASA and USGS campuses first undertook the charter of a local science advisory committee that meets to identify and connect technical staff with collaborative opportunities and advise management of the support necessary to nurture these opportunities. One of the first recommendations from the committee was the institution of intra-campus, interagency, S&T seminar announcements. Once the logistics of this approach were resolved, the effort generated immediate results. First, attendance at some seminar series nearly doubled, which spoke to the potential for common interests across the research campuses. Second, teams that would not normally be expected to find common ground began to engage each other. For example, the Kepler/K2 project scientist logged into a virtual seminar describing USGS’s efforts to communicate complex scientific hazard information to the public and realized USGS’s techniques could be applied to communicate the challenges and successes of the Kepler/K2 mission.

Research presentations aimed at raising the visibility of specific capabilities and interests of each agency have also borne fruit. Researchers at the USGS Western Geographic Science Center are actively engaged in a research partnership with NASA ARC’s Intelligent Systems Division to apply cutting-edge, machine-learning techniques to the study of carbon flux across the state of California. This idea germinated after NASA ARC scientists spoke at USGS about the role of machine learning and other artificial intelligence methods in NASA’s exploration mission and how these techniques can be applied to common categories of questions.

Linking interest groups across the two agencies has also proven popular and effective. The NASA and USGS early-career groups now meet regularly, and during these interactions, a team of early-career researchers launched a partnership to fuse USGS point-based mineral resource and geochemical data with NASA remote sensing data, machine-learning tools, and high-performance computing resources to develop new mineral deposit maps.


Research presentations aimed at raising the visibility of specific capabilities and interests of each agency have also borne fruit.



For several years, the agencies have also hosted joint NASA/USGS science poster sessions. Poster sessions are common at scientific meetings and provide for direct interaction between scientists displaying their research results in a poster format, and audience members moving among the posters. During the first of these joint poster sessions, a NASA aeronautics researcher, using the principles of compound eyes to develop a blade deformation sensor, met USGS researchers who realized the technology could be applied to reduce the costs of monitoring and measuring deformation of the earth associated with earthquakes and volcanoes. This connection led to a successful USGS Innovation Center proposal for funding to develop the idea, and this remains an active collaboration between the two agencies.

Not every effort to stimulate collaboration has been successful. Despite self-selected attendance by interested scientists, several interagency meetings to target specific research opportunities announced in the annual omnibus NASA Research Announcement, Research Opportunities in Space and Earth Science were not successful in generating interagency research proposals. We suspect that these sorts of direct interventions are either too far from the norms of our scientists or too close to proposal deadlines (generally, less than a year) for the necessary trust and experience to have been built between the attendees. These meetings have, however, served to familiarize staff members with their counterparts, as well as the funding opportunities, and so they may bear fruit in the long run.

By creating an environment for collaboration that meets expected scientific norms, backed by modest resourcing, the agencies have stimulated collaborations that could not have been easily predicted or successfully directed. Additional examples include improvements in wildlife tracking systems by incorporating NASA next-generation micro-electronics, 3-D batteries, and novel sensors with emerging small satellite constellations; automated production of flood maps from a fusion of machine learning with daily Earth imagery; application of autonomy to more efficiently and safely collect field data from volcanoes, rivers, gas seeps, and wildfires; and an effort to determine, from terrestrial anaerobic microbial analogs, which organic compounds, if detected, could only indicate life on the ocean moons of Europa and Enceladus.


Stimulating interagency S&T collaboration requires a different style of leadership than is usually applied in government program and project management.



Leader Requirements

Stimulating interagency S&T collaboration requires a different style of leadership than is usually applied in government program and project management. Given the nature of S&T and the degree of autonomy enjoyed by its practitioners, engaged leaders who are alert for opportunities to align interests and provide help where they can, but who also have the patience to wait for the right opportunity to do so, are more likely to be effective.21 An element of the success of many of the partnerships described above has been a degree of curation by local USGS and NASA leadership at all levels who recognize and promote aligned interests across the two agencies and then step back from the process once the principal investigators have established strong contacts. This influence-dominated leadership approach recognizes the autonomy inherent in S&T and creates motivated teams with strong project ownership, but also allows for management to perform its vital role of ensuring that new efforts are aligned with larger agency goals and objectives.22

Leadership in this context has parallels with a well-studied role in S&T institutions, that of the gatekeeper. As Michael Tushman has noted, information transfer is simultaneously essential for innovation and extremely difficult in an intra-organizational context because the internal efficiencies created by a common language make it difficult to communicate externally.23 In the same way that the U.S. and England are sometimes described as two nations divided by a common language, NASA and the USGS have a shared interest in Earth science and its associated applications in space science, but their size, operational domains, internal processes, political pressures, culture, and language pose barriers to communication and thus collaboration.

Therefore, boundary-spanners who understand and can communicate in each organization play an important role in linking each institution’s internal communications to external sources of information and enabling collaborations that can lead to true innovation.24 Jain et al. note that gatekeepers frequently assume their roles informally because they are technically and socially adept and stay abreast of external developments through personal and professional communications. So, in addition to some aptitude for influence leadership, leaders in interagency S&T collaboration should demonstrate these same characteristics.25

Jain et al. also highlighted a tension between formally appointing gatekeepers, or simply encouraging and rewarding the necessary behaviors wherever they occur.26 In the context of interagency S&T collaborations, the right approach probably depends on the maturity of the context. For example, NASA and USGS in Silicon Valley have a history of collaboration, but it is dated, and many of the participants have retired or are on the cusp of doing so.27 Thus, the move of the USGS onto the NASA campus represents nearly a fresh start and, in this case, liaisons were appointed to fill much of the gatekeeping role. However, it may prove that after these initial efforts, a more informal encouragement of a greater number of gatekeepers will be a sufficient and preferred approach.

Conclusion

The characteristics of the S&T enterprise, including its esotericism, unpredictability, and potentially long time-horizons, coupled with the attendant high levels of aptitude, autonomy, and wariness of bureaucracy among its practitioners, will always pose challenges to leaders charged with stimulating interagency S&T collaborations. However, by remaining cognizant of the value of influence leadership and gatekeeping and focusing their efforts on activities aligned with the professional norms of the S&T community, leaders can stimulate interesting and exciting interagency collaborations that deliver significant public value. However, they should also be mindful that the potentially longtime horizons in S&T also mean that it may take time for new collaborations to emerge, and that even for apparently obvious collaborative opportunities, the necessary alignments in funding and career cycles may require additional time.

Finally, as we noted in the introduction, the conditions for successful interagency collaboration have been well documented. Earle et al. provide an excellent summary of best-practices, such as the need for management structures to support planning and execution, including, inter alia, documented roles, responsibilities, policies, and procedures, as well as mechanisms to monitor, evaluate, report, and account for results.28 Earle et al. also highlight key findings from academia regarding intangible conditions such as executive-level leadership support, trust, legitimacy, and motivation.29 We can attest that these conditions must be emplaced alongside efforts to stimulate collaboration for them to be successful. IAJ
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Strategic Defense Impacts of

Climate Change:

An Interagency Challenge

by Wendell Chris King

The United States faces a complex and scary national security environment. We are confronted with numerous threats to peace and security from both inside and outside our borders: North Korea’s nuclear ambitions, Chinese aggression in Asia, Russian cyber activity, continued strife in the Middle East, terrorism by both state and non-state actors that can strike anywhere at home or abroad, increased pandemic disease threats, increased drug and human trafficking, illegal immigration, and growing numbers of refugees resulting from both natural and human caused disasters highlight just a few. This article addresses the national security implications of climate change from a United States strategic security perspective, while fully recognizing the complex security environment highlighted above.

The world has recognized that natural climate disasters have an added human driven component. In November 2015, 197 nations signed the Paris Agreement at the United Nations Conference of Parties Summit (COP 21) recognizing that climate change is occurring, that it has a significant human-cause effect from the ever-growing levels of greenhouse gases we emit to the atmosphere, and that the consequences of climate change represent a significant threat to peace and stability for the entire world. Climate change is an emerging national security threat our nation must address, but not the only one, or even the most immediate. And while climate change must be considered in the broader complex security environment, we must also recognize that it also it portends massive long-term implications that cannot be ignored in many places around the world.

Security and peace are constitutionally mandated objectives for the government of the United States. Many see this as a mission exclusively for the Department of Defense, but the challenges we face today along with looming future threats demand a whole-of-government response to achieve our national security objectives. This is not a new approach as many of our past security challenges have required cooperation and support from all parts of our government. The wars in Iraq and Afghanistan demonstrated the criticality of interagency cooperation in achieving our defense objectives. These wars reminded us of what we should have learned from history — peace is achieved only when the fundamental causes of conflict are addressed. And these causes are rooted in a complex web of geopolitical, cultural, economic, and social differences which are not solved by the use of force alone. Likewise, another hard reality learned from history is that complex problems, like climate change, take strategic patience to solve — these are long wars.


Brigadier General, U.S. Army (Retired) Wendell Chris King, Ph.D., served our nation for 45 years. He retired from federal service in 2016, and was named Dean Emeritus of the Command and General Staff College. King holds a Ph.D. in environmental engineering from the University of Tennessee and two Masters Degrees – a MS in Civil Engineering from Tennessee Technical University and a MA in National Security and Strategic Studies from the Naval War College.



To discuss the threats and risks posed by climate change this article begins with a brief summary and review of the environmental changes that already exist. From this basis, a strategic security analysis can be accomplished based on the best scientific data available to determine the most probable future climate change impacts. I base this on a range of future scenarios which look at different levels of future greenhouse gas emissions. The article concludes by examining how the United States might proceed to accomplish a strategic threat and risk analysis and begin to develop plans to meet our national security objectives.

Science of Climate Change

This article uses the data and analyses from the United Nations Intergovernmental Panel on Climate Change (IPCC) 5th Assessment Report (AR5) to document the science of climate change.1 It further considers the recently published Climate Science Special Report: Fourth National Climate Assessment (2017),2 to define the impacts of climate change in the United States. From a security standpoint, the IPCC AR5 represents a tremendous source of well-researched intelligence data. These data have been collected from around the globe and peer reviewed by scientists from around the world. The challenge is to examine the pieces to the puzzle from the thousands of pages of working group reports and assemble them into a coherent security picture. The IPCC has not ignored the idea that climate change generates security concerns, but it has rightfully focused on the broader issues of defining the most probable climate changes and then describing the direct impacts these changes will produce globally and regionally. There are sections of the AR5, such as the Human Security Chapter of the Working Group II (WGII) report, which directly relate to security and defense, but in general, this paper draws from all parts of the IPCC AR5 for its data.


...another hard reality learned from history is that complex problems, like climate change, take strategic patience to solve...



The reports referenced above document the dramatic rate of change in our climate over the period of recorded climate data, which began on a world scale in the 1880s. These measured data show that the Earth has warmed both in the air and sea, that the sea level is rising from warming and ice melting, that ice and snow are being lost in the Arctic and from the land’s cryosphere, that precipitation cycles are being altered in the amounts and timing of snow and rain, and that extreme weather is becoming more common and more powerful because of the extra heat energy from warming temperatures. In documenting these changes, the best scientific analysis concludes that a significant portion (greater than 50% according to both scientific reports) of climate change in the past 150 years has been driven by greenhouse gases from human activity, primarily the burning of fossil fuels for energy.

The impact of climate change will be determined by how the world addresses greenhouse gas emissions. The IPCC has developed four future emission scenarios to analyze the impacts of climate change. Unfortunately, current emission levels will produce continued warming and other damaging impacts at least until 2050 because of the long residence times of greenhouse gases in the atmosphere (up to 100 years). The Paris Agreement of 2017 intended to limit future global emissions to a point that would hold the maximum global temperature rise to 2°C and achieve temperature reductions by 2100. This is the best-case scenario in the IPCC futures modeling. The worst-case scenario is a “business-as-usual” level with emissions that would result in a temperature rise to more than 10°C by 2100. The impact of that scenario would yield world devastation that human kind has not seen.3


...developed nations of the world must recognize that assisting the nations and people most at the most risk from climate change is in their national security interest.



Climate change alters the security landscape by generating new threats to human security for billions of people. A fundamental purpose for any government is to provide for the basic human needs of its people; and, without the basic human needs of food, shelter, clean water, and human health provided in a sustainable way, peace and security cannot be sustained.

There are now more than 7.3 billion people on Earth, seven times the population in 1800 when the Industrial Age began. United Nations’ projections expect the population to reach 9 billion before 2050. Large numbers of today’s world population live in conditions where obtaining basic human needs is already a day-to-day struggle. These people and their governments are most threatened by the impacts of climate change because, as the IPCC report highlights numerous times, they are least able to adapt and mitigate the harshest impacts. From a security analysis standpoint, it is also important to recognize that many people living in regions already imperiled by conflict are at the highest risk.

The most important security concept addressed by this article is that the developed nations of the world must recognize that assisting the nations and people most at the most risk from climate change is in their national security interest. This assistance needs to come in two forms: 1) Taking action to reduce greenhouse gas emissions in order to minimize the adverse global effects of climate change and acknowledging through action that further climate induced change/stresses are already locked into the system for at least the next 30 years, and 2) Providing assistance (as described later in a discussion of Table 1) to the people and nations who are most at risk by climate impacts. In this context, climate change presents a major shift in current security thinking, but this is not a new idea. Norman Myers, a founding scholar in the field of environmental security studies, made this point back in 1986:

“...national security is not just about fighting forces and weaponry. It relates to watersheds, croplands, forests, genetic resources, climate and other factors that rarely figure in the minds of military experts and political leaders.”4

Most nations consider defense strategy as an internal activity where plans are made within their political structures to respond to national threats to security. Climate change challenges this thinking because it cannot be solved by any single nation. No nation acting alone can protect itself from the threats posed by climate change. Nor is there a security solution to climate change — fences and/or troops guarding our borders will not protect us. Addressing the risks to national security posed by climate change requires action by all sections of society directed by a strong whole-of-government plan of action; climate change is truly one of a few extreme threats where everyone wins or everyone loses (the threat and deterrent of global nuclear arms and conflict is a similar example). And all of these actions must be taken within a global response to climate change. The Climate Science Special Report: Fourth National Climate Assessment, documents the threats to our internal security posed by climate change. This report finds the consequences of extreme weather events of immediate concern and that long-term damaging impacts in the United States are highly likely. It is important to note that the team assembled to write this report provides an insight into the nature of the climate change problem and therefore, gives us a strong hint of what it will take to address the problem as a government. The authors and reviewers were from all departments of government along with the scientists from the public sector. The report is evidence that we must find interagency and whole-of-government solutions.

Security Analysis of Climate Change

WGII Table SPM.1 is the single most important resource within the IPCC AR5 addressing the links between climate change and security. It is there that AR5 translates the science of WGI into the climate-related drivers of impacts: warming trends, extreme temperatures, drying trends, extreme precipitation, precipitation, snow cover, damaging cyclones, sea level rise, ocean acidification, and carbon dioxide concentration. It is not an exaggeration to suggest that all these drivers have impacts on security, but it is more helpful to focus on those impacts with potential to cause the greatest harm. These risks are the first nine above and are listed in the left column of Table 1 (see page 18). Selected highlights from the scientific data of the IPCC report are also included in Column 1 of this table. These data illustrate that climate change is ongoing, and further indicate the range of impact based on different levels of greenhouse gases (GHG) emissions in the future. The IPCC report rigorously accounts for the natural and human sources of climate change and the evidence overwhelmingly confirms that the major causation is anthropogenic produced greenhouse gases. The second column of Table 1 presents an assessment of the key risks posed by each of the climate-related drivers. These risks are derived primarily from the information developed for WGI Table SPM.1., but also draw from other sections of the IPCC report, to include the Human Security chapter of WGII.


...the results of climate change are likely to greatly increase human suffering for large numbers of people in many places in the world.



Column 2 represents the damage to human security from each of the discrete climate-related drivers. The IPCC data also reinforces the idea that the true impact on any particular location results from the cumulative effects of several of the key risks. What WGI data does not account for is how cultural, political, or physical factors further add to the overall risk for a region. These factors add significant complicating factors to assessing and developing mitigation for the security risks. Summarizing what can be learned from Columns 1 and 2 of Table 1 in one sentence: the results of climate change are likely to greatly increase human suffering for large numbers of people in many places in the world.

The next and most critical step in this security threat analysis requires that military judgment be applied to the established climate change impacts (Column 2, Table 1) in order to assess the impacts on the military and defense sectors. Column 3 of Table 1 has been constructed by the author based on military experience from: 1) responding to natural and manmade disasters, 2) operations in support of mass migrations and large refugee populations, 3) conducting security operations in areas of conflict, and 4) other missions which offer similar challenges to what can be expected from climate change.



	Climate-Related Driver

	Key Impacts

	Security and Defense Impact




	Temperature warming:

0.85 ° C in 2012,

1.0 – 3.7 °C by 2100 (WGI, SPM-3)

	Increase of disease (vector and water-borne), stress on water resources, loss of arable lands, reduced food production, increase in salinity, degrading of coral reefs, loss of fish stock and livelihoods

	Increase of humanitarian support missions, refugee support, medical resources to respond to epidemic disease, potential for conflict




	Extreme temperature: highest in Asia, Europe, Australia, (WGI, SPM-15, 23)

	Increased mortality and health and well-being issues, stress water resources, reduced crop production

	Medical logistics support, increase of humanitarian support missions, security operations (ops) and potential for conflict




	Drying trend: global, highest in mid-latitudes (WGI,SPM-23)

	Food security threats, water resource stress

	Support migrations, humanitarian ops, potential for conflict




	Extreme precipitation: highest in mid-latitudes and wet tropics by 2100. (WGI, SPM-16)

	Flood damage to infrastructure, loss of life, increased infectious and vector borne disease

	Increase of humanitarian support missions, large-scale logistics support, medical ops in respond to epidemic disease, security ops




	Precipitation: More in the high latitudes and at the equator. Drier in mid-latitudes and sub-tropics (WGI, SPM-17)

	Water resource stress, loss of arable land, public health issues, water quality degradation

	Increase of humanitarian support missions, logistics support, medical support to respond to epidemic disease, security ops, potential for conflict, engineering support




	Snow and ice cover: Ice – 15 -85 % reduction by 2100. Snow – 7-25 % loss by 2100 (WGI, SPM-17)

	Loss of snow and ice stresses water resources, increased rate of warming, flooding and droughts

	Increase of humanitarian support missions, large-scale logistics support, medical resources to respond to epidemic disease, border security ops




	Damaging cyclone: most likely in Western North Pacific and North Atlantic, (WGI, SPM-23)

	Loss of life and property damage, extreme flooding, increased disease following disaster

	Increase of humanitarian support missions, security ops, engineering reconstruction support, disaster medical relief, logistics support




	Sea level: 0.19 M in 2010, 0.4-.63 by 2100 (WGI, SPM-18)

	Flooding/property damage, loss of coastal and island settlements, reduced food production, water quality damage

	Refugee support, large scale logistics support, security ops





Table 1. Major Impacts of Climate Change

Source: Author created. Data references specific sections in the IPCC, “Summary for Policy Makers,” 2013.

These types of operations may not present precisely the same challenges, but they represent a best guess of what the future might look like based on past experience with military operations other than war. One frightful point of this analysis is seen if the relative scale of past operations is compared to the range of emerging risks from climate change. Our historical operations data comes from responses to disasters such as the 2011 tsunami in Japan, cyclones in India and Bangladesh, hurricanes, earthquakes, volcanoes and floods in the Caribbean, droughts in Sudan, refugee relief in Rwanda, and many more. These missions were of limited scale and generally of short duration. The scale of disasters that could result from the higher estimates of the impacts of climate would far exceed, in scope and duration, any previous military operations short of major conflict. It may be that the recent events in Houston and Puerto Rico have provided us a scary vision of the future of extreme weather driven by climate change, but admittedly the science is not complete on this issue. In examining Column 3 of Table 1, the major security/defense implications of climate change can be summarized as:


	Direct threats to human health from disease and other acute (heat related) injury

	Mass migrations of people driven by water and food security issues, disease, or conflict

	Loss of food production and arable lands for people who do not or are unable to migrate

	Increased rate and intensity of natural disasters producing death, destruction of critical infrastructure, and the epidemic to pandemic disease that can follow major disasters

	Large-scale and continuing logistics support to people threatened by the cumulative impacts of climate change

	Peacekeeping operations in failed or fragile states suffering the impacts of climate change

	Conflict over resource scarcities generated by climate change



Options for Adaption

Several additional factors must be considered to fully understand the impact of climate change in any particular country or region. AR5 emphasizes that the actual impact of climate change will be unevenly distributed across the globe. A key to security risk analysis is assessing the ability of communities of people and governments to adapt or mitigate the adverse impacts of climate change. It is fair to conclude that many nations of the world are not capable of adapting to large-scale climate change threats. Going further, the most vulnerable nations will not be able to defend themselves from even moderate impacts without considerable assistance. To better address this point, Table 2 (see page 20) presents a list of the countries at the very top of the Failed States Index5 (countries least capable of accomplishing the basic requirements of government). Column 3 of Table 2 adds an environmental security analysis of these countries to understand the ability of these countries to provide for the basic needs of their people. Failed governments and failed environmental conditions together assure that any significant climate-driven environmental degradation will deepen human suffering in these countries. An example from the Nile River basin which follows later will further illustrate this idea. Defense and security issues are most likely to create the highest security threats in those countries unable to adapt and mitigate the major effects of climate change and it is at this point that climate change becomes a defense and security issue.


The scale of disasters that could result from the higher estimates of the impacts of climate would far exceed, in scope and duration, any previous military operations short of major conflict.



Thinking about the security implications of climate change in abstract ways is difficult to grasp for even seasoned security analysts. However, looking at specific examples of places where impacts of climate change are visible threats to security brings these abstract ideas into focus. Two case studies will illustrate the environmental security risks posed by climate change: first in the Nile River watershed, and second, the countries within the Tibetan plateau watershed.



	Nation

	Defense/Security Status

	Environmental Security Rating




	1. Somalia

	Unstable

	F




	2. Democratic Republic of the Congo

	Unstable

	D




	3. Sudan

	Conflict

	F




	4. South Sudan

	Conflict

	F




	5. Chad

	Conflict

	F




	6. Yemen

	Conflict

	D




	7. Afghanistan

	War

	F




	8. Haiti

	Unstable

	F




	9. Central African Republic

	Conflict

	D




	10. Zimbabwe

	Unstable

	D





Table 2: Top 10 Failed (Fragile) States in 20146

Source: Author created. Author created. Environmental rating from the author (D- failing, F- Failed environmental conditions)

WGI data offers a coarse scale geographic analysis of the impacts of climate change. While a worldwide analysis is well beyond the scope of this article, it is possible to utilize the data of WGI to examine selected areas of special concern. The nations at the Top 10 failed states index (Table 2) immediately draw attention to the Sahara region and Northern Africa (note: many more than just the top 10 nations of this region are high on the failed states index). The data from the AR5 indicate that the cumulative impacts of warming, drying, and changes in precipitation in this region will have a significant impact on the people and the ecosystem. The overall assessment of this region is achieved by summing the impacts of climate change, with the effects of political instability (shown in the Failed States data), high population growth rates, and other socioeconomic factors. The result is an overall security threat risk that is high to extreme. As discussed earlier, few options for mitigation or adaption will be available for these countries, and the potential for even more conflict will be significant. A major exacerbating factor critical to fully appreciating this example is seen by examining the population trends within the watershed. For the seven countries most reliant on the Nile water, the population is predicted to grow from 265 million in 2011 to 700 million by 2050.7 At current water use rates this would require three times more water than the watershed can provide. Any solution will require great diplomacy and significant changes in water use, particularly for Egypt and Sudan, who now consume the largest portion of the existing resources. And this all occurs before predicted reductions and increased demands that would be attributed to climate change. The security risks for this region are clearly significant.

A second example of an area where climate change will create major security concerns is with the countries within the Tibetan plateau watershed (See Figure 2, page 22). The impacts of climate change predicted to impact this region by 2100 represent threats to the security of almost half of the world’s population (more than 3 billion people). The climate change stressors predicted to impact this region include; warming, extreme heat, drying, and extreme weather such as more frequent and severe cyclones. However, the most significant are those stressors that impact water resources, mainly altering precipitation patterns (how much and when it occurs) and the loss of snow and ice cover. The Tibetan ice and snow system represents the primary water resource for eight of the major rivers of the world as shown in the diagram and provides water for countries with more than 3.2 billion people. This, like the previous example, is also a region with a rapidly expanding population which will further exacerbate the region’s ability to adapt and mitigate the impacts of climate change. Climate change is predicted to make water resources worse, possibly much worse by 2100. Table 1 can be examined to assess the security risks posed by the stressors predicted to impact this region and even a conservative estimate depicts dire conditions. Any security assessment also must recognize that three of these nations are nuclear powers with some of the largest military forces in the world. This is a region with a history of sporadic outbreaks of military conflict and, at best, a fragile balance of power. A more stable peace in this region would bring benefits for all nations. Water security risks driven by climate change can become a major destabilizing factor and major threat to peace for this region. The other climate change impacts could produce massive human suffering and large refugee populations across the region. As an example, it has been predicted that sea level rise could produce as many 35 million displaced persons just from Bangladesh by 2050.8
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Figure 1: Nile River basin

Source: Data compiled from various sources by the author and represents best estimates. Flow rate is in BCM, billion cubic meters per year.
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Seven major Rivers of the World with headwaters from the Tibetan Plateau (Ganges, Indus, Yellow, Mekong, Irrawaddy, Brahmaputra, and Salween) and putting more than 3 billion people at risk.

Source: Author created.

Final Thoughts and Seeking A(NY) Way Ahead

It is evidence that climate change will impact peace and security in the world. In the near-term it will be our ability to adapt to the climate impacts which will determine the magnitude of the security threat on a world scale. The tolerable amount of human suffering will be the metric to determine the level of the security impact. In the long-term, the impact will be determined by our ability to reduce greenhouse gas emissions and thus limit the most dire consequences. The highest probability and most damaging impacts on security are:


	The loss of sustainable food production for many regions of the world

	Increased epidemic disease from polluted water and disease following natural disaster and famine

	Reduction of sufficient potable water to support basic human needs

	An increased number, intensity, and areas impacted by natural disasters

	The loss of living space caused by sea level rise and changes in ecosystems



As documented by 197 nations in Paris in November 2015, the world must act together to adapt to the unavoidable consequences of the global warming that will occur because of the greenhouse gases already in the atmosphere and must find ways to reduce the rate of greenhouse gas production in the future.

So, what are the prudent actions for the United States to address the internal and external threats to our security posed by climate change? The threats to the United States must be considered in the context of internal risks at or within our borders and external threats that create large scale instability across the world at large. The recent hurricanes in Houston and Puerto Rico gave us a stark view of the increased intensity of storms and illustrate the economic and social impact that must be addressed. These threats are discussed in the Climate Change Impacts in the United States, specifically the damage to or loss of our military bases. Much of our Navy infrastructure and many Air Force bases are at risk from sea level rise and extreme weather events like was experienced in Houston. The DoD highlighted these concerns in the 2014 Climate Change Adaptation Roadmap.9 The conclusion from that report was that climate change is a direct threat to defense operations and facilities for the United States.

As dangerous and as costly as the internal threats may be, the more serious issue is the external threat to peace and security posed by the impacts on human security listed above. As noted earlier, the scale of the calamities that climate change can produce is frightening. It is the number of people that would be affected times the length of time that recovery and rebuilding would require that makes the risk so high. Using the example of Bangladesh given earlier, up to 35 million refugees would be displaced from the lowlands by sea level rise by 2050 — and where do they go? There will be no rebuilding; their homes will be lost and they will have to permanently displace. Today, the world struggles to manage up to 3 million refugees from Syria; this is ten times more — just from Bangladesh! Even worse, other nations of this region such as India, Pakistan, and Myanmar will also generate untold numbers of refugees from their river lowlands as sea levels rise; and, what will happen to them?

Our government must recognize and respond to the threats and risks posed by climate change. One article is not going to present the solutions, but can offer at least a brief outline of a way ahead.


The threats to the United States must be considered in the context of internal risks at or within our borders and external threats that create large scale instability across the world...



1. Leadership

Some organization must be put in charge while all other elements of the government must be active participants in the climate change response. Externally, the majority of responsibilities fall under the Department of State, with the Department of Defense and National Intelligence community also strongly involved. The Department of Homeland Security is the primary organization that addresses the risks to internal security posed by climate change, but nearly every part of the government must be involved. This is evident when examining the conclusions from the Climate Change Impacts in the United States report. Considering that two different departments will have responsibility of internal and external climate change responses, leadership will need to come from an overarching leader. This leader will need to coordinate the actions of the Departments of State and Homeland Security while assigning responsibilities across other agencies within the government as required. The position must possess both responsibility for developing a climate change operational plan and the authority needed to execute all elements of the plan. The position would need to be legislated to achieve continuity across political changes within the executive branch and sit at cabinet level or higher.

2. Key initial actions:

a. Develop a plan to collect the appropriate intelligence data on the impacts of climate change, just as we collect intelligence on other threats.

b. Develop operational plans and conduct exercises to respond to the primary threat internally.

c. Rejoin the Paris Agreement from the United Nations Conference of Parties Summit of 2015 (COP 21). The accord provides the flexibility to adjust our greenhouse emission goals; there is no need to withdraw from the accord. The United States must assume a leadership role in this fight to assure that our internal and external climate change goals are met.

d. Make the United States the world leader in new energy solutions.

e. Direct the DoD to study the overall long-term impacts, internally and internationally, on defense operations.

While the threats and risks of climate change are dire, the future also offers opportunity. The United States is the greatest nation in the world; it needs to act like it on this topic. We should lead the world in creating sustainable energy and environmental security for the 21st century and beyond. We have the unequalled economic and intellectual capability to succeed in this goal. The end state must be a world that achieves a more durable peace where many more people can meet their basic human needs with the root causes of insecurity and conflict greatly diminished. We must recognize that defeating climate change is truly a long war where everyone wins or everyone loses; the United States cannot stand in isolation in or ignore this security risk. IAJ
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Musicians of Mars:

Attaining Interagency Consensus

on Perpetual War in Afghanistan

by Robert H. Gregory, Jr.

There is still a tendency in each separate unit... to be a one-handed puncher. By that I mean the rifleman wants to shoot, the tanker to charge, the artilleryman to fire.... That is not the way to win battles. If the band played a piece first with the piccolo, then with the brass horn, then with the clarinet, and then with the trumpet, there would be a hell of a lot of noise but no music. To get harmony in music, each instrument must support the others. To get harmony in battle, each weapon must support the other. Team play wins. You musicians of Mars... must come into the concert at the proper place and at the proper time.1

—Major General George S. Patton, Address to 2nd Armored Division, July 8, 1941, Fort Benning, Georgia

I applied for the U.S. Army Command and General Staff College (CGSC) Interagency Fellowship Program while sitting on a cot in a tent at the National Training Center at Fort Irwin, California, in October 2016. I had only a few hours of internet connectivity before going into “the box” to train for high-intensity combat against a mechanized enemy formation augmented by irregular forces. At the time I was a squadron executive officer in a unit preparing to deploy to eastern Afghanistan for an advisory mission. Five months later, while advising the Afghan National Army 203rd Corps G-3 in Gardez, I received notification that I would report to Washington, D.C., in the summer and start a fellowship assignment in the Office of Afghanistan Affairs, a.k.a. “the Afghanistan desk,” at the State Department. It seemed a perfect fit, given my fresh experience in Afghanistan.

The abrupt transition took me from a remote outpost at 7,000 feet in Afghanistan’s Hindu Kush Mountains to the center of Afghanistan strategy and policy deliberation in Washington. I departed Afghanistan in May 2017, stopping briefly at Bagram to be “read on” to sensitive compartmented information, a key prerequisite for starting the fellowship. Ironically, I learned far more about Afghanistan—from a foreign policy standpoint—while in Washington than when in the Hindu Kush, though my recent experience and context proved invaluable in the assignment.


Major Robert H. Gregory, Jr., is a U.S. Army armor officer. His expert opinions have been published in Parameters and Small Wars Journal. Gregory is a graduate of West Point, the Naval Postgraduate School, and the Art of War Scholars program at the U.S. Army Command and General Staff College. He is the author of Clean Bombs and Dirty Wars: Air Power in Kosovo and Libya (University of Nebraska Press, 2015).



Prior to reporting for duty at the State Department, I attended an introductory fellowship meeting at Fort Belvoir, Virginia, with 42 Army officers that were to be assigned to 21 partner agencies. In the meeting, a senior Army leader stressed that interagency fellows were “ambassadors for the U.S. Army.” This accompanied a gentle reminder that officers should not “go native” while at other agencies but should be “value added” and cultivate expertise to enable the Army’s capacity for interagency coordination in subsequent assignments. This was good guidance, but it did not fully capture the functional expectations of being in the program.

Upon arrival at the State Department, my office viewed me as a representative from the Department of Defense, not just the uniformed military services or Army. In practical terms, this meant that my boss expected me to quickly establish a network of contacts within the Office of the Secretary of Defense Policy Staff (OSD-P)—a largely civilian staff—and gain a deep understanding of their inner workings, deliberations, authorities, and decisions in relation to Afghanistan. In the spirit of fostering greater interagency coordination, my office further expected that I would do the same with the National Security Council (NSC), the Joint Staff, United States Central Command (CENTCOM), Joint Special Operations Command, NATO’s Resolute Support Headquarters in Afghanistan, and the intelligence community.

Fortunately, my experience in OSD-P as an intern during the summer of 2001 provided an early glimpse of interagency processes. My assignment for OSD-P included assessing what actions the U.S. government should take given the Taliban’s harboring of Al Qaeda. At the time, there was a lack of consensus among the interagency on this matter. Ironically, seventeen years later, I found that the interagency still lacked consensus on the finer points, such as how to proceed with a peace process if the Taliban renounced terrorism and cut ties with terrorist groups. There was no endgame.2


Ironically, seventeen years later, I found that the interagency still lacked consensus on the finer points...



Given the size of the Department of Defense in relation to other departments of the executive branch, some fellowship positions entailed interagency coordination at the highest levels of government. This was particularly evident on the Afghanistan desk, which consisted of around a dozen desk officers divided into teams of four that focused on political-military, political, and economic matters. The desk also had one person covering reconciliation efforts. The fact that the U.S. had about 10,000 troops in Afghanistan and that the President previously tweeted about withdrawal on nine occasions only amplified the high-level context, frequency, and substance of interagency coordination.3

Country Desks at the State Department

The State Department expects country desk officers to be the foremost U.S. government subject matter experts on their assigned country and portfolio of issues. This requires knowing U.S. policy positions on country-related issues, why the United States holds these positions, and quickly developing recommendations for adjustments to policy when necessary. The work of a country desk officer at the State Department consists of: 1) serving as a resource to Washington principals, 2) advocating State’s position at interagency meetings, 3) communicating with overseas U.S. diplomatic Posts, 4) communicating with other countries’ embassies in Washington, and 5) supporting Washington visits and overseas trips.

Desk officers draft and clear papers to staff, inform, and guide Washington principals. These include information memos, actions memos (recommending a decision), meeting agendas, readouts of meetings, talking points, action request cables (typically a request for an Embassy to make an “ask” of the host nation or deliver a message), speeches, ghost-written emails, demarches, press points, Congressional testimony, non-papers (typically left behind in meetings but not “officially” attributable to the U.S. government), reports to Congress, and NSC papers and plans. When drafting any of these items, a desk officer must obtain “clearance” from other offices when mentioning issues that overlap with other portfolios. This gives the other office a chance to ensure that the paper adequately and accurately addresses their issues. Likewise, desk officers must “clear” papers from other offices. The volume of clearance requests is quite significant for the Afghanistan desk given that nearly 40 countries have troops in Afghanistan and the international community provides significant funding for security and development efforts. Papers for the NSC typically require interagency clearance. Some items, such as NATO speeches or joint ministerial statements, may even require international-level clearances.


The NSC facilitates interagency interaction in four meeting formats.



Desk officers provide staffing support for foreign policy discussions at every echelon, up to and including Presidential-level meetings. Within the State Department, the “7th floor” refers to the area where the Secretary, Deputies, and Under Secretaries sit and employees use the phrase as shorthand to represent Department leadership. Desk officers must be able to quickly answer questions from their Assistant Secretary, the 7th floor, or White House staff on matters they cover. Papers written by desk officers must have the officer’s name, email address, office phone number, and mobile phone number listed on the “clearance page” at the end of any paper. This facilitates direct consultation with desk officers on time sensitive matters. The 7th Floor staff, a.k.a. “the Line,” often call directly to the drafter of a paper to clarify or confirm the paper’s subject matter. Calls usually came shortly before key meetings with foreign officials. The purpose of calls ranged from clarification on how to pronounce a name to confirmation of the rationale for asking another country to start or stop a particular action.

The 7th Floor also housed the State Department Operations Center (referred to as Ops), manned around the clock ever since the failed Bay of Pigs invasion of Cuba in April 1961. Naturally, Ops made frequent calls to desk officers for country desks where the United States was at war. If the Line is unable to reach someone, Ops can get creative—a possibly apocryphal anecdote from the 1990s tells of them flashing a message on the jumbotron at a Redskins game to get in contact with a diplomat in attendance.4

The NSC and Interagency Policy Coordination at the State Department

The NSC facilitates interagency interaction in four meeting formats. At the lowest level, the NSC hosts sub-Policy Coordinating Committee (sub-PCCs) meetings. Desk officers typically attend sub-PCCs. The purpose of sub-PCCs is to get working-level consensus on how to layout decisions and agenda items for subsequent discussion and action by senior officials. At the next level, NSC Policy Coordinating Committee (PCCs) meetings, typically attended at the Assistant Secretary level, encompass discussion of matters shaped during prior sub-PCC meeting threads. Desk officers prepare annotated agendas and talking points in support of PCCs and attend as note takers. Desk officers must provide the 7th floor with a readout of the PCC, cleared by the Assistant Secretary, the same day as the meeting. When appropriate, Deputies Committee meetings build on PCCs. To support these meetings, desk officers prepare briefing materials used by the Deputy Secretary or his or her designate. At the top of the interagency coordination process, the President chairs NSC Principals Committee meetings and the Secretary of State attends.

The State Department consists of regional and functional bureaus, each with Assistant Secretaries, Ambassadors-at-large, or Directors—each reporting through Under Secretaries to the Secretary of State. In 1947 George Kennan established State’s Policy Planning Staff (S/P) as its first director. In 1950, this office authored NSC-68, the famous strategy that militarized Cold War competition and guided American foreign policy for half a century.5 Secretary Tillerson reinvigorated S/P, empowering its small staff to anticipate, reappraise, and devise major policy decisions.6 Secretary Tillerson favored small group decision-making and believed that S/P should develop foreign policy while the regional bureaus should execute foreign policy. Naturally, regional bureaus had significant expertise and continued to provide direct input on major foreign policy decisions. This resulted in parallel policy development processes. S/P sought to implement the “Policy Planning Process,” abbreviated “P3,” which was shrouded in secrecy to prevent “leaks.” Two Army colonels had significant influence within S/P, and “P3” had similarities with the Army Design Methodology and the Military Decision Making Process. Ultimately, S/P focused on major foreign policy decisions with significant feedback and input from the regional bureaus.

The Afghanistan Desk and the Development of the South Asia Strategy

I arrived on the Afghanistan desk during a period of transition. Internally, the State Department was undergoing then-Secretary Tillerson’s “redesign” initiative, which entailed streamlining functions and eliminating certain “special envoy” positions with direct reporting to the Secretary. One such position was the Special Representative for Afghanistan and Pakistan, or SRAP, established by Richard Holbrooke in 2009 and replicated in foreign ministries throughout the world thereafter. That summer, the Afghanistan and Pakistan desks folded back into the larger Bureau of South and Central Asian Affairs, led by a deputy in the absence of an Assistant Secretary. Externally, there were interagency deliberations on the Administration’s strategy for Afghanistan—the President rejected NSC Principals’ proposals on two previous occasions. The interagency (largely State, CIA, and DoD) was preparing a third pitch, this time with three options: a) an enduring regional approach with the goal of reconciliation with the Taliban, b) a privatization of the war effort, or c) withdrawal.7


Secretary Tillerson reinvigorated [State’s Policy Planning Staff], empowering its small staff to anticipate, reappraise, and devise major policy decisions.



On Friday August 18, 2017, President Trump met with his national security team at Camp David to review the three Afghanistan strategy options and select a way ahead.8 The Afghanistan desk political-military team drafted points for Secretary Tillerson to use in the meeting. These points stressed that “Option A” was the best strategy because it demonstrated to the Taliban that they could not wait us out on the battlefield. Option A was “conditions-based” and eliminated the “arbitrary timelines” of the Obama administration’s strategy. The Secretary of Defense and National Security Advisor also advocated the conditions-based approach. Over the weekend, the President tweeted: “Important day spent at Camp David with our very talented Generals and military leaders. Many decisions made, including on Afghanistan.”9


On October 3, 2017, Secretary Mattis testified...revealing the previously classified acronym “R4+S,” which stood for “regionalize, realign, reinforce, reconcile, and sustain.”



Behind the scenes, starting after the meeting at Camp David, the State Department and NSC initiated a “rollout sequence” whereby the Vice President, Secretary of State, and other key administration officials made phone calls or in person engagements with foreign heads of state in accordance with a Microsoft Excel execution matrix that tracked backwards from “H-Hour,” the time of the President’s speech announcing the strategy. The private “rollout” had to be harmonized with the content of the President’s speech, and this required State Department coordination—via the NSC—with the President’s speechwriter. The “final version” of any speech is the one delivered, and the final version had to track closely with what we previewed with allies and partners.

The following Monday, on August 21, 2017 at 9:00 p.m., President Trump addressed the nation from Fort Myer, announcing the new strategy, saying: “Conditions on the ground, not arbitrary timetables, will guide our strategy from now on.”10 Trump acknowledged that the strategy was a departure from his earlier positions on Afghanistan: “My original instinct was to pull out, and historically I like following my instincts, but all of my life I heard that decisions are much different when you sit behind the desk in the Oval Office.”11

Prior to the speech, the Afghanistan desk transmitted an “action request” cable to “All Diplomatic and Consular Posts” (ALDAC) with talking points outlining the new strategy. Over the following weeks, we consolidated the private international responses to the ALDAC cable as reported by U.S. Posts. We grouped the responses into categories that enabled us to tailor subsequent diplomatic engagements and “asks” in relation to funding and troop requests. Many allies were concerned how the new strategy would impact NATO’s Combined Joint Statement of Requirements. Following the President’s public speech and receipt of the private talking points in the ALDAC, the international community eagerly awaited additional details regarding the strategy.

On October 3, 2017, Secretary Mattis testified before the Senate Armed Services Committee and further outlined the new strategy, revealing the previously classified acronym “R4+S,” which stood for “regionalize, realign, reinforce, reconcile, and sustain.”12 “Regionalize” meant taking a comprehensive view to resolving the war that included India, Pakistan, Iran, Russia, and China. “Realign” meant shifting advisory efforts below the Afghan National Army Corps headquarters level. “Reinforce” entailed sending 5,000 additional U.S. troops and asking allies for additional commitments as well. “Reconcile” involved bringing the Taliban to the negotiation table in an “Afghan-led, Afghan-owned” process. Lastly, “sustain” referred to the strategy being “politically, fiscally, and military sustainable” over the long term. It was a quiet acknowledgement that America’s all volunteer force—formed in the aftermath of Vietnam—could sustain war indefinitely with modest troop commitments and low casualties. But the President’s August 21, 2017 speech left a way out, cautioning, “Our patience is not unlimited.”13

Interagency Routines

Although foreign policy decision-making may occur in a small group setting, execution of foreign policy is often a highly public, fluid, and open affair. The legislative branch and news media have significant feedback mechanisms and points of influence on foreign policy. This is by design in a representative democracy. Interagency coordination is critical when dealing with Congress and the news media. No administration wants to look uncoordinated in these forums. In addition to the Afghanistan strategy review, our office sorted through new sanctions legislation, prepared for confirmation and budget hearings, drafted responses to media inquiries, dealt with hostage matters, arranged numerous trips to Kabul and Islamabad by senior officials, and coordinated requests for additional troops and funds from allies and partners.

Sanctions Against Russia and “Collusion”

On August 2, 2017 President Trump reluctantly signed the Countering America’s Adversaries Through Sanctions Act (CAATSA) amid a domestic political climate where his detractors made daily accusations that campaign officials had colluded with Russia in the lead up to the elections.14 The bill had overwhelming bi-partisan support in Congress and its aim was to punish Russia for interference in the 2016 Presidential election. The Afghanistan desk navigated prior Russia sanctions during the Obama administration in 2014. This involved coordination with the Treasury Department for an annual issuance of licenses that allowed the Department of Defense to continue acquiring Russian-made spare parts for Afghanistan’s Russian-made helicopter fleet. Given this recurring licensing effort, the Afghanistan desk political-military team anticipated new complications from the 2017 sanctions.

In early August, shortly after CAATSA legislation passed, the DoD’s lead contractor— Leidos— threatened to pull all its personnel and equipment out of Afghanistan if the DoD did not renew the maintenance contract for Mi-17s. Secretary Mattis discussed this issue with Secretary Tillerson and the task of determining how best to proceed trickled down the chain to the Afghanistan desk political-military section. I had a 48-hour suspense to solve the problem by way of a two-page memorandum and get it cleared through State and the interagency. I reached out to State colleagues in the Economic Bureau and Bureau of International Security and Nonproliferation to help draft the memo. During the “clearance” process, lawyers insisted that the memo should explicitly state that the President had to delegate authority to the Secretary of State before the State Department could adjudicate whether certain transactions triggered the sanctions. It was theoretically possible to seek a Congressional waiver for the sanctions, but this required a joint resolution of Congress for approval and seemed unfeasible as a course of action given the domestic political climate.


Interagency coordination is critical when dealing with Congress and the news media.



On August 24, 2017 the U.S. Army renewed a $787 million Leidos contract with the stipulation that Leidos not purchase Russian-made spare parts until the U.S. government determined whether such transactions would be subject to sanctions.15 This was only a temporary solution. Leidos could keep fixing Mi-17s with previously purchased parts, which would eventually run out. As a former squadron executive officer, I found it ironic that part of my work at the State Department entailed keeping track of the maintenance status of Mi-17s, by tail number, and getting updates from the Office of the Secretary of Defense Policy Staff on parts with long lead times, spare parts bench stock, frequently used parts, and—most importantly— parts manufacturers and purchasers. In addition to DoD efforts to maintain Afghanistan’s helicopter fleet, the NATO Support and Procurement Agency played a role in the effort and our allies also posed questions about the sanctions. We continued pressing the NSC for an answer on whether the President would sign a delegation letter.

On September 29, 2017 the President signed a memo delegating authority to the Secretary of State, Secretary of Treasury, and the Director of National Intelligence to implement specific sections of CAATSA. This led to a further series of State-internal actions and decisions related to Mi-17 spare parts transactions as the Afghan Air Force transitioned to U.S.-made helicopters. The State Department published public guidance on CAATSA on its website and held a press briefing to explain how State would implement the sanctions.16


The Hostage Recovery Fusion Cell was an international, interagency, and non-governmental coordination mechanism.



Critics of the Trump administration argued that the President was not enforcing CAATSA as Congress intended. State Department spokesperson Heather Nauert highlighted State’s report to Congress on CAATSA implementation during a January 2018 press briefing, saying that it had deterred “several billion dollars in Russian defense acquisitions.”17 The news media zeroed in on this argument and emphasized that the legislation was about “countering,” not “deterring,” and that no transactions had yet been sanctioned.18 Debates surrounding U.S. foreign policy towards Russia persisted in light of their interference in the 2016 Presidential election.

Hostage Affairs and Pakistan

The Afghanistan desk political-military section also covered hostage affairs. The Taliban-affiliated Haqqani network held several western hostages, including U.S. citizen Caitlin Coleman and her Canadian husband, Joshua Boyle, along with their three children born in captivity. The Haqqanis kidnapped the couple in October 2012 while they were backpacking in Ghazni Province in eastern Afghanistan. Other hostages included two American University professors, American Kevin King and Australian Timothy Weeks, kidnapped in Kabul in August 2016. Another American, Paul Overby, went missing in May 2014, though journalists did not reveal his identity until January 2017, at the request of his wife, Jane Larson.

The Afghanistan and Pakistan desks interfaced with the State Department’s Office of the Special Presidential Envoy for Hostage Affairs and the FBI’s Hostage Recovery Fusion Cell. On June 29, 2015, President Obama signed Executive Order 13698, forming Office of the Special Presidential Envoy for Hostage Affairs and the FBI’s Hostage Recovery Fusion Cell to coordinate “all instruments of national power” for the purpose of hostage recovery activities.19 The Hostage Recovery Fusion Cell held recurring meetings to synchronize efforts to bring home U.S. citizens. Part of these efforts entailed interfacing with foreign governments, such as Canada (the Boyle case) and Australia (the Weeks case), and even private companies, such as the one hired by American University in Kabul for post-recovery support. The Hostage Recovery Fusion Cell was an international, interagency, and non-governmental coordination mechanism. The Hostage Recovery Fusion Cell also facilitated meeting with the families of U.S. hostages in order to explain what the U.S. government was doing to bring their loved ones home safely. In this context, I met with Jane Larson on several occasions and she expressed a keen interest in the new South Asia strategy and the Administration’s position on hostage matters.

In September 2017, American intelligence officials had new and credible information on the whereabouts of the Coleman-Boyle family. Analysts located them in Northwest Pakistan. By mid-October, the highest levels of the U.S. government faced a critical decision point— attempt a unilateral military incursion into Pakistan from Afghanistan to rescue the hostages or share the intelligence with Pakistan and ask them to act. On the one hand, a military raid into Pakistan similar to the operation resulting in the death of Osama Bin Laden was risky and would humiliate and infuriate Pakistan. On the other hand, the Haqqanis might be tipped off if the United States shared intelligence with Pakistan on the hostages. Either option could spark execution of the hostages. The Administration opted for hard diplomacy backed by the threat of military action. David Hale, the U.S. Ambassador to Pakistan, delivered the message to Pakistan: “Resolve this, or the United States will.”20

The Pakistani military reacted quickly, closed in on the captors, and rescued the hostages. In the aftermath, Pakistani authorities claimed that U.S. intelligence officials alerted the Pakistan military that the Coleman-Boyle family’s captors had crossed into Pakistan from Afghanistan. This contradicted U.S. statements that the Haqqani network held the hostages captive in Pakistan.21 I participated in the interagency after action review in the months following the rescue and learned of the extraordinary challenges faced by compartmentalization of information and faulty planning assumptions. The plan for post-recovery support did not take into account the fact that the hostages had a vote in the process. Joshua Boyle preferred to take his family directly to Canada rather than board on a U.S. aircraft headed for a military base in Afghanistan. State Department consular officers in Islamabad took over post-recovery support when the Department of Defense plan fell apart.

Tensions remained with Pakistan. On January 1, 2018, President Trump tweeted: The United States has foolishly given Pakistan more than 33 billion dollars in aid over the last 15 years, and they have given us nothing but lies & deceit, thinking of our leaders as fools. They give safe haven to the terrorists we hunt in Afghanistan, with little help. No more!”22 Following media speculation that the tweet had accelerated NSC interagency processes, NSC spokesperson Michael Anton stated: “This action is being taken after months of careful interagency review. Any suggestion to the contrary is false.”23


David Hale, the U.S. Ambassador to Pakistan, delivered the message to Pakistan: “Resolve this, or the United States will.”



Interagency Routines and the Role of Congress in U.S. Foreign Policy

In addition to passing legislation, Congress influenced U.S. foreign policy by way of ratifying treaties, confirming nominations, and approving budgets. During my time on the Afghanistan desk, we prepared for four significant Congressional hearings. First, on September 12, 2017, John Bass, the Administration’s nominee for U.S. Ambassador to Afghanistan, testified before the Senate Foreign Relations Committee. It was less than a month after the President announced the South Asia Strategy, and we anticipated that the Senate would use the hearing as a forum to seek greater clarity on our strategy in Afghanistan.

Next, on November 8, 2017, our senior bureau official, Alice Wells, and her United States Agency for International Development (USAID) counterpart, Greg Huger, testified before the House Foreign Affairs Committee. The topic was “The President’s Plan for Afghanistan and Pakistan: Objectives and Resources,” and the discussion centered on USAID’s fiscal year 2018 budget request for assistance to Afghanistan and Pakistan. Congress has the “power of the purse,” and execution of foreign policy requires Congressional buy-in.

Later, in another display of interagency harmony, Deputy Secretary of State John Sullivan and Assistant Secretary of Defense Randall Schriver testified jointly before the Senate Foreign Relations Committee on February 6, 2018. The Afghanistan desk’s political-military section coordinated with the OSD-P in preparation for the hearing and the topic was familiar—the Administration’s strategy for Afghanistan. Prior to the various Congressional hearings, the desk drafted background papers covering issues we expected Congress to ask about and facilitated a “murder board” with hard questions in order to prepare for the testimonies. The desk also drafted the opening statements and ensured they could be read aloud in less than five minutes.


While this drama unfolded, the desk continued with its routines.



On Tuesday March 13, 2018, the President announced via Twitter that he was replacing Secretary Tillerson with Mike Pompeo, who was then Director of the CIA. Hours later, Steve Goldstein, Under Secretary for Public Diplomacy and Public Affairs, told the news media that Trump’s action came as a surprise to Tillerson. Following these remarks, the White House immediately fired Goldstein too. State Department spokesperson Heather Nauert, a former Fox News correspondent, took on Goldstein’s role in an acting capacity as the dust settled.

While this drama unfolded, the desk continued with its routines. That same day, the CENTCOM commander, General Joseph Votel stopped by the State Department for his recurring meeting with our senior bureau official to coordinate on Afghanistan, Pakistan, Central Asia, and other matters. I sat in as a note taker for the desk, a standard sort of duty as a political-military desk officer. The State Department coordinated on Afghanistan matters at multiple echelons within DoD. This included CENTCOM, Resolute Support headquarters, Joint Special Operations Command, the Joint Staff, and OSD-P. Different topics required coordination at different levels. At the top, OSD-P cautioned against State coordination at lower echelons, but it was often necessary for particular topics. For example, the main U.S. government interlocutor with Pakistan’s Chief of Army Staff, General Bajwa, was General Votel, and these interactions had to be synchronized with diplomatic interactions with Pakistan’s civilian leadership.

On April 12, 2018, Secretary-designate Pompeo testified before the Senate Foreign Relations Committee, seeking a confirmation vote. In order to prepare for Secretary Pompeo’s confirmation hearing, we examined the 652 page Congressional record for Secretary Tillerson’s January 11, 2017 confirmation hearing. Subsequent to the various hearings, the desk drafted answers to “Questions for the Record,” or QFRs, sent by Congress following the in-person hearing. As a point of reference, Tillerson and Pompeo each had over 1,000 QFRs associated with their confirmation hearings. Naturally, the preponderance of questions involved regions where the U.S. military was forward-deployed. The Line had a twelve-hour time standard for answering QFRs, so this translated into two hours to draft, two hours to clear laterally with other offices, two hours to clear internally within the office, two hours for the staff of S/P, the Deputy Secretary, and Under Secretary for Political Affairs to clear, two hours for the “Front Office” or senior bureau leadership to clear, and two hours for Front Office staffers to package and submit to the Line. By this point, the desk was a well-oiled machine when it came to answering questions and churning out papers on the South Asia strategy.

Senator Rand Paul of Kentucky typically submitted numerous QFRs on Afghanistan in various hearings and repeatedly called for the U.S. to end its involvement in Afghanistan. Senator Paul initially threatened to block Pompeo’s confirmation, but later voted in support after receiving private “assurances” from the Administration on the Afghanistan strategy.24 Of course, desk officers followed these developments closely and remained prepared to layout and assess all policy options for decision makers whenever needed. Our offices had stacks of files from previous Afghanistan strategy reviews to draw on. It is America’s longest war—our files dated back to the era of floppy disks. With Secretary Pompeo confirmed by the Senate, we dusted off the old files in preparation for whatever might come.

More Routines: Trip Paper, Troop Requests, and Funding

Another routine aspect of work on the Afghanistan desk was preparation for overseas trips or visits by foreign officials in Washington. Secretary Tillerson, Deputy Secretary Sullivan, Ambassador Nikki Haley (U.S. Representative to the United Nations), and Vice President Mike Pence all visited Afghanistan within a span of several months in late 2017 and early 2018. On top of this, our senior bureau official, Alice Wells, visited Kabul, Islamabad, New Delhi, Tashkent, Dushanbe, Riyadh, Doha, Oslo, and Brussels on a recurring basis. Meanwhile, Afghan Chief Executive Abdullah Abdullah, Afghan National Security Advisor Hanif Atmar and other officials visited Washington on occasion and often sought meetings with the Secretary of State, Secretary of Defense, and other Administration officials. The desk coordinated with Posts and drafted schedules, meeting agendas, talking points, speeches, information papers, and press guidance in support of the various trips and visits. Country desks referred to this sort of staff work collectively as “trip paper.” Trips frequently generated the requirement for as many as twenty papers. When senior foreign officials visited Washington, the desk also supported, but the volume of paper was typically less.


...we typically added two or three talking points for high level meetings with foreign officials to ask for additional troops or funds in support of our efforts in Afghanistan.



Finally, while clearing papers from other country desks, we typically added two or three talking points for high level meetings with foreign officials to ask for additional troops or funds in support of our efforts in Afghanistan. To do this efficiently, we referred to three spreadsheets that everyone in the political-military team had posted in their offices. The first chart showed the number of troops each country contributed to the Resolute Support Mission, and this helped us draft a sentence along the lines of “thank for your contribution of X troops in Afghanistan.” The second chart was a simplified version of NATO’s Combined Joint Statement of Requirements that allowed us to write a sentence urging countries to fill critical required manning shortages. The third reference was a spreadsheet with columns that listed, by country, financial contributions to security and reconstruction efforts, past pledges, and new requests. There were two major internationally-managed security funds: 1) the Law and Order Trust Fund, managed by the United Nations Development Program, and 2) the Afghan National Army Trust Fund, managed by NATO. The UN Development Program fund focused on the Afghan Ministry of Interior while the NATO fund kept the Ministry of Defense afloat. The second and third spreadsheets enabled the State Department to raise “asks” during high level meetings with foreign officials and stay in harmony with DoD requests made through separate channels.


Having a solid working relationship with [State Department’s Bureau of Intelligence and Research] counterparts was critical for desk officers.



Lessons Learned

The interagency fellow on the desk from the previous cohort departed several months prior to my arrival, but he left behind detailed continuity files. My predecessor suggested connecting with think tanks and the academic community to leverage outside expertise on Afghanistan matters. The State Department was walking distance from George Washington University, Georgetown University, the United States Institute of Peace, the Brookings Institution, the Council on Foreign Relations, and the Center for Strategic and International Studies. These venues often had roundtable discussions that pertained to Afghanistan. My predecessor also provided a list of contacts that that he consulted with on a weekly basis. I noticed that most of these worked in the intelligence community, and I quickly reached out. Coming from a U.S. Army cavalry organization, I was familiar with the important dynamic between intelligence and operations at the tactical level.

At the strategic level, embassy reporting shaped diplomatic engagements and gave insight on international reactions and potential reactions to U.S. actions. Behind the scenes, embassies often provided early warning of foreign efforts to undermine U.S. influence and objectives. In addition, the State Department’s Bureau of Intelligence and Research (INR) provided independent analysis to inform foreign policy decisions. INR also coordinated with the intelligence community to ensure that intelligence and counterintelligence activities supported and were informed by foreign policy. In this secondary role, INR often assessed the second and third order effects of other U.S. agencies’ collection activities or operations. This entailed, for example, highlighting that collection activities at a particular location might have the unintended consequence of triggering suspicion by a neighboring nation that is not the target of the collection effort.

Having a solid working relationship with INR counterparts was critical for desk officers. At most, INR had no more than three to five analysts covering each country. INR made up for their small size by leveraging expertise throughout the entire intelligence community, and bringing in experts from other organizations. They sought out certain agencies on certain topics. For example, when it came to assessing if another country was providing weapons to the Taliban, they reached out to the Defense Intelligence Agency. If a concern involved signals intelligence, they would bring in someone from the National Security Agency. If we needed to know the status of ISIS-Khorasan, the U.S. military sent J2 representatives from the Joint Task Force in Bagram that was leading the fight against ISIS. INR also reached out to colleagues in allied intelligence agencies, and the British, Canadians, Germans, and French helped us with several important matters. Interagency coordination and collaboration was a powerful tool, particularly for organizations much smaller than the Department of Defense.

Country desks performed variations of a familiar process on a recurring basis. The workload increased when producing background papers and meeting agendas for major events such as trips abroad, visits to Washington, Congressional testimony, and NSC-led strategy reviews. Whenever there was a short-fuse deadline for a large volume of work, my office leadership held a quick huddle to hash out who would write on each topic, our internal deadlines, our external deadlines, how we would coordinate with DoD and/or the Embassy (in one push or separately by topic), and how we would “clear” and batch papers. Version control, compilation, and getting clearances sometimes stalled the process, but the Afghanistan desk was repeatedly able to turn packages of up to twenty papers in a single work day while simultaneously clearing similar quantities of papers for other offices. Some events, such as preparing for the Secretary of State’s confirmation hearing, called for “all hands-on deck” to churn out information papers, talking points, or answers to QFRs. Fortunately, there was no PowerPoint. Plain English—with complete thoughts and sentences—sufficed.

After several iterations of familiar processes, I became comfortable with how the State Department operated and the importance of interagency coordination in the development and execution of foreign policy. The U.S. Army tackled repetitive processes with “battle drills” and “standard operating procedures,” and there were similarities at the State Department. Students at the U.S. Army Command and General Staff College learned about interagency coordination and NSC processes in a classroom setting from instructors in the Department of Joint, Interagency, and Multinational Operations. The CGSC Interagency Fellowship magnified my understanding of interagency processes through “hands on” experience. Interagency fellows connected with members of their cohort in other agencies—this was often the quickest way to navigate the federal bureaucracy to find the correct person to consult with on a particular issue. Washington is the ideal location for interagency coordination given the centralization of federal agencies headquartered in the nation’s capital.

Ultimately, interagency coordination—and staff work in general—is about people and processes. Resolving issues if often entails tracking down the right person and talking with them face-to-face. Building and maintaining personal relationships is sometimes the only way to tear through the bureaucracy of the U.S. government in order get things done. Interagency processes can be learned in the classroom but the relationships that grease these processes can only be developed in person. Working for another agency in the national capital region is an excellent opportunity for senior field grade officers to forge these professional bonds.

The U.S. Army’s initiative to stand up five Security Force and Assistance Brigades (SFABs) in the active component (and one in the National Guard) increased the demand for field grade officers across the force. As a result, the 2018 cohort of the CGSC Interagency Fellowship program had only 18 officers. SFABs are purpose-built for advising and will likely support the war effort in Afghanistan for the foreseeable future. Their secondary mission is to expand into combat brigades, should the need arise. From an institutional perspective, SFABs’ can generate combat power faster than tapping into the personnel “surge” capacity resident within the Army’s Trainees, Transients, Holdees and Students account. Interagency fellowship positions reside in the Trainees, Transients, Holdees and Students account, and these shrank as the Army prioritized manning the new SFABs.


Ultimately, interagency coordination—and staff work in general—is about people and processes.



Conclusion

The CGSC Interagency Fellowship program must adapt by narrowing its focus. One way to do this is to align fellowship positions with the priorities of the National Security Strategy (NSS). Fellowship priorities should be reexamined on an annual basis since the NSS is an annual document. In broad terms, having interagency fellowship positions at the State Department supports the December 2017 NSS’ objective to ensure military power is “fully integrated with our allies and all of our instruments of power.”25 More specifically the latest NSS lists China, Russia, Iran, and North Korea as competitors. The State Department offices that cover these countries should continue to have fellowship positions unless there are already military officers assigned to these offices as part of a military detail or other exchange program.

The U.S. Army is headed down a path where its officer corps will be unfamiliar with interagency processes and grow disconnected from how things work in Washington at the highest levels of U.S. government decision-making. As the U.S. Army prioritizes “operational” assignments, other services, such as the U.S. Navy, will eagerly fill the void as they seek to expand interagency capacity. Ironically, I learned more about the development of military strategy and the inner workings of the Pentagon by observing and interacting with the Department of Defense from the perspective of an outsider than I did while serving in military units. Having an “outside” vantage point offers insights that are not possible while serving within an organization. The U.S. Army should take a measured approach when leaving interagency positions vacant.

State Department country desks for Iraq, Syria, and Afghanistan—places where U.S. troops are in combat—offer interagency fellows a significant opportunity to shape and witness the course of U.S. foreign policy from behind the scenes. Great power competition occurs in periphery areas, just as the “Great Game” played out for the British Empire in the nineteen century.26 Although the NSS focuses less on terrorism and more on great power competition, it asserts that the U.S. will continue to promote peace and security in Afghanistan.

The Office of Afghanistan Affairs is at the forefront of managing great power competition and it offers a significant opportunity for high level interagency coordination, as outlined in this article. Within this office, there is currently a vacant position for a senior field grade Army officer—preferably with recent experience in Afghanistan—from a combat arms branch, the military intelligence branch, or the strategist functional area. A small group of career foreign service and civil service professionals are eager to welcome a military officer that can write on a deadline, give frank assessments, translate military jargon, and navigate Washington bureaucracy. Perhaps someone reading this article is interested. Mars’ orchestra awaits. IAJ

For more information on U.S. Army Fellowships contact your branch manager or the CGSC Interagency Fellowship program manager at usarmy.leavenworth.tradoc.mbx.cgsc-interagency@mail.mil.

The views and opinions expressed in this article do not reflect official policy or the position of any agency of the U.S. government. Nothing in the contents should be construed as asserting U.S. government authentication or endorsement of the author’s views.
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Building a

Foundational Understanding

of Interagency Coordination

by Patrick Naughton

As the American military shifts from a counterinsurgency focus to one oriented on large scale combat operations (LSCO) against a peer-competitor and further develops the Multi-Domain Operations (MDO) concept, interagency coordination will remain critical. As the largest ground force, the United States Army is continuing to refine its conceptual understanding of LSCO as first laid out in the recent Field Manual 3-0: Operations (FM 3-0), where the Consolidation Area is first introduced and the Joint Phasing Model adopted. FM 3-0 recognizes that interagency coordination will be crucial during the Shape Phase of the model, which will set conditions for future success before the onset of LSCO.1 In addition, as commanders learn to consolidate gains to capitalize on operational success after the termination of LSCO, working with interagency partners is necessary to fully stabilize an area of operation.2

The initial steps toward understanding how other federal agencies function and operate must take place before rather than after the commencement of LSCO against a peer-competitor. During LSCO, all branches of the military will interact with federal agencies on a daily basis. Military leaders in the different services under the Department of Defense (DoD) quickly become accustomed to how their organizations function and tend to project that belief onto other federal agencies. However, these agencies, though often working toward the same goals as the military in combat zones, operate differently. Learning some basic differences now will assist military leaders in establishing a whole of government approach and unity of effort prior to the start of LSCO.

To develop a solid foundation of understanding, military leaders must understand the five basic core differences in how most federal agencies and the military services operate. It is vital to recognize these five areas when conducting interagency coordination. They are as follows: first, how budgeting is applied defines a federal agency’s priorities; second, not all federal employees operate within the same guidelines or scope of work; third, leading by consensus building over directive leadership is often the norm; fourth, personal relationships are often more important than defined ones or official policy; and finally, due to the national informational environment where everything is reportable, federal agencies often become risk adverse to act or release items until a thorough legal review has been conducted. Appreciating these differences is key when functioning in an interagency context. Often, misunderstandings in these areas can lead to friction and frustration between the various branches of the military and federal agencies over their perceived slowness or seemingly misplaced priorities.


Major Patrick Naughton is a U.S. Army Reserve officer currently serving as an Interagency Fellow at the Department of Labor - Veterans’ Employment and Training Service in Washington, D.C. He holds a Master of Military Arts and Science degree from the U.S. Army Command and General Staff College where he was an Art of War Scholar and a Bachelor of Arts degree in History from the University of Nevada, Las Vegas.




One can immediately tell what an agency’s priorities are via the efforts that agencies back with a budget and the application of funds.



Budgeting Drives Everything

The allocation and prioritization of funds drives everything within federal agencies. As outlined in the Fiscal Year (FY) 2019, An American Budget, released by President Donald J. Trump, the FY 2019 budget plan seeks to enshrine “fiscal responsibility and fiscal restraint while prioritizing spending to programs Americans need most.” It seeks to do this through “fiscal responsibility and prioritizing the most effective programs.”3 One can immediately tell what an agency’s priorities are via the efforts that agencies back with a budget and the application of funds. As President Trump states, “One of the most important ways the Federal Government sets priorities is through the Budget of the United States.”4

While the military services also function within budget constraints and must prioritize their funding, they operate within a more general set of guidelines that consistently fund numerous efforts where one does not drastically suffer due to the prioritization over another. This is especially true under the current administration, for which the FY19 budget statement declares, “Foremost, the Budget rebuilds and modernizes the military.”5 The current increasing military budget contrasts sharply with many federal agencies, who at times may find programs and personnel being redirected or even removed due to the reallocation of funds that is driven by a change in priorities.

Priorities are set from the top down, often coming directly from the President; as such, priorities can change rapidly within a federal agency. When the military interfaces with another federal agency, it is important to understand that budgeting is aligned heavily against priorities At times, the priorities of the military commander on the ground may not necessarily align with those of the federal agency they are working with. This can lead to frustration and a belief that the federal agency is not contributing to the desired unity of effort or participating in a whole of government approach, which will be critical during LSCO. This can be avoided by determining what the federal agency’s priorities are, where the funding is applied, and then communicating an intent to nest within those already established priorities.

Federal Agency Personnel -Not One and the Same

As opposed to military service members, federal agency personnel are not identical in employment status, benefits, authorities, and scope of work. Historically, employment within the federal government was ripe with nepotism and abuse by political leaders who would reward supporters with lucrative government jobs, with little to no work expected of them. Future U.S. President Theodore Roosevelt, who served as the Civil Service Commissioner for two Presidents, declared that he wanted to eradicate what was known as the spoils system: “The use of Government offices as patronage is a handicap difficult to overestimate from the standpoint of those who strive to get good government.”6 Beginning with his efforts, employment within the federal government was completely revamped in 1883 with the passing of the Pendleton Act. Today, the federal government operates in a manner that subscribes to the belief that nothing “is more important than our statutory responsibility to oversee civil service hiring that is based on merit after fair and open competition.”7

The current professional and highly competent federal agency employees are a far cry from those seen under the spoil system of history, and consist of three main categories. The first category is the Competitive Service; these employees must compete for their positions via a set of rules and regulations that include a number of tests and evaluations. They make up all civilian positions in the Federal Government that are not excepted from Civil Service laws, the President, or by rules under the Office of Personnel Management, and are not in the Senior Executive Service.8

Excepted Service employees are the second category, these positions are excepted from the Competitive and Senior Executive Service for a variety of reasons. These excepted positions are further divided into three categories: Schedule A, B, and C. Schedule A are positions that require a specialty and therefore cannot be hired via normal civil service examination procedures, chaplains being an example. Schedule B are positions that it is not practicable to be examined for, such as students hired under temporary employment programs. Schedule C personnel are crucial to understand for military leaders. These positions are specially authorized and consist of policy-determining individuals who have a close and confidential working relationship with the head of an agency or other key appointed officials. Often, these are called political appointees and require the confirmation of the U.S. Senate.9

The last category is the Senior Executive Service employees. Also known as careerists, these are seasoned members of federal agencies who, through merit and hard work, have earned their way to the top of their respective agencies. They provide leadership at senior levels and possess a wealth of knowledge and experience in interagency coordination. They usually serve alongside political appointees, which at times can result in friction. Political appointees may focus on the short term goals of the present administration that appointed them, whereas Senior Executives view the organization through a long-term lens; at times, both views do not necessarily nest.

Finally, many federal agencies consist of union employees and work with outside contractors to execute much of their work. Both of these entities also operate under a set of guidelines and rules, which may restrict how they are employed.


It is of vital importance that military leaders know the difference between Competitive, Excepted, and Senior Executive Service employees...



It is of vital importance that military leaders know the difference between Competitive, Excepted, and Senior Executive Service employees as well as be aware of any union or contractor constraints that the federal agency is functioning under. Each category consists of a different pathway for entry into the service, resulting in varying degrees of competence and knowledge levels. This directly contrasts with the military, where all leaders share a common background and professional military education experience. Lastly, each category of federal employee does not necessarily have the same authority to speak or commit the agency to a course of action. In order to avoid misunderstandings during any interagency coordination activities aimed at establishing a unity of effort during LSCO, it is important for military leaders to gain a situational understanding of the federal agency they are dealing with and the status of its employees within the Consolidation Area as soon as possible.


Leading by consensus takes time, though it is a necessary approach for many federal agencies to take...



Consensus Building Verses Directive Leadership

Due to the varied make up and authorities of its employees, leading by consensus is a common practice within federal agencies. Doctors J. Edward Russo and Paul Schoemaker, in their influential book Winning Decisions, note that reaching a consensus decision can be a powerful process as it “allows all team members to feel that the decision-making process has been fair, enables a group to be more confident that they have found the right decision, and ensures that everyone is ‘on board’ when it comes time to implement.” However, as Russo and Schoemaker acknowledge, sometimes achieving a true consensus is virtually impossible due to time, personalities, workloads, and a host of other reasons.10 It is due to this and the fast paced nature of conflict that military leaders are trained to use their “authority to generate a clearer understanding of the conditions needed to focus effort and achieve success.”11

While the military encourages and supports consensus building leadership and decision-making techniques during its service specific planning processes, evidenced by the practice of Red Teaming, throughout each step commanders maintain the ability to step in and break any deadlocks so planning can move forward.12 In contrast, due to the various authorities and positions found within federal agencies, the clear commander figure who can guide and direct decision-making is at times missing. As such, a much more consensus building leadership approach is undertaken during planning processes and with final decision-making. This approach, of course, lengthens the time it takes to achieve a unanimous resolution to move forward, which can be frustrating to military partners.

Military leaders must appreciate the different types of federal employees they are interacting with and the authorities they possess, which will drive the type of leadership styles being executed within the organization. Leading by consensus takes time, though it is a necessary approach for many federal agencies to take due to the various personnel types and authorities within their organization. However, if military leaders understand the importance of this and even extend a liaison to participate, they will find that once a decision is achieved it will have the entire backing of the federal organization, which will contribute to a true whole of government approach during LSCO.

Relationships Matter

Within an interagency context, personal relationships can often be just as, if not more, important than official directives, policy, or guidance. Relationships are frequently how interagency coordination is executed and tasks are completed. They can serve as a way to legally work around policy roadblocks. Excepted Schedule C (politically appointed) leaders frequently have direct access to key decision makers and influencers that do not necessarily fall within the chain of command of the agency they are serving in. In addition, the Senior Executive Service (careerist) have built up a number of relationships over their years of service that can also be leveraged to make things happen. These connections become even more important as federal agency field representatives often do not have the authority to make immediate decisions. Personal relationships can aid with speedy decision making or assist with empowering those field individuals with the necessary authorities.

The DoD codifies the importance of personal relationship building in the Joint, Interagency, Intergovernmental, and Multinational (JIIM) environment in Joint Publication (JP) 3-08, Interorganizational Cooperation. The JP states that the “institutionalization of personal relationships should be a goal.” This ensures that when individual relationships do not exist due to personnel changeover “then the command’s positive reputation, built over time, can enable coordination.”13 An earlier version of JP 3-08 summarizes it best, declaring that successful interagency coordination rests on the ability of all entities within the elements of national power “to personally work together.”14

In order for military leaders to fully influence and steer other federal agencies to work toward a whole of government approach and unity of effort, they must appreciate the importance of personal relationships. In addition, military leaders must understand the different types of federal workers that exist, in addition to their capabilities, limitations, and longevity. Knowing the various federal employee types can also assist with determining the motivation of certain individuals that can be leveraged to gain their support for military efforts. This understanding will contribute to building those personal long-lasting relationships between federal entities that are crucial in the JIIM environment during LSCO and within the MDO concept.

Risk Adversity and the Negative News Cycle

The Freedom of Information Act (FOIA) enacted in 1967, allows the public to request access to records from any federal agency as long as the request does not fall under one of the nine exemptions.15 In addition, today’s 24-hour news cycle and the increasingly hostile stance of a number of media establishments toward the U.S. government has demonstrated that federal agencies can find themselves portrayed negatively at any time. As a result, federal agencies can be extremely risk adverse and will not act, commit to a course of action, or release any public comments or statements until an often lengthy and thorough legal review is first conducted.

In contrast, DoD activities are regularly protected under “Exemption 1: Information that is classified to protect national security” and are not as affected by FOIA requests.16 Additionally, the fast-paced environment of conflict requires commitments and decisions that rely on the instant legal review of commanders and leaders at the direct level. The combination of these two items diverge sharply from the protracted processes that many federal agencies have imposed on themselves to avoid being portrayed negatively in the media.


...understanding that federal agencies often function under different FOIA guidelines than the military is vital when attempting to garner commitment from a federal organization.



This hesitancy to act instantly can be misperceived by the military services as an unwillingness to support the unified mission. However, understanding that federal agencies often function under different FOIA guidelines than the military is vital when attempting to garner commitment from a federal organization. Military commanders need to be patient and encourage the development of personal relationships between the various organizations’ legal teams. This will assist with obtaining approval quickly and efficiently while still protecting the federal agency from unwanted negative publicity. In addition, interagency coordination in legal areas will avoid events that adversely influence the informational environment, which can have far-reaching effects when conducting LSCO.

Conclusion

With the shift from a counterinsurgency focus to LSCO and the further development of the MDO concept, the American military must adapt its doctrine and training to match. Though this may seem like a daunting task, it has been done before. Since the end of World War II (WWII), the U.S. military has had to adjust to a new nuclear age and the pentomic concept, LSCO on the Korean peninsula, the threat of a massive conventional Soviet force, numerous small engagements across the range of military operations (ROMO), counterinsurgency in Vietnam, major combat operations in the first Gulf War, and the recent Global War on Terror.17 Over that time-period, doctrine evolved to face the possible perceived threat, just as the military is doing now with the issuance of FM 3-0 and its continuing efforts to refine the MDO concept. Since WWII, there has been the slow realization that conflict will no longer be primarily military focused. All future engagements across the ROMO will require a whole of government approach and a unity of effort, with the application of all the elements of national power to achieve success.

Examining LSCO conducted in the 20th Century by the U.S., it becomes apparent that the application and synchronization of all government resources are necessary to achieve success through all phases of the conflict. In World War I, Congress authorized and directed the President to employ all of “the resources of the Government to carry on war against the Imperial German Government; and to bring the conflict to a successful termination all of the resources of the country are hereby pledged.”18 At the start of WWII, Congress also similarly authorized the President: “all of the resources of the country are hereby pledged” for victory.19 At a conference in Wake Island in 1950 to discuss the ongoing conflict in Korea, the U.S. President and General Douglas MacArthur had an interesting exchange over what today would be recognized as interagency coordination occurring at the cessation of LSCO in the Consolation Areas. MacArthur declared, “Nothing is gained by military occupation. All occupations are failures.” Throughout the meeting, he continued to discuss the importance of the other elements of national power exercising coordination after the cessation of conflict. MacArthur emphatically stated “Again, I emphasize the fact that the military should get out the minute the guns stop shooting and civilians take over.”20 Lastly, as noted in FM 3-0, recognizing the importance of interagency efforts during the Shape Phase of the Joint Phasing Model in the first Gulf War, the Joint Resolution approved by Congress required the President to first affirm that the U.S. “used all appropriate diplomatic and other peaceful means to obtain compliance by Iraq” before the use of military force.21

As evidenced by major combat operations in the 20th Century, interagency cooperation and the hard-working employees within the various federal agencies are crucial to achieve success within the MDO concept and possible LSCO against a peer-competitor. As the 39th Chief of Staff of the Army General Mark Milley stated in his initial message to the force about the future fight, “We need to listen and learn—first from the Army itself, from other services, [and] from our inter-agency partners.”22 To avoid misunderstandings, friction, and frustration when conducting interagency coordination, it is important for military leaders to possess a foundational understanding of how federal agencies operate. It is essential to recognize five main areas when functioning and operating within an interagency context: priorities supported by budgets, the different types of federal employees, consensus decision-making efforts, personal relationships, and their risk adverse nature.

One common overarching theme recognized by those working with federal agencies is the significance of personal relationships. Military doctrine codifies the importance of this in its Field Manuals and Joint Publications. One successful way that the U.S. Army is attempting to build these relationships is through the Command and General Staff College Interagency Fellowship. This Fellowship fully imbeds and integrates Army Majors and Lieutenant Colonels for a year within various federal agencies as members of their staff in order to develop long-lasting personal associations and a thorough understanding of interagency coordination. These field grade officers will be able to leverage those connections for years to come, which will be decisive when facing a peer-competitor during LSCO within the MDO concept.

Interagency coordination will be crucial during all phases of the Joint Phasing Model to successfully achieve a whole of government approach and unity of effort during LSCO. Successful integration and partnerships with federal agencies will make up a large portion of U.S. efforts in the Consolidation Area. As such, it is critical that military leaders familiarize themselves with how federal agencies function and begin to build and leverage long-lasting relationships that will benefit all for years to come. Establishing a foundational knowledge of federal agencies and the forming of relationships must occur before the onset of LSCO. The nation cannot afford to learn these lessons during the next conflict against a peer-competitor. IAJ
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Reassessing

the Chemical, Biological, Radiological,
Nuclear Response Enterprise

by Gary D. Mills

We will bankrupt ourselves in the vain search for absolute security.

—Dwight D. Eisenhower

During the last nine months, citizens throughout the world have observed momentous events that have added to a tumultuous global environment. Internationally, the ongoing conflicts in Afghanistan, Iraq, Yemen, and Syria are of great concern, notwithstanding the potential of future conflicts in North Korea or Eastern Europe. Domestically, Americans experience a front row seat as their elected officials wage partisan politics, while the country operates on a budget of continuing resolutions. On 20 January 2018, the U.S. government shut down for three days because Congress could not agree on a budget. The continued possibility of another government shutdown is unsettling, as agencies within the U.S. government continue to deal with an extensive list of domestic and international issues.

Among the challenges the U.S. faces is the prevalent threat of major catastrophes. As society becomes accustomed to expecting governmental support, the current model of responding to a catastrophic disaster with government agencies, including the military, appears routine. This expectancy has not always been the case. Disaster response has evolved over the course of 200 years, built with a goal of providing prompt assistance to communities in need. Historically, local authorities managed disasters and, in rare cases, state governments provided capabilities to manage the incident site. Generally speaking, the U.S. government lacked a systematic approach for disaster assistance and therefore handled incident response on a case-by-case basis. This pattern began to change in the early nineteenth century when the government recognized the need to address fires and diseases in the nation’s large cities and townships. During this era, the U.S. government tended to pass ad hoc disaster legislation as disasters unfolded.

In 1803, Portsmouth, NH, experienced a chain of fires that strained local and state resources. In response, Congress passed the Congressional Act of 1803, which provided government relief to the merchants of Portsmouth affected by this disaster.1 The progression of disaster legislation was painstakingly slow, as over a century passed before the emergence of disaster loans and the Flood Control Act of 1934.2 Since then, many programs, plans, acts, orders, compacts, laws, and directives have been developed to improve the national disaster response system.
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Disaster legislation in the U.S. undoubtedly improved efficiencies related to disaster response in most cases. In 1979, the U.S. government created the Federal Emergency Management Agency (FEMA)3 that combined all relief agencies and programs under one agency. FEMA centralized disaster relief and mobilized resources for disaster response, coordinated efforts with states and local governments, and managed disaster-response activities. Notably, FEMA also created a policy of hazard-specific planning for a range of disasters including chemical, biological, radiological, and nuclear (CBRN) and catastrophic incidents.4


...an improvised nuclear devise in a major U.S. city is among three other types of events considered domestically catastrophic.



According to joint doctrine, the characteristics of unusually elevated levels of casualties, damage, or disturbance that severely impacts the population, infrastructure, environment, economy, national morale, and government functions define a catastrophic incident.5 Currently, an improvised nuclear devise in a major U.S. city is among three other types of events considered domestically catastrophic. The other scenarios include a hurricane that reaches a level of category five along either the Gulf coast or Atlantic seaboard; an earthquake in the Cascadia subduction zone, New Madrid seismic zone, or within the state of California; or a volcanic eruption of Mount Rainier.6

Following the 2001 attacks by al Qaeda, concerns in the U.S. over a terrorist nuclear attack increased and created a desired “necessity” for a heightened level of preparedness and security within the U.S. government. This requirement for preparedness and security was partially satisfied through directives and policy memoranda that forged the CBRN Response Enterprise (CRE). Today, the CRE continues to meet its statutory requirements as it remains resourced, trained, and equipped to respond to a CBRN incident as part of a whole of government approach. The two principal documents that stipulate the CRE’s requirements are Presidential Policy Directive Eight (PPD-8) and the Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3125.01D, Defense Response to Chemical, Biological, Radiological, and Nuclear (CBRN) Incidents in the Homeland.7

President Barack Obama signed PPD-8 on 30 March 2011 while ordering the Department of Homeland Security (DHS) to produce a National Preparedness Goal (NPG). One purpose of the NPG was to define capabilities necessary to prepare for incidents that posed a high risk to the nation while using a whole of government approach.8 PPD-8 also required DHS to create a national preparedness system consisting of guidance, programs, and processes that would enable the accomplishment of the NPG by the U.S. government. Lastly, PPD-8 directed a national preparedness report for evaluating U.S. capabilities in the areas of prevention, protection, mitigation, response, and recovery from threats and hazards.9

In addition to PPD-8, CJCSI 3125.01D gives added detail regarding requirements to the Department of Defense (DoD) in the event of CBRN incidents in the homeland. This document assigns the Commander of U.S. Northern Command (USNORTHCOM) the responsibility for CBRN response in the continental U.S. Moreover, the instruction specifies four key responsibilities for USNORTHCOM. The first involves the planning and integration of support for CBRN incidents within the USNORTHCOM area of responsibility. The second is the planning for CBRN response operations in the homeland and support to civil authorities accounting for regional, state, and local-level activities. The third is confirmation of the readiness of forces assigned or allocated to USNORTHCOM for CBRN response operations. The final responsibility is to be prepared to respond to three nearly simultaneous, geographically dispersed, significant CBRN incidents, or one catastrophic CBRN incident within the continental U.S., Puerto Rico, U.S. Virgin Islands, and Alaska.10 Documents such as PPD-8 and CJCSI 3125.01D provide guidance to DoD and the CRE, but are these enumerated responsibilities still valid? Or, is it fair to reevaluate the response history since 2001 and the “necessity” for a heightened level of preparedness and security?

Even though support to disaster response does not warrant a wholesale revision, it might be worthwhile and prudent to make changes to the CRE to increase efficiencies by reducing the force structure and amending the training program. To better understand this thesis, it is necessary to explain several areas relevant to the CRE including the operating environment and the key concepts of disaster response; the development of the CRE and its current composition and training requirements; analysis in the areas of threats, capabilities usage, and duplicate capabilities; and finally, the recommendations and conclusions to increase the efficiency of the CRE.

The Operational Environment

Any planner that studies the operational environment in the U.S. will find that it is comprised of unique conditions and variables. Joint Publication (JP) 3-0, Joint Operations defines the operational environment as “a composite of the conditions, circumstances, and influences that affect the employment of capabilities and bear on the decisions of the commander.”11 This section provides an overview of elements that impinge on the operational environment, such as Defense Support of Civil Authorities (DSCA), the National Incident Management System (NIMS), the National Response Framework (NRF), and their basic components. Additionally, this section describes the key authorities and limitations, including the Stafford Act, Immediate Response Authority (IRA), Mission Assignments (MAs), Posse Comitatus, and the Insurrection Act. Knowledge of these elements will give a better understanding of the environment that the CRE will operate within when employed in response to a catastrophic incident.


The U.S. military’s main contribution to this process is to support civil authorities...



Defense Support of Civil Authorities

PPD-8 reinforced the preparation for and response to threats posing a substantial risk to the national security of the U.S. Among such threats are “acts of terrorism, cyber-attacks, pandemics, and catastrophic natural disasters.”12 The U.S. military’s main contribution to this process is to support civil authorities through the execution of four DSCA tasks: support for domestic disasters, domestic CBRN incidents, domestic civilian law enforcement agencies, and other designated support.13 The purpose of military support is to “save lives, alleviate suffering, and protect property.”14 Notably, laws and regulations govern the support provided by the military. DSCA consists of activities conducted in support of civil authorities as part of the whole of government response to catastrophic incidents.

National Incident Management System

During a catastrophic incident, the associated complexities require the seamless cooperation of all involved participants. NIMS “provides a common, nationwide approach to enable the whole community to work together to manage all threats and hazards while applying to all incidents, regardless of cause, size, location, or complexity.”15 NIMS guides all levels of government, nongovernmental organizations (NGO), and the private sector. This guidance enables all the stakeholders to work efficiently to prevent, protect against, mitigate, respond to, and recover from incidents. This management system additionally provides members throughout the community with a common vocabulary, systems, and processes to effectively provide capabilities to an incident.16 NIMS captures three key concepts: mutual aid, the incident command system, and the dual status commander.


NIMS “provides a common, nationwide approach to enable the whole community to work together...”



Mutual aid refers to agreements between emergency responders to provide or lend assistance across jurisdictional boundaries. This assistance can include material, services, human resources, and equipment when a level of government requires specific resources.17 Mutual aid is a fundamental component of preparedness planning for all hazards at every level of government. Effective mutual aid agreements are formalized through written documentation, address key issues, have administrative support, and complement one another to work cooperatively. Correctly built intrastate or in-state agreements, as well as interstate or emergency management assistance compacts between states, will foster collaboration and seamless integration among all of the relevant stakeholders.18 A distinctive command system will command, control, and coordinate the various levels of government that use mutual aid.

The Incident Command System (ICS) is a “standardized approach to the command, control, and coordination of on-scene incident management that provides a common hierarchy within which personnel from multiple organizations can be effective.”19 All levels of government, NGOs, and private sector organizations use ICS. The system operates as either an incident command or unified command that is responsible for the overall management of the incident. The resolution of most incidents occurs at the local level of government, but there are major incidents that require assistance from the U.S. government, which possesses a wide range of capabilities and resources during a response to an incident. NIMS and ICS enable federal departments, agencies, and other levels of government to cooperate with one another while responding to a disaster.20 ICS is not the only type of command and control for an incident, especially if the U.S. military is involved.

A dual status commander (DSC) is an active duty, commissioned officer in the U.S. Army or U.S. Air Force. A DSC can also be a federally recognized officer from the U.S. Army National Guard or U.S. Air National Guard that can exercise mission command of federal and state forces.21 A DSC represents the command link involving the two distinct and separate chains of commands of the federal and state governments (title 10 and title 32). Even though the DSC may provide mission command of and receives orders from two separate chains of command, the federal and state chains of command must recognize the DSC’s authority in either a federal or state capacity. This authority includes the issuance of orders from the federal chain of command to federal military forces and the issuance of orders from the state chain of command to state forces.22

USNORTHCOM and U.S. Pacific Command can appoint DSCs in their respective areas of operations only when the establishment of this form of mission command is necessary and suitable. The 2017 hurricane season provided a recent example of this, as DSCs were appointed for hurricanes Harvey, Irma, and Maria, which all occurred in the USNORTHCOM area of responsibility. Furthermore, the requirement for multiple DSCs may be necessary if a single state has simultaneous large-scale events, or if a geographically separated event affects multiple states, such as a potential New Madrid Earthquake.23 NIMS and its concepts, such as mutual aid, ISC, and DSC, assist in providing a common approach that allows the disaster community to effectively work together, but “how” the nation conducts disaster response belongs to the NRF.

National Response Framework

The NRF elucidates how the nation responds to a disaster using the whole of government approach. This framework offers guiding principles that assist organizations in providing a unified response to disasters and emergencies. The framework builds upon the NIMS, while aligning key roles and responsibilities at all levels of government, to include governmental agencies, NGOs, and private-sector organizations. Due to its flexibility and scalability, the implementation of the NRF at any level of government is carried out in response to a disaster scenario. The NRF is the response part of the larger national strategy that includes the goals of preventing and disrupting terrorist attacks, protecting the American people, protecting critical infrastructure and key resources, responding to and recovering from incidents, and continuing to strengthen the foundation to ensure long-term success.24

The NRF ensures that all response partners understand domestic incident response roles, responsibilities, and relationships to respond to an incident effectively. The essential premise of the NRF is to provide a structure for a nationwide response policy and operational coordination for all types of domestic incidents. In addition, the NRF serves as a flexible and scalable framework for incident response based on NIMS principles.25 The NRF doctrine establishes a vision through five key principles: an engaged partnership; a tiered response; a scalable, flexible, and adaptable operational capability; a unity of effort through unified command; and a readiness to act by providing the best response possible to the affected area.26 Among these, the principle of tiered response deserves the most attention since it is relevant to resourcing. In addition to tiered response, a discussion about Emergency Support Functions (ESF) is pertinent to how resources and capabilities are organized during a disaster incident.


The [National Response Framework] ensures that all response partners understand domestic incident response roles, responsibilities, and relationships...



A tiered response is one of the guiding principles of the NRF and suggests that response efforts begin at the lowest level of government. Thus, when any level of government’s capacity is exceeded, the next level of government will step in and provide support. The key stakeholders in tiered response are local, tribal (Native Americans), state, and the federal governments. Additionally, NGOs (e.g., Red Cross) and the private sector (e.g., Walmart) cooperate with each level of government in responding to an incident.27

It is not unusual for most disasters to be managed from start to finish at the local level of government. However, some incidents may necessitate a larger response or assistance from entities such as the private sector or NGOs, while others may require the support of neighboring counties or state governments. Lastly, a small number of incidents require broad support from the federal government through IRA or a sourced capability executing a specified scope of work contained in a MA or mission assignment tasking order.28 The last few paragraphs provided an overview into the process of how levels of government respond to an event through the concept of tiered response. The following paragraphs will discuss how resources and capabilities are resourced for a response through ESFs.



	ESF #1

	Transportation

	ESF #8

	Search and Rescue




	ESF #2

	Communications

	ESF #10

	Oil and Hazardous Materials Response




	ESF #3

	Public Works and Engineering

	ESF #11

	Agriculture and Natural Resource




	ESF #4

	Firefghting

	ESF #12

	Energy




	ESF #5

	Emergency Management

	ESF #13

	Public Safety and Security




	ESF #6

	Mass Care, Emergency Assistance, Housing, and Human Services

	ESF #14

	Long-Term Community Recovery




	ESF #7

	Logistics Management and Resource Support

	ESF #15

	External Affairs




	ESF #8

	Public Health and Medical Services

	 
	 




Table 1. Emergency Support Functions

Source: Created by author, adapted from Homeland Security, National Response Framework,” 2016, pp. 34–37.

During a catastrophic event, there are many capabilities and resources provided to an incident site, and it is crucial for the U.S. government to effectively organize these capabilities and resources for its response efforts. A construct known as ESFs provides the methodology for carrying out the federal response. Though not all incidents require either federal support or FEMA to activate departments and agencies supporting federal ESFs, the ESF methodology is an effective and efficient way to manage resources and capabilities provided by federal departments, private-sector companies, and NGOs.

The 15 support functions depicted in the above table provide a venue for coordinating interagency support and effectively bringing functions together while in support of Stafford Act and non-Stafford Act disasters and emergencies.29 For example, if a state requests assistance in conducting a mass evacuation operation, the Joint Field Office can request personnel and capabilities from ESF #1 (transportation), ESF #6 (mass care, emergency assistance, housing, and human services), and ESF #8 (public health and medical services) to best tailor capabilities and resources to accomplish the mission in an efficient manner.30 If the required capability does not exist from federal or state agencies, the U.S. military can provide the capability through a MA.

The previous paragraphs have explained the response frameworks and their components, but the utilization of DoD capabilities during a disaster, while in support of civil authorities, has its own set of authorities and legal limitations. Even though there are several laws, directives, and acts, the following five provide a solid understanding of the authorizations and limitations for the U.S. military while operating in a DSCA environment.

Authorities and Legal Limitations

The Robert T. Stafford Disaster Relief and Emergency Assistance Act of 1988 affords the legal authority to the federal government when providing U.S. military and other federal assets to assist state governments during a declared major disaster or emergency by the President of the United States. These declarations are triggered by a state governor’s request for assistance due to an incident that overwhelms the requesting state’s response capabilities.31 The President may also declare an emergency without first receiving a gubernatorial request if the emergency involves an area of “primary federal responsibility,” which means the “principal responsibility for response rests with the federal government because the emergency involves a subject area for which the United States exercises exclusive responsibility and authority.32 The 2001 Pentagon terrorist attack, as well as the 1995 bombing of the Murrah Federal Building in Oklahoma City, exemplified this type of declaration.33 In addition to the Stafford Act, the other type of authority that allows DoD capabilities to respond to a disaster is Immediate Response Authority (IRA).

IRA authorizes commanders or officials from components and agencies to take immediate actions by providing support and capabilities in response to requests from civilian agencies to “save lives, prevent human suffering, or mitigate property damage.”34 IRA is authorized when the providing military organization does not have the time to receive approval from its higher headquarters.35 In the scope of IRA, it is not uncommon for military organizations and their respective local civilian community to establish guidelines regarding the processes of immediate response through a memorandum of agreement or a memorandum of understanding to better ensure a prompt response, preventing confusion during incident response.36 In principle, any activity that is not prohibited by law may be conducted during IRA to “save lives, prevent human suffering, or mitigate great property damage.”37 During IRA, military capabilities can only be utilized for up to 72 hours unless these efforts are providing lifesaving actions, in which case they can extend beyond 72 hours. It is also common for an event responded to under IRA to transition to a MA, especially if the duration of the response will exceed 72 hours.38


[Immediate Response Authority] authorizes commanders or officials from components and agencies to take immediate actions...



If a military capability is no longer engaged under IRA, then it requires an MA to employ resources to support civil authorities at an incident site. The lead federal agency can accomplish this through the issuance of three classifications of MAs. The first is known as a federal operations support (FOS) MA, which is a federal agency to federal agency support MA. An example of a FOS MA is when FEMA gives a MA to the U.S. Air Force to transport FEMA assets from one location to another.39 The second type of MA is technical assistance, which provides expertise to a state or local jurisdictions when that state or local jurisdiction has the resources but lacks the knowledge and skills needed to perform the required activity.40 The third is direct federal assistance, which are MAs that provide urgent capabilities (frequently DoD) to a state to “save lives, protect property, and to prevent human suffering.”41

DoD operating under authorities such as the Stafford Act, IRA, and MAs are common, but operating under legal limitations such as Posse Comitatus are not. The Posse Comitatus Act (PCA), 18 U.S. Code, Section 1385, established in 1878, ended the use of federal troops in the policing of state elections in former Confederate states.42 The law stipulates that: “Whoever, except in cases and under circumstances expressly authorized by the Constitution or Act of Congress, willfully uses any part of the Army or the Air Force as a posse comitatus or otherwise to execute the laws shall be fined not more than $10,000 or imprisoned not more than two years, or both.”43 There are several exceptions to the law, but the following four are noteworthy. First, National Guard forces are exempt from the law when operating under Title 32 state authority, which means that soldiers and airmen remain under the mission command of the governor while giving them “the ability to act in a law enforcement capacity within their own state or an adjacent state if granted by that states Governor.”44 Second, the governor of a state in which a major disaster occurs may request the President to direct the Secretary of Defense (SecDef) to permit the use of resources for emergency work necessary for the preservation of life and property.45 Third, the SecDef can provide forces in an emergency involving biological weapons, chemical weapons, or weapons of mass destruction.46 Lastly, the President can use the armed forces to suppress insurrection and enforce federal authority in the midst of a rebellion or any other form of domestic violence.47 Perhaps the key takeaway regarding PCA for military leaders is to understand the restrictions and limitations of the law when the military is requested to assist in domestic law enforcement activities.


..the key takeaway regarding [the Posse Comitatus Act] for military leaders is to understand the restrictions and limitations of the law...



In addition to PCA, the second relevant legal restriction is the Insurrection Act. The Insurrection Act of 1807 is a U.S. Federal law that authorizes the President to deploy the military within the U.S. to suppress lawlessness, insurrection, and rebellion. This act is not commonly used and has only been employed twice in the last three decades, during the 1992 Los Angeles riots and Hurricane Hugo in 1989 to quell looting in the Virgin Islands.48 In 2006, the U.S. Congress modified the Insurrection Act, which bolstered the President’s ability to use the U.S. military to enforce laws in the U.S. This increase in authority included the ability to deploy the military as a police force during natural disasters, epidemics, serious public health emergencies, or terrorist attacks when the President determines that local and state authorities are incapable of preserving public order or to suppress insurrection, domestic violence, unlawful combination, or conspiracy.49

The CBRN Response Enterprise

In 2008, then Secretary of Defense Robert Gates authorized the incremental sourcing of three CBRN Consequence Management Response Forces (CCMRF). This approval stemmed from the necessity of providing a response element in the event of a catastrophic CBRN incident. Each of these three response forces consisted of approximately 4,700 personnel capable of providing an assortment of capabilities, including medical, chemical decontamination, aviation (rotary-wing), mortuary affairs, search and rescue, and general force capabilities.50 Nine years have elapsed since the inception of the CCMRF, which has morphed into the current structure of the CBRN Response Enterprise (CRE).

This advent of the CRE—the military’s contribution to the whole of government approach to disaster relief—began in 1995 when President Bill Clinton signed Presidential Decision Directive 39. This directive contained language that improved federal agencies’ abilities to execute consequence management and created the Army National Guard’s Weapons of Mass Destruction Civil Support Teams (WMD-CSTs).51 These CSTs were designed to support civil authorities at a domestic CBRN incident site.52 In 1995, General Charles Krulak, the 31st Commandant of the Marine Corps, initiated the development of the Chemical Biological Incident Response Force (CBIRF), which consisted of 500 personnel to respond to a CBRN or a high-yield explosive threat or incident.53 Shortly thereafter, the Defense Against Weapons of Mass Destruction Act of 1996, also known as the Nunn-Lugar-Domenici amendment 4349, created the Joint Task Force-Civil Support (JTF-CS), a mission command element and 17 CBRN Enhanced Response Force Packages (CERFPs) who bridge the capabilities gap between early first responders to federal forces.54
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Figure 1. FEMA Regions.

Source: Created by author, adapted from FEMA, “FEMA Regional Contacts,” last updated January 3, 2018, https://www.fema.gov/fema-regional-contacts, accessed on March 8, 2018.

In 2010, the Quadrennial Defense Review recommended several changes to DoD’s CBRN response strategy to improve the life-saving capabilities and flexibility of its forces and reduce response times. These changes included plans to create a state-controlled Homeland Response Force (HRF) in each of the 10 FEMA regions (see Figure 1) who can alert, assemble, and deploy within 6-12 hours for a CBRN incident to save lives, minimize human suffering, and prepare for follow-on forces in support of civil authorities.55 In addition to the HRFs, a Defense CBRN Response Force (DCRF) and two Command and Control CBRN Response Elements (C2CRE) complete the CRE’s current organizational architecture.56
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Figure 2. CBRN Response Enterprise Composition.

Source: Created by author, adapted from Steve Cichocki and Mike Jackson, “USNORTHCOM CBRN Response Operations, Planning, and Implementation,” 2017, p. 15.

Composition of the CBRN Response Enterprise (CRE)

The CRE consists of six elements (see Figure 2): the CSTs, CERFPs, HRFs, JTF-CS/ DCRF, and the two C2CREs. These elements provide the lifesaving and life-sustaining capabilities in support of the lead federal agency during response operations. Each element of the CRE is important and has its own roles and responsibilities. The first element created, the CSTs, are also the most often used in the CRE. Assigned to the governor of a specified state, WMD-CSTs are an asset that can employ nationwide. There is a total of 57 civil support teams, with at least one located in every state and territory.57 Each team consists of 22 Army and Air National Guard full-time personnel and 14 military specialties. These teams are capable of responding to a CBRN incident within three hours of notification and can operate continuously for 72 hours while supporting civil authorities.58 This support can include identifying CBRN agents and substances, assessing current and projected consequences, advising on response measures, and assisting with appropriate requests for state support.59

CSTs are the most actively used portion of the CRE and deploy for a variety of missions, including white powder incidents, suspicious substances, chemical hazards, and clandestine labs, as well as larger missions such as the BP Deepwater Horizon oil spill and Hurricane Irene recovery operations.60 Furthermore, every year CSTs are alerted for missions in support of large-scale events such as national and state special security events, stadium and arena sporting events, and political gatherings where the WMD-CSTs, in coordination with local responders, perform air sampling and chemical detection. Lastly, CSTs take part in numerous standby and assist missions where they provide liaison duties with local responders and offer coordination and training with local, state, tribal, and federal partners.61

A second National Guard asset that responds to disasters are the CERFPs. There are currently 17 CERFPs in the U.S. consisting of 203 personnel each. Similar to CSTs, CERFPs are a National Guard asset assigned to its respective governor and can be employed nationwide.62 Four elements comprise CERFPs and can respond to a CBRN incident within 6–12 hours of initial notification. The first element is the command and control element that directs the CERFP and is responsible for its own safety in addition to its response planning. The second is the decontamination element, which provides mass casualty decontamination and zone monitoring. The third is the search and extraction element responsible for casualty search and extraction. The fourth is the medical treatment element. Its contributions include triage/emergency medical treatment; casualty sustainment and staging for evacuation, patient tracking and accountability; medical support to decontamination and search and extraction; and stress management for CERFP personnel.63 The only example of real-world use of a CERFP occurred in Colorado in 2013 when it provided support during a flood evacuation by providing search and extraction elements.64 Despite the CERFP’s limited use and the 17 elements positioned across the country, the assumption is that CERFPs, like CSTs, are on stand-by for national special security events. Additionally, CERFPs are also part of the HRF organization and likely would be involved in the HRF operations.

There are currently ten HRFs in the U.S. HRFs are National Guard organizations consisting of 583 personnel each, which are distributed throughout the ten FEMA regions.65 The HRFs have six functions. The first is a command and control element with the tasks of providing mission command, issuing orders, conducting deployment operations, laying out areas of operations, establishing communications, and conducting incident operations. The second is a CBRN assistance support element that provides casualty assistance support. The last four functions are replicate functions of the CERFPs, including search and rescue, decontamination, emergency medical, and a fatality search recovery team.66

According to a 2016 Government Accountability Office report, since the establishment of HRFs in 2012, they have not deployed or been employed in support of civil authorities during a CBRN event. The report noted that in 2014 a HRF conducted a partial deployment in support of a landslide in Snohomish County, Washington, where its members assisted in fatality search and recovery and supported the National Guard headquarters staff with expertise in an assortment of staff functions.67 Other notable occurrences included the Region III (Pennsylvania) HRF participation in the planning for the Papal visit to the U.S. in 2015 and the Region IV (Georgia) HRF’s participation in planning for a CBRN or all-hazard incident for the 2012 Democratic National Convention in Charlotte, NC.68 In summary, the CSTs, CERFPs, and HRFs are the CRE’s state response forces.


...[CBRN Enhanced Response Force Packages (CERFPs)] are a National Guard asset assigned to its respective governor and can be employed nationwide.



The federal response forces for the CRE also consist of three elements, with the largest being the Defense CBRN Response Force (DCRF). The DCRF is a joint organization comprised of 5,200 personnel that are primarily active duty U.S. Army, U.S. Air Force, and U.S. Marine personnel, headquartered by the JTF-CS that provides the planning, training, and coordination for CBRN response operations.69 Two force packages encompass the DCRF and can deploy within 24–48 hours of notification. Several capabilities reside within the DCRF, and its key capabilities include but are not limited to CBRN incident assessment, search and rescue, decontamination operations, emergency medical, role 2 and role 3 medical, force health protection measures, military personnel and equipment operational security, site accessibility horizontal engineering, logistics, general support, aviation lift, mortuary affairs, and transportation.70

The DCRF is the largest federal response element within the CRE, but it is complemented by two smaller elements: the C2CREs. Sourced from the Reserve component and the National Guard, the two C2CREs consist of approximately 1,500 personnel and share many of the capabilities of the DCRF, but in smaller elements. Dedicated C2CRE capabilities include CBRN assessment, search and rescue, decontamination, emergency medical, role 2 medical, engineering, command and control, logistics, and transportation. Due to the size of the force and the sourcing of capabilities from the Reserves and National Guard, C2CREs require the augmentation of additional capabilities such as federalized National Guard assets (including WMD-CSTs, CERFPs, and HRFs) or forces from the active and reserve components to effectively respond to a large incident.71


The [Defense CBRN Response Force (DRCF)] is a joint organization comprised of 5,200 personnel that are primarily active duty U.S. Army, U.S. Air Force, and U.S. Marine personnel...



The real-world use of capabilities within the DCRF and C2CREs have also been limited as evidenced by the last four major events that required military capabilities to support incident response efforts. Those events include the 2013– 16 Ebola crisis, as well as Hurricanes Harvey, Irma, and Maria from the 2017 hurricane season. During the West African Ebola crisis (classified as a CBRN event), not a single capability within the CRE responded in any capacity to the event. The most publicized action by the military was the deployment of approximately 1,000 soldiers from the 101st Airborne Division (Air Assault) to assist efforts to contain the outbreak of Ebola in Liberia.72 In the U.S., the actions of the military were limited to fulfilling a request by the Department of Health and Human Services (DHHS) for a variety of medical specialists and the use of U.S. Army North (USARNORTH) for coordinating the training for a 30-person medical support team.73

The busy 2017 hurricane season included Harvey in Texas, Irma in the Caribbean and southeastern U.S., and Maria in the Caribbean and Puerto Rico. These storms required military support and had two common characteristics.74 The first commonality was the whole of government response and the many federal agencies that participated as part of a unified response effort. Additionally, the U.S. military also provided needed capabilities. A number of military units were assigned to the CRE, but the second unmistakable commonality was that all the forces employed were general support forces, including aviation, logistics, or medical capabilities. In fairness, there was not a need for any of the CRE’s technical support forces, but these examples add weight and support to the narrative that the nation is not using its technical support forces (TSFs) except for two examples. The first is the CSTs. The second is the CBIRF. Examples of this include the CBIRFs response to the 2001 anthrax letter attacks and the attempted 2004 ricin letter attack in the mailroom of the Dirksen Senate Office Building.75 During the ricin incident, more than 140 members of the CBIRF sustained 24/7 operations for one week to allow the U.S. Congress to return to normal operations.76 In 2011, the CBIRF also responded to the Japanese Tsunami/Fukushima nuclear disaster, which displayed the unit’s ability to respond to international disasters.77

The focus on the composition of the elements of the CRE and its real-world use is important, but it is also important to highlight that the CRE does not have a monopoly on all of the country’s CBRN response capabilities. Within DoD, there are CBRN capabilities that will be instrumental during a CBRN incident. These include organizations such as the U.S. Air Force’s radiation assessment team, the 20th CBRNE Command, the Defense Threat Reduction Agency, and U.S. Medical Command’s special medical augmentation response teams. Outside of DoD, several other federal departments and agencies have relevant capabilities. The noteworthy capabilities are within organizations such as the DHHS and DHS, including the National Disaster Medical System. Furthermore, capabilities exist in the Department of Energy and state and local governments. One particular example is the certified hazardous materials (HAZMAT) teams that are present within fire departments across the U.S. In summary, the six elements that comprise the CRE have a history of varying use levels during real-world events. Furthermore, the U.S. has several additional capabilities to respond to a CBRN incident other than the CRE as part of a whole of government approach. It is one thing to source an 18,000 plus personnel organization, but to train the organization to meet requirements to an expected standard is another.

Training Requirements for the CRE

There are two distinct types of forces that comprise the DCRF and C2CREs. The first are general support forces, which are units that provide capabilities and conduct training consistent with its organization’s core mission essential task list (METL). General support forces, such as aviation or logistical units, do not require any specialized training beyond the training conducted for their core METLs. The second type of forces are TSFs. TSFs are forces that operate in the contaminated area of an incident and require specialized training to conduct their missions. The 29th Volume, Code of Federal Regulations (29 CFR), specifically 1910.120(q), governs and guides operations for TSFs in a HAZMAT environment. CFR 29 stipulates guidance and instruction for HAZMAT planning, procedures, training, medical surveillance and consultation, chemical protective clothing, and post-emergency response operations for CBRN reconnaissance, CBRN mass casualty decontamination, emergency medical triage treatment and stabilization, and search and rescue forces.78


...the [CBRN Response Enterprise (CRE)] does not have a monopoly on all of the country’s [chemical, biological, radiological, and nuclear] response capabilities.



Search and rescue forces train and equip to the technician level of technical rescue capability per National Fire Protection Association 1670 standards. This is notable because urban search and rescue is known as a “multi-hazard” discipline because forces are trained for a multitude of emergencies or disasters, including terrorist activities, earthquakes, hurricanes, tornadoes, storms, floods, dam failures, technological accidents, and hazardous materials releases. Admittingly, this skill set is vitally important during a disaster that has victims who require rescue/extrication and initial medical stabilization, especially those who may be trapped in confined spaces from structural collapses caused by a variety of means, including transportation accidents, mines, and collapsed trenches.79 Nevertheless, FEMA already possesses 28 urban search and rescue task forces located throughout the country. At present, the agency is not currently accepting any new nominations for urban search and rescue task forces.80

CFR 29 is not the only driver of training conducted within the CRE. Documents such as the Joint Chiefs of Staff CBRN execution order; USNORTHCOM Order 01-17; Headquarters, Department of the Army CRE execution order; and the USNORTHCOM-National Guard Bureau CRE training, exercise, and evaluation program stipulate training for the CRE. USARNORTH’s Civil Support Training Activity conducts this additional training, including performing a variety of training and readiness oversight missions captured in its theater-specific training requirements (Annex H).81


...the CRE has grown through legislation into an organization that now consists of state and federal response forces totaling over 18,000 personnel.



Annex H focuses on training related to the federal response elements of the CRE, including TSF forces and any augmenting personnel. The training for these elements, including individual and collective training, focuses on pre-mission assumption tasks, confirmation exercises, and sustainment training as defined by USNORTHCOM /USARNORTH theater-specific training requirements. These requirements include HAZMAT specific training, such as personal protective equipment, mass casualty decontamination, dismounted reconnaissance, and urban search and rescue. Collective training requirements include training proficiency evaluations in decontamination operations, reconnaissance operations, urban search and rescue, a field training exercise, and a command post exercise, such as “Vibrant Response.” This exercise is the annual USNORTHCOM CBRN Command Post Exercise to confirm the readiness of the three two-star headquarters (DCRF, C2CRE-A, and C2CRE-B) conducted at Camp Atterbury, IN. The three-week-long, collective training exercise focuses on responding to a catastrophic incident by using the scenario depicted in National Planning Scenario one, an improvised nuclear detonation within a major city in the continental U.S.82

In summary, the CRE has grown through legislation into an organization that now consists of state and federal response forces totaling over 18,000 personnel. This organization also has a complex set of training requirements, including regulations mandated by CFR 29 as well as the requirements set in Annex H. Does the current composition, the established training requirements, and the documented real-world usage of the organization match the threat environment? An examination of the types of WMD threats that the U.S. faces, as well as the probability of a CBRN attack, is worth scrutinizing.

Threat Analysis

The increasing concerns over a CBRN attack in the U.S., as well as the heightened level of preparedness and security following the 2001 al Qaeda attacks, continues today. But what is the probability of such an event occurring? Historically, fears about such an attack intensified shortly after the 2001 attacks. In October 2001, Congress was told in a private briefing that there was a “100 percent” chance of another terrorist attack should the U.S. invade Afghanistan.83 In 2010, after no new CBRN attacks on U.S. soil since the 9 October 2001 anthrax letter attacks that killed four and injured seven in Washington, D.C., the U.S. State Department, in its annual terrorism report, stated that one of the gravest threats to the U.S. and its allies’ security was the possibility a terrorist organization obtaining and detonating a WMD.84

Four years later, heightened concerns about the probability of a WMD attack intensified. In 2011, Dr. Vahid Majidi, the Federal Bureau of Investigation’s (FBI) assistant director in charge of the FBI’s Weapons of Mass Destruction Directorate, stated that “the probability that the United States will be hit with a weapons of mass destruction attack at some point is 100 percent.”85 Dr. Majidi continued that an attack of this nature could be executed by “foreign terrorists, lone wolves who are terrorists, or even by criminal elements,” and that the use of a chemical, biological, or radiological weapon would be the most likely scenario, not the use of a nuclear device.86

In 2015, after the Ebola crisis, Martha McSally, a subcommittee chairwoman on the House Committee on Homeland Security’s Subcommittee on Emergency Preparedness, Response and Communications, insisted that a terrorist attack using biological weapons was a serious threat that could “cause illness and even kill hundreds of thousands of people, overwhelm our public health capabilities, and create significant economic, societal and political consequences.”87 Representative McSally highlighted that, “Our nation’s capacity to prevent, respond to, and mitigate the impacts of biological terror incidents is a top national security priority.”88 Statements such as these that overstate the probability of a CBRN or WMD attack in the U.S. will certainly resonate with the American populace while causing concern, if not an increased level of fear, but what are the counter-arguments?

An investigation of opposing views will inform the counter narrative about the probability of a domestic CBRN attack. The 2016 article “Will Terrorists Really Use WMDs” suggests that terrorists will not use WMDs because it creates an environment of a high investment with a low return for their efforts.89 An example of this is Aum Shinrikyo, the Japanese doomsday cult who carried out the 1995 Tokyo subway attacks using sarin gas. Well-financed and well-coordinated, Aum Shinrikyo’s sarin attack was considered a failure because it caused only 12 casualties due to the weakness of the delivery mechanism.90

There have been 70 attacks classified as terrorism in the U.S. since 11 September 2001.91 Only two of these 70 attacks met the classification of CBRN incidents—the anthrax letter attacks that occurred in West Palm Beach, Florida, and Washington, D.C.92 The predominance of these terroristic attacks (51) involved shootings while the rest of the attacks involved the use of knives, axes, machetes, bombs, and even a suicidal plane crash into a government building in Austin, TX. All told, these 70 terroristic incidents killed 217 and injured 638 Americans.93 Notably, a number of these attacks received a high volume of coverage in the press due to their heinous nature. These included the 2009 shooting attack by Major Nidal Hassan at the Fort Hood Soldier Readiness Center, the 2013 Boston Marathon bombings by the Tsarnaev brothers, and the 2013 nightclub shooting in Orlando, FL, that killed 50. Missing from the list are the 2012 Aurora, CO, movie theater shooting that killed 12 and injured 70 people as well as the 2017 Las Vegas, Nevada, shooting that killed 59 and injured 527 people because they were both classified as criminal acts instead of terrorism.94 As shown by historical evidence, most terrorist attacks in the U.S. are from means other than CBRN. Even though there have only been two CBRN-related attacks since 2001, it is sensible to examine an event that could potentially occur in the U.S. This will enable an understanding of the scope and scale, the needed response efforts, and the lessons learned from a previous CBRN event: the 1995 Tokyo Subway sarin attack.


There have been 70 attacks classified as terrorism in the U.S. since 11 September 2001.



On Monday, March 20, 1995, members of the Aum Shinrikyo cult orchestrated a chemical attack on the Tokyo subway during the morning rush hour. Aum Shinrikyo’s chemical agent of choice was liquid sarin.95 Sarin is a clear, colorless, and tasteless liquid that has no odor in its purest form. However, because of its volatility, sarin can evaporate into a vapor and spread into the environment, causing death due to exposure in large doses.96

Five members of the cult carried packets of sarin onto different Tokyo subway trains and at predetermined stations punctured the packets, exited the trains, and left the subway.97 In the meantime, the subway trains continued toward the center of Tokyo while the sarin bags on the floors of the subway released sarin vapors. In total, eleven bags were left on the subway trains, but only eight of the bags were punctured. The Tokyo police estimated that a total of 159 ounces of sarin were released on the five subway trains and sickened anyone who came into contact with the chemical agent, which ultimately resulted in 12 deaths and approximately 6,300 injuries.98 Once reports of the attack surfaced, the response to this event commenced.

The attack on the Tokyo subway system became the second documented incident of nerve gas poisoning in Japan. The first attack with nerve gas poisoning occurred in Matsumoto, Japan, in June 1994, considered a trial run by Aum Shinrikyo.99 As a consequence of these attacks and the many problems encountered because of them, the Japanese reframed their approach to disaster management.100


...the problems...raised enough concerns that the Japanese changed their overall approach to disaster management.



The initial problem was that Japanese authorities did not realize that a singular cause was responsible for all of the emergency calls to the Tokyo Metropolitan Ambulance Control Center (TMACC) as the center dispatched Emergency Medical Technicians (EMTs) to the 15 impacted subway stations.101 Even though over 1,300 EMTs and 131 ambulances were sent to the 15 stations, the out-of-hospital medical treatment was sub-standard due to communications lapses between the EMTs and the doctors at TMACC.102 The issue with communication and interoperability experienced by the responding emergency medical system became one of the primary issues in the Tokyo subway attack.103

Another challenge was the transportation of the victims from the scene to the hospitals. EMTs transported 688 victims via ambulances and minivans.104 According to the article “The Sarin Gas Attacks on the Tokyo Subway: 10 Years Later/Lessons Learned,” most of the victims of the attack did not need first responder aid and decided to self-evacuate themselves for medical treatment.105 This created an environment of chaos, as most of the victims arrived at one hospital (St. Luke’s) rather than being properly distributed, causing additional issues such as inter-hospital transportation because of patient overloads.106 Lastly, there was no on-site decontamination of the victims, creating an environment of secondary exposure, which undermined the effects of medical personnel as they came into contact with the victims.107

Certainly, the problems with communications, transportation, and the decontamination of victims, as well as other identified problems, raised enough concerns that the Japanese changed their overall approach to disaster management. This is relevant as some advocates in the U.S. use the Tokyo subway sarin attack to justify an elevated level of preparedness in the U.S. and the capability of responding to three near simultaneous events. Even after analyzing the Tokyo subway sarin attack, this incident would not have required 18,000 personnel or a force structure similar to the CREs. An event like the Tokyo subway incident requires a response that adheres to the concept of tiered response and, if needed, implements mutual aid agreements, whether they are intrastate or interstate. To put the Tokyo subway attack into the context of time, the Tokyo fire department received the first emergency call about the attack at 8:09 a.m., but not until 9:20 p.m. did the last soldiers from the Japanese Defense Forces arrive to decontaminate the subway stations and trains.108 In retrospect, the event lasted less than 18 hours. In the U.S., local responders such as EMTs and local fire departments with qualified HAZMAT teams would initially respond to this type of event. This initial response would be augmented with CSTs and possibly by the U.S. military using IRA if there was a nearby military base with the appropriate capabilities.

The essential point is that it is a mistake to underestimate the capabilities of local and state levels of government to respond to such an event. Because of training and evaluations, these levels of government and their assets are now in a much better position than when the CRE was initially developed. If there was an actual instance of three near simultaneous disasters on the same scale as the Tokyo subway event, local and state levels of government can properly respond to and augment the initial responders with state response assets inherent to organizations such as CSTs, CERFPs, and HRFs to assist the civil authorities in their efforts.

The aforementioned threat analysis revealed the rhetoric about the overstated threat of a terroristic attack using a WMD. The same experts, including the CIA, concluded that if such an attack were to occur on U.S. soil, it would be small-scale in nature. The evidence suggests that the actual terrorist threat in the past 17 years has mostly been shootings and other means to cause harm to American citizens, not by CBRN related incidents or WMDs. In addition to terror attacks, natural disasters such as hurricanes, earthquakes, and floods, for example, have continuously caused widespread damage and should be involved in the conversation when discussing the CRE and disaster response. Lastly, the analysis of the Tokyo Subway sarin attack identified the associated problems that the Japanese incurred during the event, but it also showcased how rapidly an event of this nature happened from start to finish in terms of responding to the event. All of the aforementioned analysis and evidence were taken into consideration before making the recommendations contained in the next section.

Recommendations

Admittedly, the 2001 attacks against the U.S. raised concerns of additional attacks, specifically with nuclear weapons or any other type of a CBRN method. This generated an increased level of preparedness as well as the ability to respond to a CBRN event in the U.S. The U.S. military contributed to this enhanced preparedness by developing the CRE, which has now been in existence as an enterprise just shy of ten years. It is now practical to make changes to the CRE by reducing the force structure and amending the training program to increase efficiencies. An examination of key items, such as the operational environment, the composition and training program of the CRE, and the analysis of the threat, led to the following three main conclusions. First, the actual threat of a large-scale CBRN event occurring in the U.S. is low. In addition, assets already exist to respond to and mitigate small to medium-sized incidents. Second, in addition to the low probability of threat, the only element in the CRE that is providing a significant return on the nation’s investment are the CSTs. The rest of the CRE is minimally used in CBRN-related events. In many cases, the allocated capabilities within the enterprise have been used in “all hazards” events such as hurricanes. Third, there are a significant amount of available assets inside and outside of DoD that do not exist within the CRE that are available for use during a response. The positive news is DoD can reduce the size and the cost of the CRE by implementing six recommendations that were determined from research and evidence.


...the actual terrorist threat in the past 17 years has mostly been shootings and other means to cause harm to American citizens...




To have a system that has three different mission command headquarters for a CBRN incident and another mission command headquarters for an all hazards incident is overkill.



The first recommendation is to immediately change CJCSI 3125-01D and any other document that mandates or contains the requirement to “be prepared to respond to three nearly simultaneous, geographically dispersed significant CBRN incidents, or one catastrophic CBRN incident within the Continental U.S., Puerto Rico, U.S. Virgin Islands, and Alaska.”109 A realistic assessment of the threat and the associated risk does not justify keeping the CRE at its current structure to meet this requirement. Terrorists undoubtedly have used chemical and biological attacks to harm and maim innocent individuals, but these attacks have been on a relatively small-scale and primarily targeted the Middle East. The CBRN events that CRE elements have conducted in real-world response have also been small in scale. The bottom line is, neither the threat, nor historical incidents, merit maintaining a force that can respond to three near simultaneous events.

The second recommendation is to end specialization. The reasoning that there is a need to specialize the military’s support for disaster response is flawed. Specialization is not practical nor a good business practice. Currently, there is a distinct difference between the way the military plans, prepares, and trains for a CBRN incident and that of an “all hazards” incident. The adoption of an “all hazards” mindset would increase efficiency in the disaster-response system. Without this mindset, there will be a continued complexity in terms of the mission command structure, sourcing capabilities, and the equipping and training of assigned and allocated units in a DSCA environment. To have a system that has three different mission command headquarters for a CBRN incident and another mission command headquarters for an all hazards incident is overkill. The military should simply follow the concepts for command and control or mission command established in JP 1 and ADP 6-0. As a matter of fact, during the response to Superstorm Sandy, the military did not follow its own concept of specialization. This was evident by the decision to deploy JTF-CS, a CBRN headquarters, as the preferred mission command headquarters over USARNORTH’s Task Force 51, a headquarters that had experience in all hazards events such as hurricanes.

The third recommendation is to eliminate the three existing two-star mission command headquarters in the CRE because the ever-increasing acceptance and use of the DSC has eliminated the need for maintaining these headquarters within the CRE. This has become increasingly clear through the designation of a DSC as the command link between state and federal forces for catastrophic events such as Hurricanes Sandy, Harvey, Irma, and Maria. Additionally, USARNORTH has completed its certification as a JTF and has proven its ability to successfully use a JTF-Forward in catastrophic incidents such as Hurricanes Harvey, Irma and Maria. Of note, one counter-argument to this recommendation is the idea that it is necessary to maintain at least two two-star headquarters for the mission command of federal forces if the U.S. military ever received a requirement to respond to near simultaneous events. The simple solution to this argument is to source a division headquarters to serve as the second JTF-Forward, if required.

The fourth recommendation is to stop executing exercise Vibrant Response. The sole task and purpose of Vibrant Response is to confirm the three two-star mission command headquarters as part of the validation process prior to annually assuming the mission on 1 June. The recommendation has already been made to eliminate the two-star headquarters, which reduces the need for Vibrant Response.

The fifth recommendation is that the Army discontinues the sourcing of allocated forces for the C2CREs. This recommendation is based on the low threat probability of a WMD event in the U.S., as well as the limited usage of the C2CRE’s allocated forces for real-world incidents. Even with this elimination of the forces from the C2CREs, the CRE will still maintain the CSTs, CERFPs, HRFs, and allocated forces from the DCRF to respond to a catastrophic incident in the homeland.

The last recommendation is to discontinue any technical search and rescue training within the CRE due to duplicate capabilities, specifically the already existent 28 FEMA urban search and rescue task forces and the large number of Type 1 and 2 certified teams within the nation’s fire departments. Furthermore, the 70-day technical search and rescue course that provides all necessary certifications in hazardous waste operations, emergency response, and search and rescue is neither necessary nor cost-efficient for CRE units to attend.

In conclusion, there may be personnel within DoD and the disaster response community who are comfortable with the current status quo and want to avoid changing it. One of the main arguments against changing the system is that the U.S. has not experienced a CBRN attack since 2001, so the current system must be working properly. The main flaw with this argument is relevant to the area of prevention, but it is not germane to continuing the current resourcing, training, equipping of the CRE. The fact that the U.S. has not experienced an attack in 17 years suggests that an event of this nature should be categorized as a rare event, which means the probability of a high magnitude CBRN event occurring is low. DoD and the disaster communities continue to overestimate the probability of an unlikely event occurring and overweigh this probability in their decision making and planning processes. This tendency to ignore the low probability of a CBRN event occurring is partly due to the language used shortly after the attacks of 11 September 2001 by subject matter experts who all seemingly estimated a high probability of a catastrophic CBRN event occurring in the U.S. This prediction can also be attributed to planners and decision makers discarding or ignoring threat assessments by experts as discussed in the analysis section of this paper. Notably, part of the problem was and continues to be that the lead federal agency, FEMA, has never given requirements to DoD for planning for an event of this extent. This lack of guidance by the lead federal agency causes DoD to continue to operate an enterprise based upon its own determination of the requirements, which ultimately caused the development and maintenance of the current CRE structure to meet these internally estimated requirements. Finally, the status quo does not have to continue. DoD and its valued partners simply need to continue reframing and reassessing the operational environment for the CRE and implement changes to address the key areas of organizational structure and the training program while continuing to prepare for DoD’s role in the whole of government approach if a catastrophic CBRN incident occurs in the U.S. IAJ
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Blending U.S. Strategy for

Engagement in Central America

with Foreign Internal Defense

by Daniel E. Ward

The current security situation in the Northern Triangle of Central America (comprised of El Salvador, Honduras, and Guatemala) and southern Mexico is progressively deteriorating and not necessarily because of a lack of tools or resources. While more funding and manpower is always appreciated, current efforts lack a true regional focus that blends elements of the resource, training, and funding streams into a comprehensive strategy for the region. Limited-scope projects are not organized to complement one another across borders. The opposition in this venture, which includes drug trafficking organizations, transnational criminal organizations, and general security and stability constructs, does not adhere to borders. Therefore, the aid and assistance packages to the region must be nuanced to focus on actual regional stability.

To achieve greater success, the U.S. should employ an approach that blends resources and aid from the U.S. Strategy for Engagement in Central America together with foreign internal defense (FID) mechanisms, specifically in terms of the Internal Defense and Development (IDAD) model, to project a more cohesive and strategic plan for dealing with the stability and security of the Northern Triangle and southern Mexico. To create a regional mission set, the U.S. must be willing to work as a partner, not as a paternal power, and coordinate through existing Latin American political apparatus, both directly with the affected nations and with regional organizations, such as the Organization of American States (OAS). This coordination will allow for greater buy-in from the affected states and potential partnering nations for assistance. Mexico will be a unique element, in that the focus will be on its southern border, particularly the state of Chiapas, and that its existing capabilities are much more significant than the Northern Triangle countries.

To maintain efficient command and control from the U.S. perspective, coordination of FID measures linked to the engagement strategy should be handled through U.S. Southern Command (SOUTHCOM). Thus, strategy would mean subordinating an area of U.S. Northern Command (NORTHCOM) in terms of southern Mexico; however, this is not necessarily a new concept, as regular coordination in this area occurs between these two combatant commands. Within SOUTHCOM, the robust interagency mechanisms in place with Joint Interagency Task Force South (JITAF-South) can be leveraged as a command and control platform. A key element will be using the right personnel and expertise to meet the requirements unique to this venture. Such a FID mission should not rely solely on special operations personnel. Elements will need to work in a combined fashion, to include Special Forces personnel, as well as the National Guard, U.S. Coast Guard, law enforcement personnel, and conventional units. All units must focus on supporting host nation police and military forces, as well as civilian leadership and infrastructure.


Mr. Daniel E. Ward is a former U.S. Coast Guard officer, and currently works as a criminal investigator. He holds a BS in civil engineering from the U.S. Coast Guard Academy, and a master’s degree in Defense and Strategic Studies from the University of Texas at El Paso. His work experience includes maritime and riverine operations, protective services and security operations, as well as criminal investigations. He has spent extensive time working alongside host nation partners, particularly in Latin America.



Strategy and Internal Defense and Development

The U.S. Strategy for Engagement in Central America represents the newest model for addressing the security and stability issues in the region. As outlined in the strategy itself, desired goals include economic integration and opportunity, effective governance, and regional mechanisms for growth, all tied to three lines of action represented by prosperity, security, and governance.1 This strategy recognizes that the actions under the Central American Regional Security Initiative (CARSI), while well intentioned, are beset with limited scope and lack of actual empirical progress. However, the newer strategy, while acknowledging these issues and even providing a line of action for enhanced security, still does little in terms of strategic development for furthering stability. The strategy defines the issue and gives broad guidance but lacks a workable framework to coordinate and direct long-term, regional planning that takes advantage of the existing resources and more efficiently employs available manpower and funding. The IDAD Strategy Model can be employed to address this shortcoming by providing a tool for turning concepts into functional actions. IDAD, as defined in Joint Publication 3-22, Foreign Internal Defense is “the full range of measures taken by a nation to promote its growth and to protect itself from subversion, lawlessness, insurgency, terrorism, and other threats to its security.”2 The concept rests upon the ideal that a host nation is given support but takes upon itself the primary responsibility for action. The IDAD Strategy Model provides a working framework for the development of needed support to a host nation, or in this case, a regional block of nations to promote security and stability. The model aligns strategic objectives focused on developing and mobilizing host-nation forces to deal with threats and increase security with actionable tools to best use U.S. military resources.


...the newer [U.S. Strategy for Engagement in Central America]...still does little in terms of strategic development for furthering stability.



The overarching problem for the Northern Triangle is the destabilization of the national governments and resulting security problems. While each nation is treated in turn, partners must objectively contend with the fact that “transnational organized crime can also be understood as a threat to regional stability.”3 Therefore, the countermeasures must integrate each nation rather than working individually. According to the Heritage Foundation’s 2015 Index of U.S. Military Strength, the nations of Guatemala, Honduras, and El Salvador all face “rampant corruption and weak state institutions” that “have rendered central governments incapable of combating threats posed by violent transnational gangs and organized criminal groups.”4 If this is the case, such instability so close to the U.S. warrants more than simple training and assistance packages; it demands an active support role under a strategic plan.


...transnational groups currently use the “Central American corridor to traffic 90% of cocaine destined for the United States, among other illicit activities.”



In 2015, the Gallup’s Law and Order Index evaluated the world by dividing it into nine regions. For the seventh year in a row, Latin America and the Caribbean ranked last in terms of stability and security, a trend which continues today.5 This instability is greatly affected by Mexican cartels that operate in southern Mexico and the Northern Triangle, controlling transport and logistics for the movement of contraband northward. In fact, these transnational groups currently use the “Central American corridor to traffic 90% of cocaine destined for the United States, among other illicit activities.”6 The model in effect for transport represents an hourglass or funnel. With respect to the Pacific and western Caribbean, much of the illicit transport departs from Colombia and uses maritime means to reach northern Central America and southern Mexico, where a large amount of transport shifts to terrestrial routes. The Northern Triangle serves as a bottle-neck, for avoiding high-seas patrols and the more robust presence of U.S. and Mexican assets, as compared to Central American nations.

Why is this important from a U.S. perspective, and why should we dedicate a long-term strategic function supporting IDAD for this threat? The U.S. must address threats that threaten regional stability, as all aspects of the diplomatic, information, military, and economic (DIME) construct are essentially at risk. In conjunction, if the U.S. does not address these threats, it allows for others (such as China and Russia) to co-opt the opportunity and degrades efforts for the U.S. to establish any semblance of empirical partnership. “Since the Monroe Doctrine...the United States has considered Latin America part of its sphere of influence,” but “as the United States was being challenged by events in Asia and the Middle East, it withdrew its interest in Latin America even as radical ideological authoritarian regimes...began to consolidate in the region.”7 This trend can be altered by strategic U.S. action.

Efforts under CARSI and even within SOUTHCOM previously focused on single objectives and were short-term endeavors that did little to achieve a unified or cooperative approach, not just for the affected nations, but even between different U.S. agencies and missions. In theory, the “new strategy is based on the premise that prosperity, security, and governance” must function in a mutually supporting system.8 Instead of stove-piped programs that did not complement one another and a lack of communication among agencies that focused on their own areas of concern and even operated at times at cross purposes, there must be an overarching program that directs individual action toward a group goal. That goal must serve the interests of the U.S., Central America, and Mexico; must be sustainable and realistic; and should have an end state in which host nations essentially stand on their own as partners with the U.S., as opposed to simply beneficiaries. Both the efficiency and planning are even more important as the current administration looks to trim budgets for the engagement program. The objectives of prosperity, governance, and security are complementary, and each will fit squarely within the IDAD model, which can then be used as a framework for coordination.

Joint Publication 3-22 defines FID as the “participation by civilian and military agencies of a government in...action programs taken by another government...to free and protect its society from subversion, lawlessness, insurgency, terrorism, and other threats to their security.”9 This accurately describes the need for a strategic program for the Northern Triangle and directs the military components of a such a joint program, together with civilian departments and agencies, to work toward building host-nation capacity. The IDAD Strategy Model can essentially be used as the playbook to implement the objectives of the U.S. Strategy for Engagement in Central America. As further noted in the joint publication, the IDAD program will be geared toward “building viable political, economic, military, and social institutions” with an overall goal “to prevent an insurgency or other forms of lawlessness or subversion.”10

Strategic Elements and Partnerships

Why is a unique strategy needed for the land-based transportation sector of the illicit contraband system in the hemisphere so important? The countermeasures employed in the maritime arena face difficulties, such as the need for intelligence-directed targeting and an enormous swath of area to patrol, but also derive benefit from the established procedures and mechanisms associated with the high-seas, international territory, bi-lateral agreements, and the non-sovereign nature of the open ocean. Conversely, national territory, in this case represented by the nations of the Northern Triangle and southern Mexico, presents a different hurdle in terms of actively and effectively blocking smuggling routes and efficiently interdicting illicit traffic. To have a measure of success, there is a need for cooperation and coordination across national boundaries and an overarching mechanism to oversee and assist such a process.

The U.S. must also define the problem in realistic terms and not hamstring its own efforts by placing academic debate over practical recognition, which too often hinders the start of any process. As noted by SOUTHCOM, “transregional and transnational threat networks...carve out geographical areas of impunity in which they can operate without fear of law enforcement interference,” and these networks “have the ability to destabilize societies.”11 Central America should treat these violent movements, which essentially control territory under norms associated with insurgency, with means associated to counter such movements, instead of the simply applying strict, law-enforcement measures. Stability must be established with an approach that uses force (jointly employed military and police units) to provide breathing space for the government to exert empirical and not simply juridical controls. The model most applicable for this situation is FID doctrine. In such a construct, deploying police with military support for stabilization can allow the government to enter non-permissive areas to restore citizen confidence. The transnational adversaries are well-coordinated and equipped, and security forces in the region “generally lack the personnel, equipment, and training necessary to respond to these threats.”12 This is where U.S. aid to support host nation internal defense can fill the void.


...deploying police with military support for stabilization can allow the government to enter non-permissive areas to restore citizen confidence.



Central American nations need a joint, supportive capacity between the military and police forces. Police forces must be established in a leadership role for internal security operations but must also be substantially assisted by military resources. In many ways, the model used under JIATF-South can be used as a template for cooperative engagement, blending the support of military forces toward law enforcement aims. The added component within the engagement strategy is the broader reach of establishing stability to promote security across the board.

Some will argue that any counterinsurgency model does not have a place in combatting these threats. This is where academic debate does not mesh with on-the-ground reality, where practicality and common sense should outweigh the classroom. As noted by Latin American security experts John P. Sullivan and Robert J. Bunker, “these entities are initially non-politicized in a Maoist or traditional insurgent sense is irrelevant; rather, it is the outcome of their striving for impunity of action that results in their de facto politicization as bandit chieftains and localized warlords.”13


Concerns about sovereignty have limited the scope and nature of U.S. military participation in [Mexico]...



Can Central America be a fruitful partner or is the U.S. wasting time and resources by merging a proven strategy model in IDAD with the engagement objectives? According to the current SOUTHCOM leadership, “Central American partners are increasingly capable, playing a role in nearly 50 percent of JIATF-South’s maritime interdiction operations,” demonstrating an ability for improvement and growth when properly supported.14 What about Mexico? Concerns about sovereignty have limited the scope and nature of U.S. military participation in that nation; however, an increase under an advisory capacity for cross-border operations may be feasible and allow for greater coordination. This is a lynchpin, as Mexico can essentially work alongside the U.S. in supporting and conducting FID in Central America as well as bringing capable forces to the table. Another key element that previously has been ignored or given shallow lip-service is the need for dedicated diplomatic strategic engagement as a foundation to build and interact with the FID forces.

FID efforts are often and rightfully associated with counterinsurgency. However, to dissuade or co-opt those who remain perched on the ideal that such efforts do not fit the efforts to disrupt and defeat Western Hemisphere transnational networks, a reminder is offered that FID is also directed at “other threats to... internal stability, such as civil disorder, illicit drug trafficking, and terrorism” that “may, in fact, predominate in the future as traditional power centers shift.”15 David Maxwell argues that “FID may be a strategic option for policy makers to consider when the U.S. is faced with non-existential threats” that still affect U.S. interests and require a commitment of U.S. government resources to “come to the aid of a friend, partner or ally who may be faced with an existential threat.”16 Hence, whether one accepts or rejects a counterinsurgency posture in the academic sense, the point is moot at the operational level, as the FID tools and IDAD model are geared toward the actual threat, not rigidly defined through debatable parameters. FID efforts under the IDAD model will require a fully integrated approach. By its nature, such a program will “integrate security force and civilian actions into a coherent, comprehensive effort” to “provide a level of internal security that permits and supports growth through balanced development.”17

The Right Tools for the Job

To accomplish the tasks set out in the engagement strategy using an IDAD model, the correct resources must be applied to maximize the benefit of training, assistance, and development objectives. It is highly unlikely that U.S. forces will receive increased funding or support, therefore it is even more critical to bring the most efficient tools to the program. The knee jerk reaction may be heavy emphasis on Special Forces personnel, but this would be a mistake. While their expertise and high-end capacity is needed, it should be used in conjunction with other forces more fitting for specific mission sets. David Maxwell notes that many senior leaders, internal and external to the military, have often mistakenly assumed all unconventional skill sets rest only with Special Forces; hence, there has a been a self-imposed limitation on using these strategies. The “pre-9/11 FID doctrine expressly stated that all services were to provide trained and ready forces to conduct FID,” but this has been largely ignored across other services and branches, as well as by civilian leadership.18 This recognition is slowly coming to light and can be seen in the current stand-up of the U.S. Army’s Security Force Assistance Brigades.

Therefore, a mixture of forces must support a broad regional strategy in Central America. These forces will include special operations personnel as well as National Guard units that can leverage professional relationships from the State Partnership Program to cooperate in areas such as leadership, maintenance, and border security; the U.S. Coast Guard (USCG) that can easily mesh with host-nation units more in tune with USCG missions and operations than with the U.S. Navy; civilian law enforcement personnel, who can objectively assist with operations and enforcement actions, as well as help host nation forces negotiate the law enforcement and military relationships; and conventional units adept at civil-military operations and military information support operations.

All factors of the strategy must be coordinated with overarching regional buy-in, as “regional institutions are...best seen as vehicles for coping with a security predicament, for alleviating state weakness in a competitive international environment.”19 Hence, bringing in Mexican forces, such as the Fuerza de Infanteria de Marina (marines), who are highly experienced in hybrid operations and internal security, as well as allowing and encouraging participation from OAS, will give the engagement strategy a more fraternal element. As described by Stephen Webber, “Mexican naval forces have become leaders in multidimensional security,” as they are frequently and effectively “employed...in response to a myriad of threats that extend far beyond kinetic action.”20 The U.S. can leverage such capacity and experience, both as a partner for action and as a demonstrative indication of U.S. willingness to cooperate with Latin American nations.


...a mixture of forces must support a broad regional strategy in Central America.



One concern in many nations and one with which the U.S. struggles is the use of the military for internal security. Due to the nature of the violence in the Northern Triangle and its co-opting of insurgency-like characteristics, “Central American governments have increasingly turned to their militaries to provide public security,” and while working hard to establish civilian control over such forces, “they have made much less progress in defining proper military-police roles and relationships.”21 This is an area which is critical for IDAD, but for which the toolset of National Guard and USCG personnel are arguably more capable than conventional or special forces, because of the unique background each has with exactly this issue.

The National Guard “expands the capacity of the civilian instruments of government at the state and local level” and “this civil-military partnership” can be leveraged to better assist host-nation forces.22 The value of such engagement is already recognized by the current SOUTHCOM command. With regards to the USCG, Joint Publication 3-22 notes that “a common constabulary and multi-mission nature promotes instant understanding and interoperability and makes USCG a valued partner for many naval and maritime forces.”23 Therefore, a mixed bag of U.S. forces, paired with Mexican military personnel and civilian assistance from OAS and partnering Latin American nations will need to work alongside security forces of the three Central American nations in a coordinated regional effort. But how should such a motley group of personnel be organized in a format with realistic expectations for success?

Instead of reinventing the wheel, the U.S. should turn to effective and established networks that can be leveraged and augmented and already operate under SOUTHCOM direction. JIATF-South combines U.S. military services and civilian agencies with partner nations to both address illicit trafficking and the transnational networks used for such operations. And while JIATF-South is a SOUTHCOM unit, it regularly coordinates with NORTHCOM for operations in southern Mexico and could be given permission for oversight in that area of operations. In this model, JIATF-South already has an extensive and functional network for coordinated operations and oversight. Joint Task Force Bravo (JTF-B) in Honduras, already adept at coordinating and supporting Latin American forces, could be used as the forward staging area for U.S. personnel working within the Northern Triangle region. In addition, it could also be possible to solicit support from the training and advisory presence maintained by the UK in Belize, based around the British Army Training Support Unit Belize (BATSUB), which could be used by joint forces as a neutral and inclusive training site for deployment preparations and joint operational training. These elements can provide oversight, control, and support to maximize cooperative efforts.

Conclusion

The U.S. Strategy for Engagement in Central America recognizes the importance of the Northern Triangle to U.S. interests and acknowledges the need for supporting efforts to the region. It defines actionable areas, to include security, but stops short of identifying how to take corrective action. In addition, the emphasis in the security arena is geared more toward status quo versus making changes. To move forward, these areas should be addressed.

The IDAD Security Model sets forth a framework to mobilize support for host nation governance, provide increased security and stability, neutralize security threats, and develop host-nation capability. Application of such a framework on a regional scale in the Northern Triangle and Southern Mexico will create more self-sufficient states that can deter and counteract bad actors in the region and effectively create a better buffer to criminal and transnational intrusion to the south of the U.S. The existing model can be used for adapting the current strategy and moving beyond status quo strategy. Greater focus is needed on partnership in the hemisphere with a fraternal U.S. relationship as opposed to simply doling out resources. The current strategy’s security profile should be expanded to include stability and should be given more depth to recognize these issues are not simply law enforcement but encompass a range of issues that require military cooperation as well.

The nations of Northern Triangle each require a tailored FID approach based on accomplishing the goals of the IDAD model. Each requires advisory and operational support from elements of the U.S. military, focused toward both defense and proactive enforcement measures, as well as support from partners engaged in countering transnational criminal elements. These units must be tailored to meet needs locally, which requires employing forces in a constabulary fashion, such as the U.S. Coast Guard and law-enforcement-centric elements of the National Guard State Partnership Program; traditional FID forces, such as special operations personnel for advisory missions; a dedicated local partner in the form of Mexican military advisory personnel; and focused engagement through U.S. embassy partner agencies.

These efforts cannot stand alone in each country, or the regional concept fails. These tailored elements must work in a joint fashion. Coordination at diplomatic levels can occur with engagement between OAS, embassy partnerships, and SOUTHCOM leadership. Coordination at the operational and tactical levels, with units working across borders and coordinating actions, can be managed through mechanisms currently employed by JITAF-South.

The transnational networks operating in this area of concern “co-opt or influence local power structures at the local and national levels” and have “significantly undermined governance and the rule of law” that, in turn, presents “multiple, significant, and sustained threats to the security of the United States.”24 The U.S. cannot simply hope that host nations will solve these issues independently, nor can it operate in a vacuum and hope to correct the problem unilaterally. The result of such analysis is that “a comprehensive strategy that addresses economic and governance concerns in addition to security challenges is needed to improve conditions in Central America.”25 This is the only way such improvement can occur.

The U.S Strategy for Engagement in Central America is the result of improvements upon previous such endeavors. However, it stops short of providing a mechanism for accomplishing regional stability goals. This mechanism exists in the employment of FID Doctrine to implement host-nation internal defense and development. Following this existing doctrine and using a blend of existing resources with a regional mindset and defined command and control can push efforts to a favorable conclusion, greater regional stability that benefits the U.S. and the hemisphere. IAJ
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Civil-Military

Balance

in Complex Operations

by Kurt E. Müller

Editor’s Note: The following article was originally published in one of the Simons Center’s earliest editions of the InterAgency Journal in 2011.1 The editors of the Journal invite our readers to ask themselves what has changed – for better or worse - since this article was originally published.

Interventions in the affairs of a one state by another may be benign, belligerent, political or military. In addition, these interventions may supplement host-nation authority in delivering assistance. Regardless of character and purpose, there is a long-standing preference for employing civilian agencies rather than military forces to interact with the local populace. But realizing this preference requires developing a workforce familiar with multiple agencies and capable of short-notice deployment, altering the traditional culture of various agencies, and facilitating transitions among numerous multilateral partners inside and outside government.

Belligerent and Benign Occupation as Background

The need for attention to the civil sector in engaging another society in warfare has a checkered record among heads of government and theoreticians of international relations. Carl von Clausewitz addresses occupation in his posthumous volume, Vom Kriege, as a phase of warfare necessary until such time as the outcome of a conflict is recognized by treaty. This activity accounts for a conceptual genesis of civil-military operations and a starting point for discussing the challenges of coordinating civil and military power in civil-military interventions—a term that covers the broad range of activities from war to peacekeeping, peacebuilding, and post-conflict reconstruction.

Military history provides numerous examples of civil-military interventions, both good and bad. Harry Coles and Albert Weinberg note that Belisarius, commanding troops for the Roman emperor Justinian, established a military government in North Africa some 1200 years prior to World War II.2 In America’s military history, Winfield Scott’s civil-military intervention in Mexico stands among the good and Lincoln’s appointment of civilian-military governors stands among the bad. Practitioners of civil affairs are fond of citing a memo from Eisenhower to Marshall in which Ike laments the time he had to spend on political, civil-sector issues. Such citations often provide a civil affairs staff section the rationale for dealing with issues that distract a commander from his tactical or operational mission of defeating an enemy. However, treating political civil-sector issues as distractions runs the risk of isolating a commander from the political purpose he is supposed to achieve.
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..treating political civil-sector issues as distractions runs the risk of isolating a commander from the political purpose he is supposed to achieve.



Interventions need not be adversarial, typically characterized as a military campaign followed by a belligerent occupation, as Clausewitz had in mind. Benign occupations occur when the intervening power has no intention of subduing the indigenous political power. A benign occupation may result from liberating a friendly state from the control of a mutual enemy or from any of several circumstances in which there is an absence of local authority. During World War II, the allies distinguished the occupation on the basis of belligerent status. In friendly territory, allied forces conducted civil affairs (CA), usually based on agreements with governments-in-exile; in enemy territory, allied forces established a military government (MG).

Regardless of the nature of occupation, there are similarities in the functions that must address civil society, from engineering to public health. Even benign occupations risk alienating the local populace, its government, or both.3 The following example from WWII typifies the dilemma of a benign intervening power. Both official procurement of goods and services and troops’ personal expenditures in liberated and occupied countries required the use of an acceptable currency. Because President Roosevelt was not favorably disposed to recognizing the French Committee for National Liberation (FCNL) as the legitimate government of France, this was more complicated for France than for other nations. The allied command proposed issuing supplemental francs as the preferred medium of exchange. This proposal did not sit well with the FCNL, which proposed issuing its own currency, an option unacceptable to Britain and the U.S. Since other allied alternatives, such as British Military Administration notes, U.S. “yellow-seal” dollars,4 or Allied Military Francs, would have indicated an occupation, the FNCL acquiesced in accepting the supplemental franc.5 Because the provision of services is, in essence, a substitute form of governance, the determination of personnel and means for providing these services require the attention of both political and military leaders. The War Department foresaw the need for such a capacity as a result of past experiences. Post-World War I occupation duty in Germany led Colonel Irwin Hunt to write an after-action review lamenting the lack of preparedness for these tasks, and his report surfaced among war planners in the 1940s. Moreover, British operations in the Middle East led to a cable a year before Pearl Harbor from General Sir Archibald Wavell to the Chief of the Imperial General Staff, in which he sought “an experienced administrator” to address occupation duties in the Middle East.6

Britain’s experience in World War II led it to establish a politico-military curriculum at Cambridge University, as well as coursework at the Civil Affairs Staff Centre at Wimbledon. Two American staff officers attended, and their reports were useful later in establishing the School of Military Government at the University of Virginia, which would be followed by Civil Affairs Training Schools (CATS) at ten universities across the U.S.

Plans for the School of Military Government and the projected use of its graduates quickly became contentious. Some critics saw these plans as portending the development of proconsuls. Perceptions of colonialism and protectorates were articulated to oppose the use of military personnel for civil administration. When news of these plans reached the White House, President Roosevelt sent a memo to Secretary of War Henry Stimson commenting, “[t]he governing of occupied territories may be of many kinds but in most instances it is a civilian task and requires absolutely first-class men and not second-string men.”

Opposition to military conduct of civil administration continued until experience in North Africa demonstrated the necessity for military commands to oversee the civil sector until security was firmly established. By the time the Italian campaign was underway, military attention to the civil sector was a recognized necessity. With an emphasis on feeding a populace whose agricultural production had been profoundly disrupted, CA-MG activities in the Italian campaign relied heavily on military transport. Within the military, CA-MG officers without transportation of their own had to procure vehicles through staff sections of divisional and higher headquarters. Reliance on military logistical commands for shipping, port operations, and ground transport precluded civilianization even when both the military and civilian agencies desired it.

Civilian Supervision

In accord with the demeanor of President Roosevelt’s rebuke to Stimson regarding a strong preference for civilian conduct of civil administration, Robert Murphy of the State Department became Eisenhower’s “civil adviser” and had a staff that included representatives of the Department of Agriculture, the War Shipping Administration, Lend-Lease, the Treasury Department, and the Board of Economic Warfare.7

A historian of British CA provides a fairly concise overview of the British organization of civilian overseers. General Wavell’s December 1940 cable led not only to establishing the directorate for CA, M.O. 11 in Britain’s War Office,8 but also a standing interdepartmental committee on Administration of Occupied Enemy Territory (AOET). The AOET evolved through the development of numerous cross-government agencies that it oversaw and to which it reported.9


As in today’s circumstances, civilian tasks were not high on the agenda of most career military officers.



The interagency nature of these constructs is not surprising; however, the military was primarily responsible for implementing the policies these committees established and executing coordinated efforts in the field. Policy realization relied on choosing personnel for the task, but the acquisition process was subject to military priorities. As in today’s circumstances, civilian tasks were not high on the agenda of most career military officers. British commanders would send officers to CA duty when they did not feel comfortable entrusting them with significant command responsibilities. A similar priority occurred in the U.S.

In the racially divided U.S. military of the 1940s, an unrepresentatively high number of African-Americans were nominated for CA-MG duty, which would have effectively sidelined them from the military’s preferred career tracks. However, even the American military’s own review of its proposed CA-MG personnel found few with appropriate backgrounds for the tasks. Consequently, the Army offered commissions in the Staff Specialist Corps and training through CATS to men (and a few women) with appropriate civilian backgrounds. The Civil Affairs and Military Government Branch came along in 1955.

The Military in the Civil Sector: Cold War to Desert Storm

During the Cold War stand-off in Europe between the North Atlantic Treaty Organization (NATO) and the Warsaw Pact forces, the American military focused on its adversary and looked to the civil sector primarily for supplying services in the event of conflict. This focus on the opposing force relegated to the historical record any recognition of the enormous demand for humanitarian assistance and assigned humanitarian assistance responsibilities to an Army Reserve structure. Those in CA found it difficult to direct attention to the civil sector other than for host-nation support. Forward-stationed forces had to address their civilian environment, but the concerns were primarily for community relations.


A military disinclination to conduct [Civil Affairs-Military Government] remains the norm. Certainly the Rumsfeld planning in 2003 for postwar Iraq disdained any such activity...



Although the planned theater defense of Western Europe could not be described as static, it certainly could not be characterized as expeditionary. Since U.S. allies in the presumed area of conflict (West Germany) would not admit of any operational response beyond restoration of the inner-German border, there was no perceived need to address occupation east of that border. Moreover, it would have been impolitic to raise any issues recognizing threats to the continuity of government. The military schools here in the U.S. reflected this orientation: the official line at the CA Officer Advanced Course was that the U.S. Army would not engage in MG after future wars.

The 1991 Iraq war (Desert Storm) pulled the concept of CA back into the limelight. The liberation of Kuwait once again raised topics such as restoration of governing structures in collaboration with a government-in-exile. A foreign service officer (FSO) then in the State Department’s Bureau of Intelligence and Research, Randall Elliot, contacted the U.S. Ambassador-Designate to Kuwait. This contact led to a request from the government-in-exile to President Bush for assistance in planning post-liberation transitions. In his Army Reserve capacity, Colonel Elliot was the deputy commander of the CA activity supporting U.S. Central Command (CENTCOM). The good fortune of having an FSO with appropriate military background overcame the absence of attention to this sector in CENTCOM’s staff planning.

A military disinclination to conduct CA-MG remains the norm. Certainly the Rumsfeld planning in 2003 for postwar Iraq disdained any such activity, though as scholars of belligerent occupation often note, failing to provide an occupation capacity does not excuse an intervening power from its responsibility under international humanitarian law of providing for the occupied populace.10

In 2003, the deliberate inattention to planning for occupation by the leadership of the Department of Defense (DoD) was scandalous, but it took the insurgency in defeated Iraq to demonstrate the folly of ignoring the need to consolidate military victory with appropriate civil-sector activity. This development can be interpreted as a twist on the World War II experience. In 1942, the War Department feared giving control to civilian agencies; in 2003, the DoD wanted to avoid civil administration but found it could not.

After belatedly addressing occupation issues through an ad hoc Office of Reconstruction and Humanitarian Assistance (ORHA), DoD rushed to answer criticism by superseding it with the Coalition Provisional Authority (CPA), under a diplomat responding to DoD oversight. As director of ORHA, Lieutenant General Jay Garner had two months prior to the onset of hostilities to prepare occupation plans. He was in Baghdad only one month before being replaced by L. Paul Bremer, as head of the CPA. In 2003, the State Department did not yet focus on reconstruction and stabilization, and coordination between Defense and State was entirely inadequate. Bremer reported to Secretary Rumsfeld but held a presidential appointment and exercised interagency responsibilities without a commensurate interagency panel in Washington.

Avoiding nation building was not only a blind spot for the administration of George W. Bush. After the debacle in Somalia, the Clinton administration wanted to avoid nation building in Bosnia. As Ambassador James Dobbins points out, Iraq in 2003 was “the seventh society that the United States had helped liberate and then tried to rebuild in little more than a decade, the others being Kuwait, Somalia, Haiti, Bosnia, Kosovo, and Afghanistan.”11

The link between security and diplomacy should need little explanation, as there are numerous examples in both theory and practice. One only needs to look at the frequency with which senior defense officials (including military personnel) and national security advisors become secretaries of state, ambassadors, and other emissaries. Despite this history, the tendency to isolate military operations and diplomacy from each other perseveres. One of many examples of this persistent tendency is illustrated by Colin Powell’s question to the “Bush-41” leadership team regarding whether the initial defense of Saudi Arabia would lead to an invasion of Kuwait to eject the Iraqis.12 Clausewitz had written of this propensity by decrying political decision makers’ errors in asking for “purely military” opinions on potential campaigns.13

The Civilianization of Interventions

If the military instrument is a last resort, stability operations will see even more pressure for civilian staffing. This perception is evident in the decade-long talk of the militarization of foreign policy or of development aid that derives from frequent use of the military in these domains. Complaints of military dominance are not new, but the resolution of this perception requires the development of a deployable pool of civilian experts and resources to support them, so the military is not the only or the default option to conduct reconstruction and stabilization (R&S).14


Complaints of military dominance are not new, but the resolution of this perception requires the development of a deployable pool of civilian experts and resources to support them...



Discussions over the past several years focus on failed and failing states, for which a civilian response of assistance and “capacity building” is often preferable to a military intervention. Although DoD addresses such tasks as part of its perception of “irregular warfare,” the utility of that term may well be confined to the defense sector. In many such circumstances, concerns about regional relations among states may dictate caution about military intervention. If the military possesses the only expeditionary capability with the appropriate skills, the decision may come down to a choice between appearing aggressive despite benign intentions or foregoing an intervention in favor of limited assistance through nongovernmental organizations (NGOs).

A seldom articulated reason for putting a civilian face on interventions is that a military-led intervention, even a benign one, may demonstrate military priorities, and these goals may skew the activities and ignore significant challenges. An operational-level military staff will usually demonstrate priorities for such issues as preserving combat power. Consequently, it will address redeployment as an inherent aspect of mission completion. But the emphasis on redeployment should not displace the need for collaborative interagency planning for transitions to activities that other agencies, NGOs, and host government entities will undertake. Without adequate collaboration— not simply coordination—host government and diplomatic authorities are likely to treat security forces as a security blanket they do not want to release.


Given the history of U.S. military interventions in Latin America...stabilization activities are likely to encounter more favorable responses if the interveners are civilians.



Although the rapidity and scalability of a military response offer advantages, many threats to persons and property allow smaller-scale responses, present protracted challenges, or occur in circumstances that call for avoiding a military deployment. Given the history of U.S. military interventions in Latin America, for example, stabilization activities are likely to encounter more favorable responses if the interveners are civilians.

Peacekeeping calls for a permissive environment that often obtains from a military stalemate, and military peacekeeping forces are often a vehicle of choice. But in trying to prevent the escalation of conflict from political contention to violence, an intervention by external military forces is apt to engender hostility from third parties as well as from the state in conflict. In such circumstances, the civilian face—and a multinational one at that— of agencies and NGOs that can develop local resources to meet the demands of the contending factions is preferable.

Multilateral Partnerships

A consensus has been building for about a decade that fragile states must be the concern of the international community. Fragile states threaten established states with various destabilizing forces, from serving as training areas for terrorist groups to threatening to disgorge waves of refugees fleeing conflict. Among the fourteen nations that have been developing civilian responses to address conflict prevention, stabilization, and reconstruction, various contributors to the International Stabilization and Peacebuilding Initiative have designated specific governmental units, offices, training centers, and academic programs to address this multilateral challenge. Moreover, multilateral organizations such as the African Union, the European Union, the Organization for Security and Co-operation in Europe, the United Nations, and the World Bank have been participants in these developments. NATO is also establishing a coordination mechanism for cataloguing the skills and experiences likely to be needed in stability operations.

The Civilian Response Corps

In 2004, the State Department began its civilian efforts with the establishment of the Office of the Coordinator for Reconstruction and Stabilization (S/CRS). Congress has given the coordinator the authority and funding to recruit, staff, and deploy government employees from multiple agencies in a Civilian Response Corps (CRC) to help stabilize nations facing or emerging from violent conflict or confronting other significant threats to their stability.

Congress has funded two components of a proposed structure of three (active, standby, and reserve). The CRC has surpassed 130 active-component personnel of a projected force of 264 and1,000 standby members of an intended bench strength of 2,000.15 Members of the CRC are federal employees. Active-component personnel are deployable on short notice; standby members are available typically with 30 days’ notice to their home bureaus. These personnel currently come from eight federal agencies: the Departments of Agriculture, Commerce, Energy, Health and Human Services, Homeland Security, Justice, and State and U.S. Agency for International Development (USAID). A ninth department, Transportation, will soon be added.

By comparison with the military services, this deployment capacity is modest indeed. But the U.S. can leverage this capacity, much as its NATO allies rely heavily on mutual assistance to minimize their defense expenditures. As with these military allies, both cost containment and the political value of coalition action dictate the development of interoperable civilian capabilities among partner nations.

Functional Specialties

The participating agencies offer CRC expertise across a range of domains from agriculture and rural development to public health, rule of law, economic development, and financial policy. Specific domains of expertise may reside in both active and standby components, but depth becomes evident among the standby members. The skills sought for the CRC emerge from an analysis of stability operations that produced an essential task matrix.

Periodic review of R&S operations validates the demand for particular qualifications. Such reviews ensure the CRC is recruiting the skills needed and investing in training these personnel for interagency operations. But frequent reviews also risk undervaluing qualifications that may be needed in future operations. And if the analysis misses qualifications recently in low demand, the U.S. once again faces the prospect of an ad hoc effort to recruit personnel rapidly and train them in the interagency aspects of their assignments before deploying them, undercutting the rationale for the CRC. Consequently, such reviews should look at the components with assessments tailored to each.

Almost seventy years of military experience is instructive in such an analysis. As the War and Navy Departments were developing plans for occupying Germany, Italy, and Japan during World War II, they developed a joint publication, Field Manual (FM) 27-5, Military Government and Civil Affairs (22 Dec 1943), that enumerated 24 functional areas. The 1958 version of the joint manual (FM 41-5) enumerates 19 specialties; its Army version of 1962 (FM 41-10) tallies 20, a sum that had significant doctrinal longevity. By 2000, FM 41-10 reduced the tally to 16 functional areas, which was further reduced to 14 in a recent reorganization.


The skills sought for the CRC emerge from an analysis of stability operations that produced an essential task matrix.



The staff recommending these reductions based its actions on the lack of requests for these specialties. But considering the elimination of the arts and monuments specialty in 2000, which would have been useful in mitigating the looting of the Iraqi National Museum in 2003, such decisions must be subject to scrutiny. So long as expenditures for identifying personnel and training them to work in an interagency team are kept low, the enterprise is cost effective. But lack of use of particular domains or agencies will predictably be cause for review.

Familiarizing CRC Members with their Interagency Colleagues

Military planning has long recognized the need to use all elements of national power in responding to significant foreign-policy challenges. Higher levels of military education emphasize the PMESII (political, military, economic, social, infrastructure, and information) elements construct. The special operations community has long emphasized the interaction of diplomatic, information, military, and economic (DIME) elements of national power. But civil servants across federal agencies do not routinely encounter these constructs. Consequently an introduction to whole-of-government planning or comprehensive approaches to include the private sector and NGOs is essential.


Military planning has long recognized the need to use all elements of national power in responding to significant foreign-policy challenges.



All CRC members require initial coursework in whole-of-government approaches to R&S; experience in Washington interagency environment planning at the embassy country-team and regional implementing team levels; and training in operating in austere (sometimes hostile) environments. With the implementation of a qualifying curriculum, personnel with established careers across federal agencies now encounter the whole-of-government and comprehensive approaches that are hallmarks of senior service college curricula in the military.

For experts across the government to fit their specific expertise into a comprehensive R&S plan, they need familiarity with the cultures, priorities, programs, and constraints their counterparts across agencies experience. As with the origin of the CA corps as part of the Army Reserve, the CRC seeks to acculturate individuals with specific expertise into a new environment where they perform within a broad domain and in concert with other specialties. This task is easier to proclaim than to realize.

The nature of military staffing documents is such that individual billets may be broadly or narrowly defined. The intersection of command responsibility and deployment readiness has not fit well with the concept of stockpiling critical skills for mobilization and deployment. Unlike active component organizations, reserve commanders are accountable for recruiting qualified personnel and filling a high percentage of their billets. If the qualifications are determined loosely so that billets are more easily filled, the commander appears to be doing well. But unit readiness profiles may be at odds with the need to ensure a match of specific skills to a prospective deployment responsibility.

To mitigate this liability, senior commanders seek to foster upward mobility for personnel in a broad domain such as refugee operations, public finance, or cultural affairs that offers opportunities to serve at higher echelons as they are promoted. This solution works for proximate units but is difficult if the echelons are spread across several states. The CA school introduces the specialists to common CA precepts, but it takes little interest in the continuing professional education of the specialists. The CA community at large undertakes this development, but it is exercised hit or miss by the regional CA commands. The recent elimination of specialties at lower echelons undermines connections that permit specialists to progress from tactical to operational levels and exacerbates the senior commanders’ ability to manage CA capabilities.

CRC recruiting does not suffer from these constraints. Standby personnel are not assigned to a particular structure that responds to an industrial-age mobilization model. The active component of the corps develops a team structure, and the skill sets defined for these billets are subject to periodic review. Indications are that the most frequently used skills are in general staff planning. But the specialty skills remain in demand and provide a valuable resource, both when applied directly in the field and when used as a reach-back capability.

Similar sets of domain-specific skills exist across federal agencies, and these apparent overlaps provide necessary links of expertise, while also allowing some choice of agency to use in a given situation. Just as a military response may be undesirable in some environments, some civilian agencies are more appropriate responders than others for specific missions. USAID’s staff, for example, offers a wide-ranging set of capabilities. But in some instances, a development perspective would be an incomplete response, and in others, the local agencies sent to assist (e.g., security forces) are inappropriate as interlocutors. In such circumstances, the perspectives of multiple agencies with similar expertise offer the solution to the challenge described earlier of one agency’s proclivities potentially skewing a planned response from an optimal result.

Challenges of Developing a Deployable Civilian Corps

Developing an expeditionary capacity requires appropriate legal authorities. When a stabilization challenge requires knowledge of agricultural development, for example, the U.S. can certainly find the expertise in an agency or among the agency’s clients or consultants. But often these agencies have no authority to deploy personnel to foreign locations. Even if it receives funds to send its staff abroad, the agency may be constrained to do so. The Foreign Agricultural Service (FAS), for example, has personnel who work in foreign environments, but Congress funds FAS to promote American products abroad rather than to develop foreign agricultural capacity. The Department of Commerce has programs to facilitate American exports, but the expertise of its personnel can help a foreign economy develop an export capacity as well. With the establishment of the CRC, the executive branch now has congressional approval to borrow such expertise to address the challenges of stabilizing a foreign economy.


Just as a military response may be undesirable in some environments, some civilian agencies are more appropriate responders than others for specific missions.



Developing an expeditionary capacity also requires fostering a deployment culture. The military has a well-established ethos that bestows professional recognition for participating in foreign operations. The CRC is developing a similar culture. Doing so requires distinguishing between deployments and foreign postings. Although FSOs may spend more than half their careers abroad, the assignments are more akin to expatriate corporate careers than to a military deployment. Until the recent increase in unaccompanied tours, FSOs had few of the difficulties associated with short-term, unaccompanied assignments. The same is true for development work and personnel in any number of other government agencies. Postings abroad may be to challenging locations, but the assignment generally does not have the transitory characteristics of temporary duty.

Civilian deployment experience also informs the emerging CRC model. Within USAID, for example, the Disaster Assistance Response Teams of the Office of Foreign Disaster Assistance have a deployment culture. Domestically, the Federal Emergency Management Agency in the Department of Homeland Security and the National Disaster Medical System (NDMS) in the Department of Health and Human Services expect personnel to answer the call of duty when emergencies strike. NDMS relies on medical and veterinary professionals who leave their normal employment to respond to an emergency.

As with the military reserve components, federal legislation protects these personnel from employer reprisals for such duty. NDMS deployments tend to be for short terms: recruiting materials for the Disaster Medical Assistance Teams indicate a two-week norm for a deployment and ask individuals to deploy with “sufficient supplies and equipment to sustain themselves for a period of 72 hours.” The likelihood is that NDMS has less need to litigate reemployment rights of its volunteers than is true for the military reserve components, which now seek to maintain a policy of up to a year’s deployment not more frequently than once every five years.

This operational reserve concept challenges families, employers, and societal structure. If the CRC receives congressional approval to fund a reserve element, which would seek participation of state, county, and municipal employees, such legislative reemployment rights would signal standard practice across emergency-response agencies.


Whole-of-government responses to foreign challenges provide more than a broad array of expertise and program options...



Agency Perspectives

Each agency has not only its own clienteles and funding relationship with Congress, but its own priorities, reporting habits, and cultures. For example, the development, defense, and diplomacy sectors, which all address global concerns, divide the world differently. Each agency can make a case for its delineation, but since the regional boundaries differ, interagency planning that requires a regional approach may be complicated by the need for additional participants from multiple bureaus. Another example is the perception common in the military that other agencies do not plan. The reality is that they plan differently. The sequence of activities, the purposes for planning, and the time horizons they address present challenges in whole-of-government integration.

A development agency may have as its priority setting the conditions for planning and executing development programs across sectors, with the sectors weighted if not prioritized. If specific sectors in an interagency response predominate, decision makers will undoubtedly find it challenging to ensure the less-prevalent agencies receive adequate attention.

Whole-of-government planners often speak of “cross-cutting” issues, and the implementation of programs to achieve goals that cross domains will often require designing initiatives that depart from typical agency programs. As a component in a complex response, such an initiative requires buy-in from stakeholders and recognition from contributors to other components. Country teams are accustomed to such overviews but often find their program funds have been designed with other priorities in mind. Consequently, coordination among country-team members in embassies requires feedback loops to interagency planners in Washington as well.

Whole-of-government responses to foreign challenges provide more than a broad array of expertise and program options to address R&S. In planning such responses, the participation of personnel from multiple agencies helps ensure that issues across domains receive due attention. The military’s blind spot regarding the need for police provides a case in point. If the planners of an intervention include staff with an interest in local security, the need for police is more likely to receive attention. Expand this example to other domains, and with appropriate agency participation, the resulting response uses more elements of national power. But the likelihood of agency integration depends on a host of factors, from shared interests and their recognized limits to pre-crisis exercise participation.

Similarly, adding NGOs and the private sector to the mix of respondents to R&S challenges facilitates a more-comprehensive approach to problem solving but inserts additional perspectives. Just as the term “irregular warfare” may antagonize civilian participants in a stability operation, the concept of unity of effort loses relevance beyond government agencies.

The NGO community has negotiated guidelines for relationships between humanitarian organizations and the U.S. military that seek to preserve the independence of humanitarian activities from state-sponsored policy objectives. Among the measures the NGO community sought is the clear identification of military personnel as such when they deliver relief supplies (i.e., they are not to be confused with relief workers). From the planning perspective, the military—and by extension in an interagency environment, the government as a whole—should not refer to NGOs as partners because that term may threaten humanitarian space. Clearly from USAID’s use of NGOs as implementing partners, these partner NGOs are not seeking a similar distance. But other NGOs as well as civilian industry will often contribute to an activity or policy goal most productively when government agencies acknowledge limits to common interests.

Size of Footprint

The complaint of militarization of foreign affairs derives from the predominance of military planning for an intervention (benign or otherwise). Even when a military combatant command is clearly in a support role, the number of available military staff and its culture of élan in planning easily overwhelm consideration of various civil-sector requirements. As an organization, a military force not engaged in an operation uses its time to prepare for future employment. Few civilian organizations have this opportunity, which is necessary in developing a deployment culture. A measure of the scarcity of civilian response structure is evident when military commands seek participation in their exercises from civilian agencies and nongovernmental and international organizations. Civilian agencies can seldom spare personnel from their daily jobs to take part in exercises. The importance of doing so, however, is becoming increasingly clear, as government agencies consider the interests at stake if military staff must plan without the participation of civilian-agency counterparts.


From the planning perspective, the military...should not refer to NGOs as partners because that term may threaten humanitarian space.



Conclusion

Bureaucratic structures cannot easily escape the tendency to ascribe programs to particular agencies rather than to a comprehensive management team. Indeed, the authorities individual agencies have to expend funds do not lead naturally to interagency coordination. Is a development agency coordinating its activity with a counterinsurgency effort? If a military commander is seeking to direct resources to a particular village to gain its support for the national government, are the political repercussions of choosing one or another location for a project evaluated by the aid agency of the sponsoring government and at appropriate levels of the host government? Both fiscal accountability and strategic planning dictate that policy, plans, program execution, and evaluation be coordinated across sectors at multiple levels.

Complex challenges require a diversity of skills across domains of societal activity, and appropriate skills are usually resident in multiple agencies. Consequently, expertise for a given task may be drawn from one agency in one month and another two months later. In creating solutions to challenges and evaluating results, the expertise is more important than the parent agency. Execution may be apportioned among several agencies, reflecting local conditions as well as legislative authority to conduct specific activities.

Whole-of-government coordination requires agency interoperability no less than a multilateral military defense requires both interoperable forces and a mutual interest in the desired end state. In the interagency environment, contributing agencies must deploy with resources adequate to their working conditions. If agencies with a small footprint in a given operation must depend on the military for transportation, communications, or sustainment, they are hampered in their ability to coordinate with their parent agencies and each other. If they must rely on the military, they will quickly recognize an inherent need to demonstrate their contributions to military priorities. Consequently the development of a CRC has sought to create the capacity for self-sustainability.

The U.S. has come far in this journey of applying the lessons of joint military operations to the whole-of-government approach. But because of differences in vocabulary, theoretical constructs, and security systems, it is still deconflicting disparate systems. Common experience, shared understanding, and goodwill have set the U.S. en route to a stage of self-synchronizing activities across agencies striving to reach a common foreign-policy goal. The CRC already has a number of successes to relate, but the task of balancing the contribution of multiple agencies is likely to be a constant challenge. IAJ
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Forging a

Counterhybrid Unit

by Karl Umbrasas

The U.S. military is a highly-educated fighting force. Education in the ranks of the American military traverses both officer and enlisted communities. A college education is a baseline requirement for the commissioned officer corps but not for the enlisted community, which comprises the majority of servicemembers on active duty and the reserves. The enlisted community has demonstrated a steady increase in the level of higher education of its members since 2000. In 2000, only 3 percent of enlisted members had a bachelor’s degree and less than 1 percent had an advanced degree.1 By 2016, however, those numbers had more than doubled, as 6.9 percent of enlisted members held a bachelor’s degree and 1.1 percent held an advanced degree.2

Servicemembers are non-traditional students because of their full-time employment. Much of their education is earned on their own time from online or local colleges and universities. Many of the colleges and universities attended by military students offer degree programs in the intelligence field. Two such universities, Henley-Putnam University and American Public University, have robust intelligence studies programs that span the bachelor’s, master’s, and doctoral levels. Many students at these universities are in the military or are veterans.3 The University of Texas, El Paso, offers programs in security and intelligence studies and is designated an Intelligence Community Center for Academic Excellence (IC CAE) by the Defense Intelligence Agency (DIA). The faculty in these programs have real-world experience in the military and the intelligence community (IC). The intent of these educational programs is to make graduates competitive for intelligence-related employment in the military, IC, and business. Evidence suggests that an education in intelligence does meet the needs of intelligence organizations and leads to employment in the intelligence sector.4

Education in intelligence offers advantages to troops navigating the twenty-first century battlespace. Intelligence-related degree programs tend to emphasize information processing abilities, among other areas.5 These programs reinforce skills in the intelligence tradecraft, such as anticipation of threat and working within ambiguity.6 Specific intelligence competency areas emphasized in these programs include intelligence operations (e.g., counterespionage and covert action), human intelligence (e.g., spying), and technical collection.7 These degrees are different than other substantive disciplines because in addition to content, the students actively develop an identity as an intelligence professional. Though a person with a degree in history or political science may find work in the intelligence field, students who enter these disciplines are not necessarily developing a professional identity as an intelligence professional as they complete their studies. Most importantly, many of these programs are responsive to Intelligence Community Directive (ICD) 610, “Competency Directories for the Intelligence Community Workforce,” which details the expertise needed to function appropriately in the IC.8 Servicemembers who hold these degrees represent a unique asset to the services and one that is especially prepared for a twenty-first century mode of warfare—hybrid war.


Major Karl Umbrasas, Psy.D, is an active duty Army clinical psychologist and forensic psychology fellow at the Center for Forensic Behavioral Sciences, Walter Reed National Military Medical Center, Bethesda, Maryland. He spent most of his time in the Army as a brigade psychologist. He holds, among his advanced degrees, a Psy.D. in clinical psychology from Argosy University, Schaumburg, Illinois, and an MS in intelligence management from Henley-Putnam University.



Russia poses an ongoing threat of applying its hybrid warfare strategy in post-Soviet bloc and neighboring countries.9 As a strategy, hybrid warfare is a deliberate mix of conventional deterrence and insurgent tactics.10 The conventional aspect of the hybrid strategy includes fires and logistics, and perhaps most importantly, the threat of military escalation. The insurgent tactics in the hybrid strategy include activities such as propaganda and espionage, as well as fomenting agitation, criminal disorder, and fifth columns inside targeted countries. Insurgent tactics may furthermore entail the insertion of unmarked soldiers and the initiation of border skirmishes. The aggressor using this strategy enjoys plausible deniability, which prevents a wider conflict. The aim of the Russian hybrid warfare strategy is to achieve political and territorial gains without triggering a conventional military retaliation. Ways to achieve these larger hybrid goals include dividing NATO, subverting pro-Western governments, creating pretexts for war, annexing territory, and controlling the European economy.11


Societies that have ongoing and unresolved civil grievances may be particularly vulnerable to manipulation by the Russian hybrid strategy.



Societies that have ongoing and unresolved civil grievances may be particularly vulnerable to manipulation by the Russian hybrid strategy. This strategy can exploit preexisting fault-line conflicts, which are hotly contested between-group differences heavily grounded in group identity.12 Fault-line conflicts are so particular to a tribe, ethnic group, or religion that they may not interest outside parties, which makes others less likely to become involved in the conflict.13 The grey area associated with fault-line conflicts allow aggressors to exploit objectives without immediate concern of outside intervention. The manufactured internal instability in a hybrid attack merely looks like an increase in societal tensions, not an invasion by an outside military. The exacerbation of what appears to be an ongoing societal grievance enjoys plausible deniability, even though it is manufactured for military-political reasons. Russia, for example, used ethnic Russians in Crimea and Ukraine as pretext for its involvement in those countries. Several European countries have sizeable, ethnic-Russian, minority populations that can serve as an excuse for Russia to become involved in their affairs despite the clear violation of the host country’s sovereignty.

The response to a hybrid strategy poses a serious problem for strategists because the application of conventional forces in response to a hybrid provocation makes a defender appear to be an unprovoked aggressor. Yet, a hybrid attack warrants a martial response because of the military-grade effects hybrid warfare levels on nations. Currently, however, no specialized approach exists to effectively deal with this threat. The scale of a hybrid campaign may be larger and its duration longer than what may be feasible for the special operations community to handle on its own. The special operations community has been stretched thin since September 11, 2001, which has caused concern about its ability to meet needs at various hotspots around the world,14 which suggests that the U.S. must find a capability with the appropriate size and sustainability if it is going to be prepared for this threat. An effective, long-term mission such as this will also require direct participation and leadership by U.S. forces that goes beyond mere advising and presence.15


...a hybrid attack warrants a martial response because of the military-grade effects hybrid warfare levels on nations.



Societies attacked by subversively-manipulated, civil disturbances struggle with certain functions necessary to maintain order.16 Societal policing is often stressed by the disparate threats in this situation, and the intelligence functions are often overwhelmed. The increased need for intelligence leaves the state in want of collection, such as that achieved by surveillance and infiltration. Skilled manpower is needed for crowd control. Lines of communication with dissident leaders must remain open before, during, and after civil disturbances to prevent the appearance, intended by the subversives, that the government is dismissive of their needs. Strategic messaging is an ongoing element to countering hybrid operations, which includes defining a society and its core values and contrasting that with Russian history of undermining legitimate societies.

A counterhybrid unit can assist with these functions, either as the principal actor or in support of secondary functions that allow host-nation actors to act as principals. It will likely entail a combination of both. Integrated intelligence operations across a spectrum of collection, analysis, and kinetic action can achieve difficult objectives, such as that found in the hybrid environment. The detection of Osama bin Laden is a good example of how the exploitation and processing of intelligence can lead to high-yield effects, even in non-permissive environments.17 It is reasonable to presume that finding Russian trolls and little green men is easier than finding bin Laden.

The U.S. currently has more of an antihybrid posture, where conventional units are placed in or near at-risk countries as a deterrence to aggression. This posture is incomplete because its direct relevance is in opposing conventional forces. It may still be true that a hostile actor is less likely to unleash hard-power on a country filled with U.S. troops. However, hybrid warfare is not hard-power centric and emphasizes other modes of hostility. Conventional American forces stationed in a country’s capital are less likely to deter the country’s dissolution of civil order catalyzed by propaganda, subversion, and sabotage. A successful hybrid campaign that hijacks a society’s organic, civil grievances could even use U.S. troops to make matters worse, such as by making one side appear that it is colluding with coercive outside forces. In addition to size and sustainability, however, a counterhybrid unit requires specialized knowledge and skills to counter a hybrid threat. This knowledge and skill entails recognizing and responding to subterfuge, propaganda, saboteurs, and agitators. It also entails coping with unmarked adversaries in addition to conventional threats.

Ways to meet the Russian hybrid challenge are multifaceted. Strong interagency cooperation is suggested because hybrid warfare spans the military, political, diplomatic, and economic spheres of influence.18 The European theatre, uncontested for a generation, now requires increased resource allocation to improve collection and analysis of intelligence.19 Vulnerable European countries, such as those in the Baltics and Balkans, need assistance with internal security reform and defense building to help counter Russian covert operations in their territories.20 Other suggestions to meet this challenge include increasing anticorruption efforts in certain European countries, improving push-back on Russian information operations, and increasing U.S. presence in Europe.21 The human domain is essential to countering a hybrid strategy and requires an educated and trained force to address its unique elements.22

Harnessing the pre-existing knowledge base of troops educated in ICD610 content is a way to establish a counterhybrid unit. Servicemembers with this education have an advanced understanding of the information avenues weaponized by hybrid warfare. They understand the processes involved in the hybrid approach, such as denial and deception, recruitment, and subversion. Their education also makes them more receptive to countering the hybrid threat with methods other than hard power, such as those found in counterespionage. These troops, nevertheless, are uniquely able to address an adversary’s escalation of force because they are trained in conventional warfare.

A battalion whose ranks are filled with ICD 610-trained troops provides a unique asset to commanders that would be hard to attain with military occupational specialty (MOS) training or other on-the-job preparation offered by the services, which would struggle to achieve the same depth and rigor as that offered by a college degree. An ICD 610-trained, counterhybrid unit would reflect interagency in that its presence is reflective of the Department of Defense, but its mindset is reflective of the IC. A military unit such as this may also have an interservice character, as MOSs from across the branches of services can be pulled to fill unit roles if a single service did not have an individual appropriately degreed to fill a billet. A counterhybrid unit such as this would appropriately match the threat posed by a hybrid strategy.


Historical examples show the perils associated with lack of readiness to repel innovative military-political advances.



Perils of the In-Between State of Readiness

Historical examples show the perils associated with lack of readiness to repel innovative military-political advances. The annexation of Austria by the Nazis in 1938 displayed a type of hybrid approach that resulted in Germany’s acquisition of a whole nation-state. The Nazis were engaged in a mixture of subversion and power politics in Austria with the goal of uniting ethnic Germans.23 Germany attacked Austrian society in several ways from the outside, including by applying sanctions and fomenting discord. The Austrian Nazi party complemented this and engaged in propaganda and terrorism inside of Austria, while an underground supportive of the Nazis agitated against the Austrian government.24 These pressures resulted in Austria signing a friendship treaty that gave the Nazis legitimacy in the Austrian government. Austrian Nazis then began to raise Nazi flags over government buildings, feign maltreatment, and clamor for support from Germany as part of a plan to send Nazi troops to Austria to rescue their co-ethnics. Over 65,000 Nazis troops invaded Austria and encountered no resistance. Austria shortly voted to ratify its incorporation into Germany.

Other examples are illustrative of this phenomenon. From 1954 to 1965, the U.S. was aware of the intentions of both North Vietnam and China to spread communism across Asia.25 This ideological spread affected South Vietnamese peasants who were attracted to the charisma and perceived strength of the northern communists. The northern communists used subversive and insurgent tactics to decrease the South Vietnamese government’s hold on power, and the South Vietnamese government concomitantly struggled with countermeasures to the North’s approach. The communists sufficiently infiltrated the South, which gave them ongoing military and political advantages. The support provided by the U.S. proved inappropriately matched for the need at the time, which resulted in losses that were never recovered. Similarly, in 2003 the response to the realities on the ground in Iraq highlight the importance of readiness for an integrated approach to elements of an unconventional environment. There was a major misunderstanding of the Iraqi environment after the fall of its army, which rendered stability operations moot.26 The conventional warfare paradigm clouded thinking, and coalition forces quickly lost the narrative. More recently, a susceptible sociopolitical environment in Ukraine lent itself to a robust hybrid campaign that left the Ukrainian government and the West scrambling for a correction.27 Currently, the Baltic and Nordic States believe they are victims of Russian penetration testing in anticipation of its next major hybrid operation.28


The hybrid threat is too large for the special operations community and too elusive for conventional forces.



Practical Matters

The commissioning of counterhybrid units is inherently practical. Currently, there is no matched approach to counter the hybrid threat. The hybrid strategy has proved successful, which suggests it may be used again. As such, a countermeasure is needed. The hybrid threat is too large for the special operations community and too elusive for conventional forces. Commissioning of counterhybrid units prevents further stretching of the special operations forces, and it also relieves pressure on the need to recruit more special operations troops, which can lead to an inadvertent lowing of admission standards to that community. Though recommendations to increase the special operations involvement to meet the hybrid challenge have been made, it makes sense to reserve special operations for more congealed targets. The tendency to rely on special operations could also be manipulated by an adversary such as Russia, which may display hybrid feints across Europe to further stretch special operations forces and degrade its overall capability.

The counterhybrid unit requires a long-term commitment, so it needs an organic sustainability found in brigade-level operations. A combat brigade positioned regionally may have its counterhybrid deploy forward to the target site and receive support from the brigade throughout its mission, even while the brigade addresses conventional matters elsewhere. The long-term commitment ideally begins before sociopolitical turmoil reaches a critical mass. This allows the counterhybrid unit to conduct its operations and assist the host-nation in combatting the threat. Subversion is an insidious process that may appear surprising when it reaches a tipping point. As such, counterhybrid units can assist at-risk societies early to counter propaganda, engage agitators, and negotiate with dissidents.

Training personnel and units is expensive.29 Servicemembers who have education relevant to the mission are an inherent asset to the services. The education they pursued on their own time will offset the expense of military-sponsored training and its associated costs. The personal education they received may also have more depth and rigor than military occupational training, the training of which ensures the rudiments are grasped and then quickly moves the students out to the field. More than a rudimentary grasp of the situation is needed, however, in counterhybrid work because of the delicate balance often involved, particularly related to the narrative. Troops who do not understand the delicate balance can push it over the edge. The Abu Ghraib issue is an example of the perils associated with losing the battle of perception.

Practically speaking, organizational knowledge is akin to capital, and it offers a competitive advantage.30 Harnessing the existing cadre of ICD 610-trained troops offers the services a low-cost, high-yield opportunity. These servicemembers represent a unique cost-savings opportunity in an era of budget crises. Even if all the troops in a counterhybrid unit do not have ICD 610 degrees, those degrees held by a substantial number of the unit, particularly those in first-line leadership roles, would pay dividends through institutional transfer of knowledge.

Summary and Recommendations

Servicemembers who hold college degrees in the intelligence field can comprise a counterhybrid unit. The content of these degrees is often consistent with ICD 610, so their education is reflective of the competencies prescribed by the IC. A unit of these servicemembers will have a sophisticated understanding of the hybrid warfare environment, which capitalizes on deniability, recruitment, and subversion to create societal disorder for military-political objectives. A counterhybrid unit can perform important intelligence and security functions that the host nation cannot perform alone. A counterhybrid unit will also be able to engage an adversary conventionally because of its background in conventional warfare. A battalion of Soldiers with training consistent with ICD 610 is not without its limitations. Theory does not always translate into practice, and academic preparation often needs to be rounded out to make it ready for professional application. Despite these limitations, however, these servicemembers represent a unique asset that can be harnessed and shaped to engage a twenty-first century problem.

Recommendations:


	Service-wide call for volunteers with ICD 610-consistent degree.

	Branch managers review educational background for servicemembers with ICD 610 degree and make recommendations for joining a counterhybrid unit.

	Incentivize the attainment of ICD 610 degrees.

	Develop tactics, techniques, and procedures for counterhybrid operations.

	Conduct unit-level training.

	Embed the counterhybrid unit in a combat brigade.

	Begin counterhybrid operations. IAJ
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Worth Noting

Brown-bag lecture series for Academic Year 2019 kicks off with focus on State Department

Mr. Matthew P. Roth, the Commandant’s Distinguished Chair for Diplomatic Studies at the U.S. Army Command and General Staff College (CGSC) and Department of State liaison to the Combined Arms Center, presented the inaugural lecture for academic year 2019 of the InterAgency Brown-Bag Lecture Series on August 27.

A Career Foreign Service Officer, Mr. Roth’s presentation centered on purpose and mission of the U.S. Department of State, and the evolution of American statecraft. Roth reviewed the conduct of U.S. diplomacy in the current global environment, encompassing political, economic and social considerations before opening the floor to questions from more than 60 CGSC students, faculty, and staff.

Matthew Roth’s area of published research is the relationship between diplomatic and military actors and subnational governments. Prior to this assignment, Roth was the Deputy Chief of Mission at the U.S. Embassy in Kigali, Rwanda. Over the course of more than two decades in the Foreign Service he has served in Washington, D.C. and at embassies across Africa and Latin America. Roth has a Master degree in Public Administration with a specialization in urban planning and city/local government from the University of Kansas, as well as a Bachelor of Arts in Political Science and Latin American Area Studies from the same institution. He speaks Portuguese, Spanish, German and Italian.

The InterAgency Brown-Bag Lecture Series is co-hosted by the CGSC Foundation’s Simons Center with the U.S. Army Command and General Staff School (CGSS). The lecture series is an extracurricular, interagency topic-focused series that is intended to help enrich the CGSS curriculum. The CGSC Foundation and the Simons Center have received support for all brown-bag lectures in academic year 2019 from First Command Financial Services in Leavenworth, Kansas.

- Simons Center

Cyber weapons and power grid security subject of report

A former Department of Defense official recently authored a report on the threat of cyber weapons on the U.S. electrical grid. Paul Stockton served during the Obama administration as Assistant Secretary of Defense for Homeland Defense and Americas’ Security Affairs, and currently serves as senior fellow at the Johns Hopkins Applied Physics Laboratory.

The report examines how power companies can partner with the Department of Energy (DOE) to develop emergency orders to defend the grid against potentially catastrophic cyber and physical attacks. The report highlights the phases of grid security emergencies, analyzes the requirements that emergency orders will need to meet for each phase, and examines how orders can supplement existing plans to fill gaps in grid resilience.

According to the report, DOE and its industry and government partners “will need to conduct intensive follow-on work to finalize the development of emergency orders and build utility-specific contingency plans to implement the orders.” These collaborative efforts will require significant industry and DOE resources.

- Johns Hopkins Applied Physics Laboratory

House authorizes DHS counter WMD office

The U.S. House of Representatives recently passed by voice vote the Countering Weapons of Mass Destruction (CWMD) Act of 2018. The CWMD Act would permanently establish the Department of Homeland Security (DHS) CWMD Office, which was established in December 2017 and aims to counter attempts by terrorists and other threat actors to carry out attacks against the United States.

The CWMD Act grants new authorities to protect the U.S. against threats of weapons of mass destruction (WMD), and ensures DHS has the tools necessary to counter WMD threats. The legislation consolidates multiple offices and programs, and also establishes the Securing the Cities program.

Secretary Kirstjen M. Nielsen spoke about the CWMD Office, stating that “Although DHS has broad authorities to guard against radiological and nuclear dangers, we don’t have the authorities we need to do the same against biological and chemical threats.” According to Nielsen, the CWMD Act would help the U.S. “stay a step ahead of our enemies”.

The CWMD Act of 2018 now moves on to the Senate for a vote.

- Department of Homeland Security

Former dean speaks on global threat of climate change

Brigadier General (Ret.) Wendell Chris King, Ph.D., P.E., Dean Emeritus of the U.S. Army Command and General Staff College (CGSC) addressed students and faculty from the University of Saint Mary’s (USM) on September 21, the International Day of Peace, as part of the Simons Center Distinguished Speaker Series. The presentation was hosted by Dr. Karenbeth Zacharias, the Director of the Lawrence D. Starr Center for Peace and Justice in our Global Society at the University of St. Mary’s DePaul Library.

Dr. King, an internationally recognized expert on climate change, presented “Understanding the Threats to Peace and Security in the World from a Changing Climate” to the USM community as part of their “Lunch-and-Learn” series. He spoke about the long-range effects of climate change on global security, including changes to watersheds around the world that are resulting in shortages of food and water, the increasing migration of displaced persons, increasing global instability, and the increasing vulnerability to disease. He charged the students in attendance to become more involved in with political and social policy that addresses the negative resultant aspects of climate change.

The Simons Center Distinguished Speakers Series is sponsored by the CGSC Foundation at Fort Leavenworth and is designed to bring a variety of subject matter experts from across the U.S. government to share their expertise with area universities, civic organizations, and the general public. For more information about scheduled presentations or to host speakers, contact Col. (Ret.) Rod Cox, email – rcox@thesimonscenter.org, or phone 913-682-7244.

- Simons Center

Report focuses on threat of fragile states

On the 17th anniversary of 9/11, the United States Institute of Peace published a report on extremism and the threat posed by fragile states. Beyond the Homeland: Protecting America from Extremism in Fragile States is a report of the Task Force on Extremism in Fragile States, which is led by the co-chairs of the 9/11 Commission.

Beyond the Homeland reviews the post-9/11 strategic environment and the factors that contribute to extremism in fragile states. The report also looks at a preventative strategy that would highlight challenges present in fragile states and possible approaches to the problem(s) at hand.

- United States Institute of Peace

Stabilization Symposium executive report published

A report from the Stabilization Symposium conducted at George Washington University in Washington, D.C., from June 26 to June 27, has now been published. The symposium was focused on the Stabilization Assistance Review (SAR) that was published earlier that month.

The SAR aims to streamline U.S. government stabilization efforts and provide a framework for the U.S. Agency for International Development and the Departments of State and Defense to better work together in the future, and notes that there are a growing number of conflicts around the world that effect U.S. national security and economic interests.

According to the “Executive Report from the Stabilization Symposium,” stakeholders and experts support the SAR and encourage its implementation. Symposium participants stressed that “business as usual” was no longer acceptable, and “affirmed the importance of diplomatic engagement to develop, refine, and execute stabilization political strategies.”

Participants also emphasized innovative and adaptive stabilization efforts, clearer goals in stabilization missions, flexible funding of stabilization efforts, greater coordination among international donors, the use of trained civilians to deploy with military in stability operations, and a focus on stabilization as a form of conflict prevention.

- Creative Learning, International Peace & Security Institute, and Elliot School of International Affairs

FEMA releases report on Las Vegas shooting

In August, the Federal Emergency Management Agency (FEMA) released a follow-up report to the mass shooting incident that occurred in Las Vegas on October 1, 2017. The attack on the Route 91 Harvest Festival left 58 concertgoers dead and more than 800 injured.

Included in the 61-page report’s findings are 72 lessons learned. One notable lesson learned was that the Clark County Fire Department was not aware that the Route 91 Harvest Festival was occurring, leaving the fire department at a disadvantage when it came time to respond. The report asserts that “Dispatchers and first responders should be made aware of large or high-profile events occurring in their jurisdiction to enhance their agency’s readiness posture for a potential incident.”

The report also found that there exists no policy to guide police dispatchers during a mass casualty incident, and that there was no mutual aid channel established that would have allowed firefighters and first responders to communicate with each other directly.

According to the report, cross-agency collaboration and cross-agency planning are essential to prepare for and respond to incidents of mass violence.

- Federal Emergency Management Agency

NGA topic of second InterAgency Brown-Bag Lecture for AY19

Mr. Ralph M. Erwin, Senior Geospatial Intelligence Officer, led a discussion on the roles and missions of the National Geospatial-Intelligence Agency (NGA) on September 24 – the second to speak as part of the InterAgency Brown-Bag Lecture Series for academic year 2019.

The NGA is both a combat support agency under the Department of Defense and an intelligence agency as part of the United States’ intelligence community. During his presentation, Erwin explained that NGA compiles 2 exabytes (2 quintillion bytes) of data every day that can be used to inform the decisions of policymakers, warfighters, intelligence professionals, and first responders. Erwin went on the describe NGA’s role in a variety of missions, from the 2011 raid on Osama bin Landen’s Abbottabad compound to humanitarian relief operations after the 2010 earthquake in Haiti.

Mr. Erwin is the Senior Geospatial Intelligence Officer assigned by the Army National Geospatial Intelligence Agency Support Team to be the NGA Liaison to the US Army Training and Doctrine Command (TRADOC) and the Combined Arms Center (CAC) at Fort Leavenworth, Kansas. His responsibilities include the integration of geospatial intelligence education into U.S. Army TRADOC educational institutions, CAC elements, and the Command and General Staff College. He is a Director of National Intelligence designated Intelligence Community Officer and served as a Senior Mentor to the Afghan Geodesy and Cartography Head Office in 2011. Mr. Erwin’s other service to our country and in the private sector include duty as the deputy director of the U.S. Army TRADOC Program Integration Office for Terrain Data at the U.S. Army Engineer School, service as a U.S. Army Field Artillery officer, time at the Defense Advanced Research Projects Agency as the main battle tank simulation operations manager, and as a topographic systems combat developer for Lockheed Martin Corporation.

The InterAgency Brown-Bag Lecture Series is co-hosted by the CGSC Foundation’s Simons Center with the U.S. Army Command and General Staff School (CGSS). The lecture series is an extracurricular, interagency topic-focused series that is intended to help enrich the CGSS curriculum. The CGSC Foundation and the Simons Center have received support for all brown-bag lectures in academic year 2019 from First Command Financial Services in Leavenworth, Kansas.

- Simons Center

WWI lecture focuses on American Expeditionary Forces in 1918

On August 23, 2018, Dr. Richard S. Faulkner, William A. Stofft Professor and Chair of Military History at the U.S. Army Command and General Staff College, presented “Into the Crucible: The AEF in Battle September-November 1918,” at the Stove Factory Ballroom in downtown Leavenworth, Kansas.

In his presentation, Faulkner explored the challenges that the American Expeditionary Forces (AEF) faced in conducting large-scale combat operations from September to November 1918, with a primary focus on the Meuse-Argonne Offensive, the United States’ greatest contribution to the Allied victory in the war, and an event that holds the distinction of being the largest and bloodiest campaign in the nation’s history.

Dr. Richard S. Faulkner served 23 years in the U.S. Army and commanded a tank company in the 1st Armored Division during Operation Desert Storm. Faulkner is the author of The School of Hard Knocks: Combat Leadership in the American Expeditionary Forces (Texas A&M Press, 2012), which was the recipient of the Society for Military History’s 2013 “Distinguished Book Award.” His second book, Pershing’s Crusaders: The American Soldier in World War I (University Press of Kansas, 2017) received the World War I Association’s 2017 “Norman B. Tomlinson, Jr. Prize” for the best work of history in English on World War One, the Organization of American Historians’ 2017 “Richard W. Leopold Prize,” and the Army Historical Foundation’s 2017 “Excellence in U.S. Army History Book Award.”

The CGSC Department of Military History hosts the General of the Armies John J. Pershing Great War Centennial Series with support from the CGSC Foundation. The lecture series is intended to foster understanding of this world-changing conflict during its 100-year commemoration. More than any other single event, World War I was the decisive, shaping experience of the Twentieth Century. It was a brutal war that brought down four empires, led to revolution in Russia, and eventually brought the United States onto the world stage as a major power. We live with its results to this day.

Faulkner’s lecture was the 16th in the General of the Armies John J. Pershing Great War Centennial Series hosted by the CGSC Department of Military History and supported by the CGSC Foundation, and the first Pershing Lecture to be held in academic year 2019. The CGSC Foundation has received support for all Pershing lectures in academic year 2019 from First Command Financial Services in Leavenworth, Kansas.

- CGSC Foundation, Inc.

Guardsman, civilians and agencies fighting wildfires

The 2018 wildfire season has consumed more than two million acres of land, with more than 100 fires burning as of mid-August. This comes after another two million acres of land burned in 2017.

Over 30,000 personnel – including firefighters from the U.S., Australia, and New Zealand as well as soldiers and airmen of the National Guard – are battling the flames. Said one California guardsman, “We live and serve in the communities that have been devastated by these fires. We train year-round to come to the aid of our neighbors when tragedy strikes.”

In response to the devastating wildfires, the U.S. Forest Service has put forth a plan that calls for increased wildfire mitigation efforts, to include road maintenance, increased logging, and the removal of dead plants.

According to a Forest Service report, “catastrophic wildfires and the corresponding loss of lives, homes and natural resources have continued to grow, partly because our treatments have been uncoordinated and not at the right scale.” The report goes on to stress the importance of “shared responsibility” for managing fire risks.

- Department of Defense

National security professionals move to save PKSOI

An open letter published in early August argues against the elimination of the U.S. Army War College’s Peacekeeping and Stability Operations Institute (PKSOI). Secretary of the Army Mark Esper has called for the elimination of PKSOI, and Secretary of Defense James Mattis is expected to make a decision on the matter as early as this week.

PKSOI was established in 1993 to respond to the changing post-Cold War geopolitical situation, and according Dr. Tammy S. Schultz, professor of strategic studies at the U.S. Marine Corps War College, “PKSOI is just as critical in today’s geostrategic environment as it was in the 1990s...”

In the twenty-five years since its establishment, PKSOI has acted as a bridge between the Department of Defense (DoD) and the Department of State and the U.S. Agency for International Development (USAID), and has facilitated cooperation among the U.S. military, civilians, nongovernment organizations, international organizations, and other militaries throughout the world.

Secretary Esper’s proposal to eliminate PKSOI comes with the release of the Stabilization Assistance Review, which examines past challenges the U.S. government has faced in previous stabilization efforts, and aims to streamline U.S. government stabilization efforts and provide a framework for USAID, DoD, and State to better work together in the future.

The letter in defense of PKSOI was signed by over 50 current and former national security professionals, including:


	General David H. Petraeus, U.S. Army (Ret.), former commander of coalition forces in Iraq and Afghanistan and of U.S. Central Command and former director of the Central Intelligence Agency;

	Ambassador (Ret.) Ryan Crocker, former ambassador to Afghanistan (2011–2012), Iraq (2007–2009), Pakistan (2004–2007), Syria (1998–2001), Kuwait (1994– 1997), and Lebanon (1990–1993);

	the Honorable Sarah Sewall, former undersecretary of the Bureau for Civilian Security, Democracy, and Human Rights, U.S. Department of State;

	the Honorable John Herbst, former ambassador to Uzbekistan and Ukraine, and former coordinator for reconstruction and stabilization, U.S. Department of State; and

	Ambassador (Ret.) Ronald Neumann, former ambassador to Afghanistan (2005–2007), Bahrain (2001–2004) and Algeria (1994–1997), and president of the American Academy of Diplomacy.



- War on the Rocks

DHS creates national cyber risk center

Department of Homeland Security (DHS) Secretary Kirstjen Nielsen announced the creation of the National Risk Management Center on July 31, during her keynote address at the DHS Cybersecurity Summit in New York City.

According to Nielsen, the National Risk Management Center will focus on cybersecurity priorities, and will act as a sort of 911 resource for local, state, federal, and private organizations in cybersecurity crisis. The center will also create a registry of the nation’s digital “crown jewels,” evaluate critical infrastructure weaknesses, help protect industry supply chains against cyber threats, and offering support to potential targets of foreign interference.

The National Risk Management Center will focus on longer-range projects, such as those listed above, while DHS’s National Cybersecurity Communications and Integrations Center (NCCIC) focuses on cyber information sharing between government and industry.

- Nextgov

DoD moves ahead with Space Force

The Department of Defense (DoD) is moving forward with the creation of the new Space Force called for by President Trump earlier this year.

DoD leaders are preparing to stand up three of four components of the Space Force: a new combatant command for space, a new joint agency to buy satellites for the military, and a new warfighting community that draws space operators from all service branches. The fourth component, an entirely new branch of the military, require an act of congress.

DoD officials will spend the remainder of 2018 preparing a legislative proposal to “fully establish” the Space Force, which they will submit to Congress early next year.

- Defense One

New DOJ task force to combat fraud

On July 11, the Department of Justice (DOJ) announced the establishment of a Task Force on Market Integrity and Consumer Fraud. President Trump signed an executive order establishing the task force on the same day.

The new task force will investigate and prosecute crimes of fraud committed against the U.S. government or the American people, recover the proceeds of such crimes, and ensure just and effective punishment of those who perpetrate crimes of fraud. These crimes include cyber-fraud; procurement and grant fraud; securities and commodities fraud; digital currency fraud; money laundering; health care fraud; tax fraud; and other financial crimes.

The task force will be led by the Deputy Attorney General, who serves as Chair, and the Associate Attorney General, who serves as Vice Chair, and will invite the participation of other U.S. government entities, including but not limited to the Departments of Treasury, Defense, Health and Human Services, and Homeland Security.

According to Deputy Attorney General Rod Rosenstein, “The President’s order directs the Task Force to invite participation from our law enforcement partners at many departments and agencies. By working together, we can achieve more effective and efficient outcomes. Drawing on our pooled resources, including subject-matter expertise, data repositories, and analysts and investigators, we can identify and stop fraud on a wider scale than any one agency acting alone.”

- Department of Justice

FBI study focuses on pre-attack behaviors of active-shooters

In June the Federal Bureau of Investigation (FBI) released a study on the pre-attack behaviors of active shooters. The new report is Phase II of a previous study on active shooters that was published in 2014 and examined 160 active shooter incidents that took place in the United States between 2000 and 2013.

Whereas Phase I of the study focused on on the circumstances of the active shooting events (e.g., location, duration, and resolution), Phase II of the study assesses the pre-attack behaviors of the shooters, seeking to determine how active shooters behave prior to an attack and what motivated the attack.

The report’s key findings include shooter demographics, how the shooters obtained the weapons used in the attacks, target demographics, and other factors that motivated the attacks.

- Federal Bureau of Investigation
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Future War:
Preparing For The New Global Battlefield

Robert H. Latiff

Alfred A. Knopf, 2017, 192 pp.

Reviewed by John L. Hewitt III

Command Executive Officer, 86th Training Division, 84th Training Command, Fort McCoy, Wisconsin

Haunting, chilling, and realistic. In Future War: Preparing For the New Global Battlefield, Dr. Robert H. Latiff, retired Air Force major general, adjunct faculty member at the University of Notre Dame, and intelligence community member, warns wars in the future will be different, largely because of technological advancements, and as a result, soldiers will encounter more moral, ethical, and legal challenges. He declares “that in this century, war has morphed into something we can scarcely recognize and that future conflicts will be qualitatively and quantitatively unlike those of the past.” He argues that these advancements deserve scrutiny – rigorous debate – from the American public.

Future War is a quick, engaging read. Latiff succinctly articulates the challenges and technologies future wars will present. He weaves his case through an introduction and six chapters, exploring the new face of war; how we got here; effects future wars will have on the soldiers; society and the military; where do we go from here; and a plea to the U.S. public to engage in debates about the implications of rapid technology.

He begins with an ominous scenario where U.S. power grids are attacked, bringing industries to a halt. Think “Wall Street stops trading, hospitals running on backup generators, traffic lights stop working, while a private jet slams into a national security satellite set for launch from Cape Canaveral, and half a world away, commandos attack U.S. interests, initiating the first salvos of war.” A hypothetical of course; however, he sets the stage and presents a new reality that armies will likely not meet on battlefields of yesteryear. Instead, future conflicts will be fought by “hackers, financiers, drug smugglers, contracted agents, who will employ viruses, financial derivative tools, and cyber warfare and fought closer to home.”

Next, he examines the new face of war, asserting that tactics have changed. He asks readers to envision the employment of drones, precision munitions, cyberwarfare, viruses, and robots on the future battlefield. The U.S., he warns, must be prepared to engage countries with similar, and in some cases, more advanced technologies. He cites a group of experts who “identified enhanced humans, robots, electronic warfare, and automated decision making as components of the battlefield in 2050.” Soldiers too will be different, “they will be linked to networks, where analysts monitor their physical health, state of mind, determine weapon and ammunition status, calculate performance contribution to the unit, and issue commands.” They will fight from greater stand-off distances, as robots and machines will conduct the closer fighting.” According to Latiff, “cyber-attacks, surveillance, and computers that will provide assistance to soldiers and resources in the field.”

Next, he explores how the U.S. arrived at this high-tech state. He reveals that for decades, the Department of Defense (DoD) has been researching and developing future combat systems. He provides a list of DoD and U.S. Air Force research priorities, including: “synthetic, biology, quantum information science, cognitive neuroscience, human behavior modeling, and novel engineered materials, and hypersonic vehicles, laser weapons, and autonomous systems.” Pentagon officials have known for years where future war was headed. The American public, he suggests, has not. This is ironic considering that [the U.S.] “is obsessed with technology; [in fact] it seduces us.” Public disengagement from what is going inside the research laboratories (and being employed on the battlefield) could be dangerous. He suggests that the public needs to awaken and fast.

Because these advancements will certainly impact soldiers, the public should be concerned. Latiff reveals that future soldiers may be provided “cognitive-enhanced drugs to improve performance effectiveness and operational tempo,” posing legal, ethical, and moral challenges. What are the implications of medically enhanced soldiers on the battlefield, he asks? Are they morally or legally responsible for their actions? Neurological implants are a consideration as well. What does this mean for soldiers? Could they be hacked by rogue actors? Latiff presents robots on the battlefield as another challenge. Robots, “are helpful, as they do not get emotional, and do not struggle with ethical dilemmas.” But when a robot refuses an order, then what? To say that robots on the battlefield are a panacea, and will keep soldiers out of harm’s way, is shortsighted. Their roles on the battlefield are worthy of debate.

Latiff takes on the relationship between society and the military. He asserts, that “since Vietnam there has been a significant chasm.” Latiff declares the population has little interest and that the willful ignorance of the American public...will have dangerous consequences.” Part of the problem is “U.S. arrogance, hubris, and exceptionalism.” This mindset puts the U.S [population] in a trance, thinking “its technological prowess will be unquestionably superior to all potential enemies,” and creates a disconnection and abdication of oversight responsibility. This is likely a reason why the U.S. is in a state of perpetual war.

With that, Latiff spends a chapter exploring where the U.S. goes from here. He believes the “public will continue to allow the politicians to send the military to war for reasons having nothing to do with security.” He blasts the public’s naiveté and the politician’s ignorance, suggesting that neither is up to the task to discuss or debate the U.S. going to war. Sadly, he may be right. The American public seems consumed with other details of life, and are content to allow the politicians to lead the country down their chosen path.

Readers could agree that technology changes fast and it is hard to keep up with. This idea, however, that “the U.S. population is disengaged from significant security issues” is problematic. There is too much at stake for the citizenry to be asleep at the wheel. Throughout, Latiff constantly reminds readers of the challenges on the modern battlefield. The American public must understand implications and consequences of these initiatives. He warns that “if we do not debate the use of new weapons, we may find there is no turning back once these systems get out of control.” Further, he suggests that “the public [needs to] engage in a robust debate to determine what our military interests are and to know, when, and how [their] forces fight.”

I enjoyed the book, and applaud Latiff for writing a timely, honest book on the complexion of future wars. I recommend this book to policy makers, defense officials, service members, and foreign policy enthusiasts, not to mention, the American public. Members of these communities must be aware of the impending consequences and challenges of future wars and the roles they play. IAJ
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Brigette Tasha Hyacinth

MBA Caribbean Organisation, 2017, 296 pp.

Reviewed by Dr. Kira Hutchinson

Director, Critical Thinking Enterprise, U.S. Army Training and Doctrine Command, Fort Leavenworth, Kansas

Bridget Tasha Hyacinth’s leadership book provides an excellent enterance into the emerging importance of artificial intelligence, robotics and automation, and casts it in the light of leadership considerations. The author provides a solid review of the history of artificial intelligence (AI), an explanation of the terms machine learning, natural language processing, and she also differentiates AI from robotics. She speaks to the great AI awakening and the increasing role of robotics in the marketplace, and makes it clear to the readers that, for better or worse, these technologies are here to stay and will have dramatic impact on organizations and their leaders.

The author challenges her readership to become astute in AI as AI promises to be a significant technological innovation throughout market sectors. She also asks probing questions about the ethical dilemmas that AI will place on leaders. She makes the point that AI will not replace leaders, but used correctly, can inform them and help them to make better decisions. Overall, the author reminds us that leadership remains a human endeavor and provides guidance for turbulent times. The rate of change is only increasing, and leaders must take steps to help organizations create value during digital transformations.

I recommend this book to leaders that wish to increase their understanding of technology and how to stay abreast of digital transformations. IAJ
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The Modern Mercenary:
Private Armies and What They Mean for World Order

Sean McFate

Oxford University Press: New York, 2014, 248 pp.

Reviewed by Kevin Rousseau

Distinguished Chair for National Intelligence Studies, U.S. Army Command and General Staff College, Fort Leavenworth, Kansas

Since the end of the Cold War, the presence of contractors on the modern battlefield has dramatically increased. The reasons why this has happened, and the significance of these developments, are complex and varied. Two books in recent years help explain this phenomenon. In The Modern Mercenary: Private Armies and What They Mean for World Order, Atlantic Council Senior Fellow Sean McFate describes the reemergence of the private military company (PMC) onto the world stage and assesses the implications for international security. Written in a narrative, highly readable style, this is an entertaining book that although short on empirical evidence manages to deliver some reasonable insights.

In Outsourcing Security: Private Military Contractors and U.S. Foreign Policy, U.S. Army School for Advanced Military Studies (SAMS) professor Bruce Stanley laments that typical studies of the increased use of private security have “failed to produce a working theory of the phenomenon.”1 Moreover, Stanley notes that “descriptive accounts by scholars have not been tested with empirical evidence to determine which causal explanations are not only necessary but sufficient to explain the growth of the industry.” 2 Writing in an academic style, Stanley takes a narrower approach than McFate by focusing on the U.S. experience, but this approach provides a deeper and more disciplined analysis. Together, these two works provide a good foundation for understanding the role of military contractors in modern warfare.

The growth of PMC’s inspired McFate to ask several questions: “Why have strong countries such as the United States elected to employ private military forces after centuries of prohibition? Does the privatization of war change warfare, and, if so, does it affect strategic outcomes? What does the privatization of military force augur for the future of international relations?” McFate places the rise of PMCs into context as indicative of broader trends in the current international system that are weakening the principle of state sovereignty and loosening the state’s monopoly on the use of force. The author—a former U.S. Army paratrooper and military contractor—lays out a persuasive case for accepting PMCs as a lasting and potentially useful feature of a changing international system. He concludes by recommending that the international community regulate PMCs to harness and better control the development of private military forces, rather than simply allowing the free market to shape how these organizations evolve.

McFate begins by placing the rise of PMCs within the larger framework of current changes affecting the longstanding Westphalian-based international order. He observes that increased emphasis on international humanitarian law over the principle of sovereignty unintentionally helped create a new market for hired military force.3 Using contracted forces instead of their own troops allows major powers to reduce their casualties “thereby giving the appearance of humanizing warfare.”4 McFate argues that the market for mercenaries opened up in part because “the rise of the humanitarian rights regime had a hand, as it required UN commanders on Balkan battlefields and elsewhere to fight with human rights lawyers by their sides to parse the excessively complex and convoluted rules of engagement on the use of force.”5 Using contractors makes it easier to operate under these potentially burdensome rules. However, an unintended consequence of the major powers’ growing reliance on contracted military capabilities was the introduction of alternative sources of military power onto the modern battlefield.

McFate assesses that the reintroduction of private military forces to the international arena “heralds a wider trend in international relations: the emergence of neomedievalism.”6 After a hiatus of over 400 years, sophisticated private organizations—akin to the medieval Italian condottieri— capable of standing up trained and equipped fighting forces have reappeared to replace or augment professional state-sponsored soldiers on the international scene.7 As the state’s grip on sovereignty has eased, these other actors have begun to encroach on powers previously reserved to the state. The reemergence of contracted military force into international affairs could open the door wider to other non-state actors willing to challenge the state’s monopoly on the use of force.

McFate illustrates his argument with two case studies detailing the different experiences of private military forces in Liberia and Somalia. His Liberia case study provides an example of the positive contributions that a competent and professional PMC can provide as a mentor to less developed militaries. In this case, the U.S. government contracted DynCorp International to provide military advisors and trainers to build a new army for Liberia. McFate, a former DynCorp employee, offers a balanced analysis of the company’s role in shaping the new Liberian military. He explains that Liberia’s experience was largely positive and exemplified the benefits of using competent PMCs, such as their relative efficiency, propensity for innovation, and ready access to valuable skills and resources. However, even in Liberia there were signs of the potential negative aspects of PMCs, such as the prevalence of the profit motive in company decision making, and the ability of a private company to influence the government. The Somalia case study offers a stark contrast to Liberia and a warning against taking a laissez-faire approach to how PMCs are developed. In Somalia, McFate shows how PMCs fostered purely by the free market contributed to greater instability by encouraging the growth of predatory mercenary forces.

McFate draws several inferences from his case studies, such as the apparent resilience and inevitable indigenization of PMCs. He concludes that the industry will probably endure even after major powers such as the U.S. drawdown their contracted forces because local actors will seek to use the skills they learned while employed by PMCs and emulate the practices they observed. His most salient observation is that “the industry is beginning to bifurcate between a mediated market with military enterprisers and a free market populated by mercenaries.”8 McFate describes two alternative paths that PMCs could take as they evolve. One path, exemplified by his Liberia case study, is that of the mediated market and the positive role of competent well-regulated military entrepreneurs. PMCs are a “potential boon to global security” because of the many benefits associated with private military forces that have been properly vetted and trained, such as their potential use by international organizations such as the UN to rapidly deploy their own contracted peacekeeping forces.9 The alternative path, exemplified by his Somalia case study, is to allow the free market to dictate the evolution of PMCs, a path that McFate argues would lead to the proliferation of undisciplined and destructive mercenary forces.

If the book has any weakness, it is perhaps McFate’s tendency to get carried away with his own analogy by overemphasizing the looming dawn of a new medievalism. He unabashedly proclaims that the “parallels between earlier and modern PMCs are strong.”10 For example, McFate treats Count Albrecht von Wallenstein and his role in the Thirty Year’s War as the medieval version of DynCorp.11 Both are military enterprisers rather than mercenaries because they built armies for governments rather than for deployment under their personal command. Eliot Cohen once insightfully cautioned strategists to be wary of false historical analogies and to look “for uniqueness much more than commonality.”12 An historical mind, Cohen reminds us, will use the right analogy to explore a problem and ask the right questions.13 Fortunately, McFate does rise above his analogy and explores some thought-provoking questions regarding the unique role of PMCs in today’s strategic operating environment.

Stanley on the other hand argues that developments in the international environment by themselves do not fully explain the rise of the PMC’s. His examination of the rise of PMC’s is drawn from historical case studies that encompass the U.S. experience in Operations Desert Shield, Desert Storm, Joint Endeavor, Enduring Freedom, and Iraqi Freedom. He notes that domestic politics have also played a role in the development of PMCs, in the U.S. as well as in other advanced industrial democracies. Stanley’s book uses a supply-demand framework to explain the growth of PMC’s. Citing solid research and more measurable evidence, Stanley draws conclusions regarding PMCs that are not limited to the current international situation. For example, Stanley concludes that “when political leaders choose to reduce their nation’s military force structure, they may face conflicts beyond their anticipated scope and duration. Such decision makers are left with no choice but to legalize and legitimize the use of PMC’s, resulting in the use of PMC’s as a deliberate tool of foreign policy.”14

Overall, Stanley’s book rests on research that is more empirical, and his conclusions are probably the more useful ones for policy makers and military officers. The supply-demand framework Stanley uses provides analysis that can help us understand the PMC phenomenon beyond what has been experienced in limited contingency operations. Taken together, these two books complement each other and can help the reader better think about what future roles PMC’s might play in an era of major combat operations against a peer or near peer adversary. IAJ
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