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Worth Noting

House Passes Cybersecurity Legislation

Compiled by Elizabeth Hill 

The House of Representatives passed three bills in late July aimed at strengthening efforts to 
combat cyberattacks on U.S. critical infrastructure. These efforts include increased information 
sharing, advancing cyber technologies, and improving the Department of Homeland Security’s 
(DHS) cybersecurity workforce.

H.R. 3696, the National Cybersecurity and Critical Infrastructure Protection (NCCIP) Act of 
2014, establishes the National Cybersecurity and Communications Integration Center as a federal 
civilian information sharing interface to provide shared situational awareness and share cyber 
threat information among federal, state, and local government entities, as well as private entities. 
According to Subcommittee Chairman Patrick Meehan (R-Pa.), the NCCIP Act “will help us 
responsibly coordinate our cyber defenses and strengthen their civilian leadership while protecting 
Americans’ privacy and civil liberties.”

H.R. 2952, the Critical Infrastructure Research and Development Advancement (CIRDA) 
Act of 2014, directs the Secretary of Homeland Security to relay to Congress a strategic plan for 
research and development of cybersecurity and physical security technologies. The CIRDA Act 
also calls for reports on DHS’s use of public-private research consortiums.

H.R. 3107, the Homeland Security Cybersecurity Boots-on-the-Ground Act, requires 
the Secretary of Homeland Security to develop classifications for cyber expertise used in the 
department and make those classifications available to other federal agencies. The bill also requires 
the Secretary to conduct an annual assessment of the readiness and capacity of the DHS workforce 
to meet its cybersecurity mission. IAJ

Stimson Center Reports on U.S. Drone Policy

The Stimson Center recently published a report on U.S. drone policy. Recommendations 
and Report of the Task Force on U.S. Drone Policy represents a preliminary effort to respond to 
President Obama’s May 2013 call for constructive new approaches to thinking about the use of 
unmanned aerial vehicles (UAVs), often referred to as “drones”.

In response to the president’s call, the Stimson Center created a distinguished 10-member 
task force on U.S. Drone Policy. Task Force members drew on their experience in the military, 
intelligence, foreign policy, and legal communities, and also sought recommendations from experts 
in technology, human rights, and business.

The Task Force’s report examines the military and national security benefits of using UAVs, 
and offers eight detailed recommendations for UAV strategy. Among Stimson’s recommendations 
are charges to improve transparency and develop more robust oversight and accountability for UAV 
use in targeted strikes. The report also calls for increased interagency research and development, 
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Report Addresses Cyber, Terror Threats

The Bipartisan Policy Center released a report in July warning of myriad cybersecurity and 
terrorism threats to the United States. The report, Today’s Rising Terrorist Threat and the Danger 
to the United States: Reflections on the Tenth Anniversary of The 9/11 Commission Report, is a 
product of former 9/11 Commissioners.

According to the commissioners, the U.S. fight against terrorism has entered “a new and 
dangerous phase,” with Al Qaeda-affiliated groups gaining strength throughout the Middle East. 
The report also cites foreign fighters returning from Syria and Iraq, resistance to counterterrorism 
reform among members of Congress, and “counterterrorism fatigue” among U.S. citizens as 
growing concerns. On the cyber front, the commissioners assert that cyber readiness lags far behind 
the threat, saying that the U.S. is “at September 10th levels in terms of cyber preparedness.”

Proactive counterterrorism measures are needed to deter these threats, and the commissioners 
make many recommendations in this report. Included in their recommendations are the sustainment 
of counterterrorism authorities and budgets, increased transparency with the American public, and 
Congressional legislation to address and counter cyber threats.

The commissioners also recommend that future Directors of National Intelligence should 
focus on coordinating the efforts of the various intelligence agencies and advancing interagency 
information sharing, especially counterterrorism information sharing throughout the Intelligence 
Community. IAJ

Cyber Exercise Improves Interagency Cooperation

In July, 550 participants engaged in Cyber Guard 14-1, a two-week exercise designed to 
test operational and interagency coordination in the event of a domestic cyberspace incident. 
Participants included elements of the National Guard Reserves, National Security Agency, and 
U.S. Cyber Command, as well as individuals involved in U.S. government, academia, and industry.

During the exercise, Cyber Guard participants demonstrated their support to Department of 
Homeland Security (DHS) and FBI responses to foreign-based cyberattacks on simulated critical 
infrastructure networks. The exercise acted as a “test drive” of operational capabilities and 
interagency coordination between DoD components, the FBI, and DHS.

Officials stated that in the event of a domestic cyber incident, federal agencies have 
specific, complementary roles. Greg Touhill, deputy assistant secretary of homeland security for 
cybersecurity operations and programs, stressed the importance of interagency preparedness, 
saying that “Practicing as an interagency team is essential to ensure national response to cyber 
events produce results that are effective and efficient.”

The event was executed by Cybercom and hosted by the FBI at the National Academy in 
Quantico, Virginia. IAJ 

which should advance U.S. national security interests while flagging any legal, ethical, and strategic 
implications of emerging UAV-related technologies. IAJ


