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Synchronization
of Civil Information Management 

Special operation forces (SOF) and interagency partners face unique challenges when conducting 
civil information management (CIM) within the joint interagency, intergovernmental, 
and multinational (JIIM) environments. Information management requires a streamlined 

technologic system that reduces redundant technological platforms for civil information sharing. 
Currently, there are more than ten platforms that exist between the military and interagency that 
are capable of synchronizing and distributing civil information. The lacking definitive definition 
of collaboration and the necessary technology solution that facilitates streamlined civil information 
sharing between the Department of Defense (DoD) and the interagency create problematic resistance 
barriers to streamlined information sharing. 

Synchronizing CIM systems improves the sharing of civil information throughout the JIIM. 
SOF and the interagency community (IC) have successfully shared information, to include civil 
information and intelligence, foiling more than 60 terrorist attacks against the U.S.1 Information 
sharing and deconfliction requires significant synchronization.2 Successful CIM depends on 
streamlining organizational processes, synchronizing assets, and developing priorities.

Technology provides the necessary software and infrastructure solutions needed for collaborative 
analysis of civil information that can be leveraged by combatant commanders to inform and 
influence the decision-making cycle to achieve strategic success. Streamlining technological 
infrastructure enables organizations operating within the JIIM to maximize the use of civil 
information. Technology is the driving factor of synchronization.3 The United States Special 
Operations Command (USSOCOM) has built one of the most network-centric organizations, with 
the capability to collaborate across military and civilian networks.4 Utilizing a joint program of 
record for CIM,5 capable of framing the civil domain by synchronizing civil information in the 
multilateral JIIM environment would increase efficiency and collaboration.
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Literature Review

SOF face multilateral challenges in 
maximizing civil information sharing. 
Multilateral challenges exist in two areas: lack of 
common policy that enables synchronization and 
collaboration of civil information between SOF 
and the interagency when conducting special 
warfare6 and the resistance to streamlining 
organizational and technological systems for the 
goal of creating transparency. Concise definitions 
for the conduct of interagency collaboration are 
lacking and often overlap with other definitions 
necessary for collaboration within the JIIM; 
for example, a Congressional Research Service 
(CRS) search of Lexis-Nexis revealed 21 
examples of interagency collaboration that 
lacked a definitive definition.7 Multilaterally, 
these challenges exist for coalition forces and 
host nation partners.

The multilateral approach to special warfare 
activities in the JIIM environment has seen 
successes that range from the Office of Strategic 
Services in World War II to Operation Enduring 
Freedom. Developing multilateral relationships 
among partnered nations, interagency 
organizations, and the military must focus more 
on operational efficiency and less on source 
protection.8 The development of cohesive policy 
for the conduct of civil information sharing will 
shape future successes by streamlining mission 
command infrastructure technologies, while 
promoting efficiency and reducing organizational 
resistance to collaboration.

The CRS examined current agreements 

and activities to enhance joint efforts among 
federal agencies, shared responsibilities, and 
overlapping jurisdictions. Collaboration is 
defined as “any joint activity by two or more 
organizations that is intended to produce more 
public value than could be produced when the 
organizations act alone.”9 Precise definitions for 
conducting interagency collaboration are lacking 
and often overlap with other definitions that 
are necessary for JIIM collaboration. Lacking 
and overlapping collaboration policies create 
information-sharing resistance. The Government 
Accountability Office (GAO) loosely defines 
collaboration as two or more organizations 
contributing for greater gain and is generically 
considered to be cooperation. The GAO found 
that the generic interpretation of collaboration 
within the interagency community has created 
seven types of collaboration, 34 overlapping 
definitions, and 200 collaborative devices, many 
of which were determined to hinder matters of 
national security.10

Leaders within the interagency community 
identify the lack of authority and legislative 
policy as key elements that hinder collaboration, 
which are further complicated by a multitude 
of information technology solutions that do 
not easily facilitate information sharing. The 
CRS cites the changing nature of government 
organizations, politico-economic pressure, 
overlapping agency responsibilities and 
jurisdictions, and crisis response as rationales 
for definitive improvement in collaboration 
and coordination.11 The CRS suggests that 
resolution begins with eliminating fragmented 
policymaking and implementing collaborative 
policies that mitigate redundancies and provide 
clear directives and jurisdictions for interagency 
collaboration.

In the conduct of special operations, 
literature trends associated with CIM indicate 
that information sharing is critical to operational 
success in a complex environment.12 Dawes 
indicates the benefits of improved efficiency 

The development of cohesive 
policy for the conduct of 
civil information sharing will 
shape future successes by 
streamlining mission command 
infrastructure technologies...
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The associated cost of network 
infrastructure development 
and management is a limiting 
factor for synchronizing 
civil information.

outweigh the associated risk of misuse of 
information and data management. Policymakers 
face significant challenges, such as organizational 
resistance, organizational discretion, and 
multiple networks, when developing clear 
procedures for information management 
and utilization across multiple agencies and 
systems.13 Current data indicates that there is not 
a standardized system for synchronizing multiple 
CIM technology platforms. The value and impact 
of collaborative civil information sharing are not 
effectively measured. The literature reviewed 
does not reflect measurable effectiveness 
statistically; rather, effectiveness is reflected 
through opinion polls of nongovernmental 
organizations (NGOs). Although NGO input 
is valuable, it does not accurately depict the 
effectiveness of information sharing given 
the differing nature of NGO humanitarian 
operations when compared to special operations 
conducted by USSOCOM. Civil information 
sharing provides a unique representation of 
the human domain that when shared among 
different agencies and organizations increases 
productivity and improves policymaking.14 
The associated cost of network infrastructure 
development and management is a limiting 
factor for synchronizing civil information.15 
The cost of network system development 
and management warrants further research to 
determine the impact with the associated cost, 
creation, implementation, and management of 
information sharing. USSOCOM has approved 
the capabilities and production document 
enabling United States Army Special Operations 
Command (USASOC) to secure fiscal year 
2017 funding for the transition of the Civil 
Information Management Data Processing 
System (CIMDPS) to the Joint Civil Information 
Management System (JCIMS). 

This article analyzes the correlation between 
the normative value of civil information sharing 
and the conduct of CIM in the JIIM. Can 
reducing the number of information systems 

improve the sharing of civil information 
across the JIIM while improving relationships 
throughout the SOF enterprise? Based on the 
data presented and literature reviewed from Hun, 
Beadenkopf, Kaiser, Carafano, and Hanhauser, I 
argue that an autonomous adaptive strategy for 
the standardization of CIM across a synchronized 
technological infrastructure will improve the 
conduct of special operations in the JIIM.

Unilateral and Multilateral 
Challenges

Countering twenty-first century threats 
poses unilateral and multilateral challenges for 
conducting special operations in a complex JIIM 
environment. The evolving complexity of the 
global environment presents SOF with unilateral 
and multilateral challenges for maximizing 
civil information sharing. Challenges exists in 
three areas unilaterally: the lack of common 
legislation that synchronizes CIM in support 
of SOF and interagency operations, the 
conduct of special warfare16and irregular 
warfare 17 activities, and the synchronization 
of organizational technologies creating 
transparency, further building trust within the 
JIIM. The multilateral challenge is sharing civil 
information with coalition forces, host nation 
partners, and the interagency. Over classifying 
civil information limits information sharing. 
Accurately classifying civil information ensures 
the greatest dissemination of information and 
provides coalition forces and host nation partners 
access to information that is otherwise limited 
by classification. Likewise, the interagency 
shares information through internal and external 
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agreements that define the terms and authorities 
of the information being shared. The GAO 
identified 200 processes for collaboration and 
indicated that these overlapping procedures 
hinder national security.

The current complex CIM technology 
infrastructure limits the effective synchronization 
and distribution of information throughout 
the JIIM. Figure 1 demonstrates the current 
limitations and the potential gains for expanding 
a current civil information management program 
of record to a joint program of record. The benefit 
of expanding civil information management into 
a joint program of record is the facilitation of 
streamlined civil information sharing through 
an accessible information communication 
technology solution. The limitation of non-
synchronized, civil-information databases 
presents a multilateral challenge that impacts 
the input of information from sister services, 
the interagency community, NGOs, and host 
nation partners. Providing the added dimension 
of civil information collected from external 
organizations, such as NGOs and host nation 
partners, expands the DoD capability to provide 

collaborative civil information analysis that 
influence strategic success. 

CIMDPS is the USSOCOM program 
of record for synchronizing and collating 
civil information. USSOCOM has proposed 
transitioning from CIMDPS to JCIMS. The 
transition will broaden the global SOF enterprise 
by enhancing information access across the 
JIIM that further enables efficient coordination, 
collaboration, and cooperation in the pursuit 
of strategic effects. Data suggests that joint 
synchronization of the information infrastructure 
effectively integrates multiple operating systems 
for CIM and increases the efficient distribution 
of civil information. Streamlining the access to 
civil information sharing fosters collaboration 
and efficiency.

Civil Information Sharing 
Infrastructure

Information and communication technology 
is the driving factor for the synchronized 
distribution of civil information that provides 
accessible real-time information for rapid 
decision-making. USASOC has built one of the 

Figure 1. Transition from CIMDPS to JCIMS enhances information sharing.18
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Civil information management 
provides a detailed 
comprehensive understanding 
of the impact of the civil domain 
on the operational environment.

most network-centric organizations within the 
JIIM, with the capability to collaborate across 
military and civilian networks.19 Technology has 
enabled organization-centric solutions dependent 
upon the operating network utilized for CIM. 
Special operations often require the use of 
mobile ad hoc networks for locating, managing, 
and allocating resources in areas where network 
infrastructure may not be available.20 The ability 
to establish accessible networks of different 
classifications is an equally-critical variable for 
information sharing. Mobile ad hoc networks 
and their classification levels in support of 
special operations within the JIIM environment 
should be considered when framing the civil 
domain and evaluating civil information.

Civil information management provides a 
detailed comprehensive understanding of the 
impact of the civil domain on the operational 
environment. Information management is 
equally important during offensive, defensive, 
and stability operations. Numerous CIM systems 
exist at the geographic combatant command 
and below. For example, United States Pacific 
Command (USPACOM) and United States 
Southern Command (USSOUTHCOM) utilize 
a combatant command-sponsored program 
called All Partners Access Network (APAN); 
USSOCOM utilizes CIMDPS; the United 
States Marine Corps utilizes the Marine 
Civil Information Management System; the 
interagency utilizes systems. such as the 
Overseas Humanitarian Assistance Shared 
Information System, APAN, and Preservation 
Information Exchange; while the intelligence 
community utilizes the Distributed Common 
Ground System. Each of these systems has a 
differing classification level and capability for 
information sharing that range from geographic 
information system file sharing to real-time chat 
applications. 

Problematically, the multitude of information 
and communication technology (ICT) systems 
fails to provide a collaborative analysis 

of the civil domain within the operational 
environment.21 The CIMDPS JCIMS Steering 
Committee suggests that transitioning CIMDPS 
to a joint program of record will expand the 
current data-sharing capability and synchronize 
the multitude of ICT systems across the JIIM 
environment. 22 In fiscal year 2017, CIMDPS 
will transition to a joint program of record. 
The joint program of record transition enables 
synchronization of the civil information sharing 
infrastructure within the JIIM, which mitigates 
resistance barriers associated with culture, 
doctrine, and best practice challenges, while 
providing a comprehensive streamlined access 
point for analysis of the civil domain.

Guiding Directives

Within the JIIM, a concise definition 
for the conduct of interagency collaboration 
is lacking and often overlaps with other 
necessary collaboration definitions. To address 
all stakeholder interests within DoD and the 
Department of State, a comprehensive legislative 
policy that defines collaboration and establishes a 
protocol for information sharing is needed. DoD 
Directive (DoDD) 2000.13 addresses the need 
to synchronize the organization by coordinating 
with other government agencies, host nation 
militaries, and civil agencies.23 DoDD 3000.07 

provides the necessary guidelines facilitating 
global collaboration and civil information 
sharing.24  

A definitive language for interagency 
collaboration is lacking.25 The CSR suggests 
resolution begins with eliminating fragmented 
policymaking and implementing collaborative 
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policy that mitigates redundancy and provides 
clear directives and jurisdictions for interagency 
collaboration. The lack of a common policy 
definition for CIM within the JIIM environment 
creates the greatest challenge—providing clear 
procedures for the utilization and management 
of information across multiple entities.26 DoDD 
2000.13, and 3000.07 begin to synchronize 
the organizational infrastructure for civil 
information sharing and collaboration. Hun et al. 
suggest further collaborative policy is needed to 
mitigate secrecy and promote efficiency within 
the JIIM.27 Arguably, a multitude of policy and 
directives exist to foster collaboration. A strategy 
for integration that stems from collaboration 
across the JIIM and utilizes a synchronous 
information communication technology solution 
is a more feasible approach.

Successful Information Sharing

Special Operations Command (SOCOM) 
2020 positions SOF to be globally networked 
throughout the JIIM to rapidly and persistently 
address regional threats to stability. In support 
of the National Defense Strategy, collaborative 
information sharing has manifested success 
in the integration of SOF, conventional, and 
interagency counterparts. Successful information 
integration is dependent upon flattening 
the organization, synchronizing systems, 
information collection assets, and intelligence 
development priorities. Table 1 demonstrates 

the potential benefits and possible barriers 
associated with synchronizing civil information 
management.

Strategic success, that is the ability to 
implement operational systems that produce 
predictable outcomes and directly contribute 
to the decision-making process, is rarely 
defined by a specific accomplishment. Civil 
information sharing has mitigated the threat 
of terrorism against the U.S., improved global 
military and interagency effectiveness, and 
reduced unnecessary expenses associated with 
information and communication technology 
development. Strategic success has directly 
resulted from civil information sharing within 
the JIIM. 

Since the Heritage Foundation began 
tracking post 9/11 foiled terrorist attacks against 
the U.S. in 2007, 69 foiled terrorist plots have 
been reported.28 Increased information sharing 
between the U.S. and its allies has improved 
interagency communications among the 
State Department, the Department of Justice, 
the Department of Homeland Security, and 
the interagency community, and support for 
NATO and U.S. counterinsurgency strategies 
in Afghanistan, as well as for missions around 
the globe, are eliminating terrorist safe havens.29 
Information sharing ensures the comprehensive 
domestic counterterrorism enterprise is capable 
of understanding the evolving complex terrorism 
threat in the strategic defense of the U.S.30 

Categories Benefits Barriers

Strategic (Micro)

• Synchronizes the joint network domain

• Policy-guided collaboration

• Accountability

• Multiple networks

• Policymaker resistance

• Organizational discretion

Operational
• Collaborative operational picture

• Promotes strategic success

• Interagency source sharing

• Organizational solutions

Tactical (Micro)
• Streamlines CIM

• Expands collaboration

• Tactical organization

• Change Resistance

Table 1. Jones CIM benefit/barrier comparison.



 Features | 93Arthur D. Simons Center for Interagency Cooperation, Fort Leavenworth, Kansas

Successful information sharing requires 
significant synchronization and deconfliction.31 
The Heritage Foundation study demonstrates the 
effectiveness of collaborative civil information 
sharing. Civil information provides the 
operational picture of the human domain that 
supports military and interagency operations. 
The complexity of the emerging terrorism 
threat underscores the importance of global 
collaboration and cooperation. Collaboration and 
cooperation is a move beyond the independent 
centers of excellence within the geographic 
combatant commands and the interagency 
community. Sharing civil information across 
the JIIM environment requires an autonomous 
adaptive approach encompassing both the 
military and interagency to accomplish 
organizational synchronization.

Discussion

This discussion reviews the benefits and 
challenges of synchronizing CIM to increase 
effective collaboration within the JIIM and 
proposes future research recommendations. 
Can synchronizing the numerous CIM systems 
through a singular ICT infrastructure, such as 
JCIMS, improve civil information distribution 
throughout the JIIM? An examination of current 
DoD policies, USSOCOM guiding directives, 
and military-interagency information sharing 
success trends identifies three issues: defining 
the definition of interagency collaboration 
within the JIIM, synchronizing a complex ICT 
infrastructure, and developing a multilateral 
policy for sharing and synchronizing civil 
information.

Synchronizing CIM requires an autonomous 
adaptive approach to establish a definitive 
definition of collaboration, facilitate information 
sharing within the joint interagency environment, 
and fully implement the transition to JCIMS 
across the levels of war (strategic, operational, 
and tactical). Information and communication 
technology intensive systems, such as JCIMS, 

must synchronize data received from the 
operational environment and interact across 
the JIIM to provide the geographic combatant 
commander with an operational framework of 
the civil domain. Civil information management 
synchronization cannot be accomplished with an 
autonomous software solution. Synchronizing 
civil information requires an autonomous 
adaptive strategy of personnel and technology 
to monitor the internal system (JCIMS) and 
the operational environment. Information 
providers, system operators, and network 
technicians are the adaptive elements that enable 
the autonomous element (software) to provide 
the civil domain common operating picture. In 
addition to the autonomous, adaptive strategy, 

guiding policies that standardize collection and 
input of civil information between the DoD 
and the interagency are needed. Establishing 
guiding policy can mitigate the confusing 
interagency collaborative framework identified 
by the GAO. An autonomous, adaptive system 
strategy enables stakeholders to shape diverse 
policies into common language that benefits 
numerous agencies throughout the joint 
interagency environment. An autonomous, 
adaptive system strategy enables users at 
the strategic, operational, and tactical levels 
of war to implement the transition to the 
JCIMS. Utilization of multilateral guidelines 
maintains the SOF capacity to frame the civil 
domain providing the geographic combatant 
commanders the ability to adapt to emerging 
twenty-first century threats.

Synchronizing civil information 
requires an autonomous 
adaptive strategy of personnel 
and technology to monitor the 
internal system (JCIMS) and 
the operational environment.
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Support for Standardization

United States Army Special Operations Command and other government agencies have 
each established separate, non-synchronized, CIM systems to support their operations. There 
is organizational support for standardizing the collection and management of civil information 
within the DoD. Army Special Operations Forces (ARSOF) 2022 establishes a benchmark for 
the development of a standardized system for information sharing. Standardizing information 
management operations within the JIIM environment is an extensive, large-scale implementation 
that will require multilateral agreement upon guiding legislation that solidifies the practices across 
the DoD and the interagency community. Synchronizing CIM policy and systems cannot be broken 
down into smaller policies until a clear policy that synchronizes information collaboration is 
established. Policy implementation requires complex utilization of policy, power, and negotiation.32 
Additional policy alone will not facilitate improved information management. Improving information 
management also requires an effective ICT solution that is user friendly and accessible across the 
joint environment. Utilizing an autonomous, adaptive strategy of people and technology for the 
implementation of the JCIMS program of record enhances the synchronization by mitigating the 
associated time and cost of developing an autonomous software solution. 

The nature of conflict is evolving into an ill-defined, complex, grey area of political conflict 
teetering on the verge of full-spectrum conflict. The strategic challenge facing the DoD and the 
interagency is adopting and implementing a concise policy for collaboration and the conduct of 
CIM. Synchronizing the multitude of information and communication technologies systems is an 
essential element of maintaining an interconnected, joint enterprise capable of addressing complex 
and emerging threats. Expanding the current U.S. Army program of record for CIM into a joint 
program of record is a significant move toward multilateral synchronization and is scheduled to 
go into effect fiscal year 2020. There remains a need for unified policy that establishes concise 
definitions of collaboration and synchronization between the military and interagency. Utilizing an 
autonomous, adaptive strategy for implementing a joint CIM program will improve information 
collection, enhance collaboration, and improve trust within the JIIM. Through the application of 
comprehensive CIM, framing the civil domain enables informed operational development, which 
influences strategic success. IAJ
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