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From the Editor-in-Chief
The InterAgency Journal is pleased to once again partner with expert practitioners and scholars from

across the interagency to bring you this special edition on Weapons of Mass Destruction. I thank Drs.
Amy Nelson and Mark Mattox for their work in collecting and editing the manuscripts and reviews from

the National Defense University’s Countering WMD Graduate Fellows. I invite you to further investigate
their work at NDU’s Center for the Study of Weapons of Mass Destruction.

This collection of essays, both new and revisited works, illustrates that concerns over weapons of

mass destruction are not a relic of the Cold War and are subjects of daily concern to national security
professionals. The topics addressed are wide ranging and timely. It continues to be true that our work
to protect the American people must be an interagency effort. Enjoy these thought-provoking reads.

If you or your organization have expertise on a particular topic and desire to work with us to add your

thoughts to the interagency discourse through publication of a special edition issue of the InterAgency
Journal, please contact our managing editor.

Thank you for reading this issue of the InterAgency Journal. The Simons Center continues to strive

to improve our utility to the interagency community. Your feedback is always welcome. I invite you to

visit our website where you can stay abreast of the latest interagency happenings and benefit from our
various interagency speakers’ presentations. – RMC
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Situating

Weapons of Mass Destruction
in our Interagency Thinking

by Amy J. Nelson and John Mark Mattox

2

018 was a banner year for national strategies. It witnessed the publication of a National
Security Strategy, a National Defense Strategy, a National Strategy for Counterterrorism, a
National Strategy for Countering WMD Terrorism, a National Biodefense Strategy, a National
Cyber Strategy, and, of course, a Nuclear Posture Review, which operates as a strategy as well. A
major driving impetus—if not the major driving impetus—behind each of these documents was a
deeply held concern over the imperative to protect the nation from the effects of weapons of mass
destruction (WMD). To these top-level documents can be added a large array of other, more narrowly
circumscribed implementing documents, directives, and regulations, which, in one way or another,
echo the concern over WMD.
In addition to this proliferation of official statements, it may be argued that the recent past
also has witnessed an increased willingness to understand “WMD” in terms not limited to those
specified in official bureaucratic definitions (e.g., nuclear, chemical, biological, and, in some cases,
high explosives). Moreover, the evolving understanding of what constitutes, or what meaningfully
impinges on, WMD discourse certainly is not limited to narrow legal understandings intended to
prosecutorial purposes (e.g., pipe bombs, pressure cooker bombs, grenades, etc.)—as useful as
the courts may have found such understandings to be. Rather, one now sees repeated implications
for WMD in the new warfighting domains of space and cyberspace; and emerging technologies
such as artificial intelligence, 3-D printing, gene editing, and conventional weapons technology,
which rivals, or can enable, the effect of WMD. All of these “new” topics enjoy growing stature
as legitimate topics for WMD discourse. Moreover, convergences among combinations of these
concerns compound security risks to an exponential degree.
Amy Nelson, Ph.D., is a Research Fellow at the National Defense University Center for the Study
of Weapons of Mass Destruction. Nelson is also a Research Scholar at the Center for International
and Security Studies at Maryland.
John Mark Mattox, Ph.D., is the Director of the Countering Weapons of Mass Destruction Graduate
Fellowship Program and a Senior Research Fellow at the National Defense University Center for
the Study of Weapons of Mass Destruction.
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The combination of WMD-related national strategies and new or enhancing security threats
suggests that, far from being a passé Cold War relic, the concern over WMD is very much with
us in the second decade of the 21st century, and that concern shows no sign of abating. This
much is certain: Dealing with WMD at the very practical, operational level of interagency activity
will require a concerted, cooperative, and interoperable effort by every person charged with the
imperative to make the interagency operate. To that end, six interagency practitioners and Master of
Arts degree recipients from the National Defense University Countering WMD Graduate Fellowship
present, in this special edition of the InterAgency Journal, important perspectives on pressing
WMD-related issues.
We begin with an exploration of four topics of great significance in emerging WMD discourse:
• Sean R. Watterson explores the implications of enhanced research in the rapidly maturing
field of synthetic biology.

• Richard C. Robbins considers the implications of hypersonic strike weapons for interagency
planners.
• Thomas F. Moore takes an innovative look at emerging possibilities for the use of insects as
WMD.
• Habi Mojidi offers timely insights into the use of nano-bio sensor systems to conduct
biosurveillance.

We continue with articles by Alexi Franklin and Punna Khanna Hayes, which tackle the perennial
problem of WMD-related definitions across the interagency.
Finally, we conclude with book reviews by Jenny L. Naylor, Paul A. Sigler, and Kevin J. Latman,
each on topics concerning which interagency operators can ill-afford to be unaware.
Each author* is a graduate of the National Defense University Countering Weapons of Mass
Destruction Graduate Fellowship Program. This highly competitive program is fully funded for
persons selected from the Department of Defense and is open under a separate funding arrangement
to federal employees across the interagency. For more information, visit https://wmdcenter.ndu.edu/
Education/CWMD-Graduate-Fellowship. IAJ
*Note: This statement excludes the two articles authored by Kevin L. Stafford and Robert P.
Kozloski, which were originally published in the InterAgency Journal in 2012. Quan Hai T. Lu,
whose article was originally published in the InterAgency Journal in 2015, is a graduate of the
National Defense University Countering Weapons of Mass Destruction Graduate Fellowship
Program.

The views expressed in this article are those of the authors and are not an official policy or position
of the National Defense University, the Department of Defense or the U.S. government.
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Enhanced Research into

Synthetic Biology
by Sean R. Watterson

S

ynthetic biology is a field of science that draws from methodologies found in engineering
disciplines, such as computer engineering, electrical engineering, control engineering, and
computer science, to construct new biological systems or modify existing ones.1 The field
has the potential to enable the creation of new and deadly biological pathogens without the need
for specialized knowledge, large amounts of money, or sophisticated bioweapons programs. Since
advances in synthetic biology are occurring rapidly, hostile actors with limited expertise and means
may soon be able to design and employ biological weapons derived from these advances. To reduce
the efficacy of a potential, synthetic, biological weapons attack on U.S. soil, the U.S. must identify
domestic targets that are at risk for an attack, determine how a hostile actor would develop and
employ a synthetically-developed bioweapon, and synthesize biological protections to prevent
loss of life. In this article, I argue that to accomplish these goals, the U.S. interagency should,
(1) identify vulnerabilities of U.S. citizens to biological weapons by conducting a “vulnerability
assessment,” (2) develop its own limited supply of synthetic pathogens for research purposes,
bound by the constraints of biological weapons treaty obligations, and (3) harness the power of
these new technologies to develop synthetic protections such as inoculations, vaccines, antibiotics,
and immuno-boosters. Failure to do so could result in the U.S. being poorly prepared to handle a
potential biological attack.
Background

The idea that synthetic biology could be used to create a deadly pathogen is already a reality.
In 2016, virologist David Evans used synthetic biology to create de novo the horsepox virus at a
cost of approximately $100,000 over the period of about six months.2 In doing so, Evans was the
first to publicly demonstrate the ability to create a pox virus. While he is an expert on viruses and
understands viruses much better than an amateur biologist, there are many others with his level of skill.3
Sean R. Watterson is a Submarine Systems Program Manager at the Naval Sea Systems Command.
He received a M.S. Degree in WMD Studies as a National Defense University Countering WMD
Graduate Fellow.
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In 2002, geneticists recreated the poliovirus
using synthetic biology techniques developed
in the 1980s.4 At the time, the geneticists
correctly predicted that the possibility to
synthesize any virus would exist in the future.5
Now, using techniques such as clustered
regularly-interspaced short palindromic
repeats,”(CRISPR), a procedure that rapidly and
easily modifies genes at a low cost,6 the ability
to create the poliovirus is even more widespread
than it was sixteen years ago, making the threat
of polio more dire.
Beyond recreating known viruses, synthetic
Beyond recreating known
viruses, synthetic biology has
the potential to enable the
creation of novel viruses.
biology has the potential to enable the creation
of novel viruses. In a Science Magazine
article regarding the horsepox synthesis,
bioethicist Nicholas Evans of the University of
Massachusetts Lowell states that with synthetic
biology “someone could create something as
lethal as smallpox and as infectious as smallpox
without ever creating smallpox.”7 Whereas a
biological attack using the poliovirus or smallpox
is a grave threat, an attack using a previously
unknown virus with unique genetic properties,
behaviors, symptoms, and lethality presents an
even greater threat.
The U.S. already has a robust biological
defense program implemented across the
interagency that includes the Department of
Defense (DoD), the Department of Homeland
Security (DHS), the Department of Justice (DOJ),
the Centers for Disease Control and Prevention
(CDC), the National Institutes of Health (NIH),
the Department of Health and Human Services
(HHS), the Department of Veterans Affairs (VA),
and the Department of Agriculture (USDA).8 It is
the mission of these agencies to reduce the risk
of a biological weapons attack on the U.S. and,
8 | Features

to a certain extent, they are already undertaking
measures to mitigate such a risk—but there is
room for additional efforts.
U.S. Endeavors:
Vulnerability Assessment

A vulnerability assessment is a process that
identifies exploitable weaknesses in a system
and suggests options to eliminate or mitigate
those weaknesses.9 One typically conducts this
type of assessment to help inform planning and
capability investments.10 The DHS, for example,
performs vulnerability assessments when it
conducts a thorough risk analysis in order to
gauge points of weaknesses alongside potential
threats and their consequences for a scenario.11
In conducting a vulnerability assessment, DHS
identifies potential risks, categorizes the risks by
likelihood and consequence, and then seeks to
counter these risks via appropriate means.
Broadly, “vulnerability” is having exposure
to the possibility of a harm or attack.12
To assess U.S. vulnerability to biological
weapons, one might profitably reference an
analogous application of vulnerability from
the climate change literature, which calculates
the vulnerability of a given population to the
effects of climate change as a function of that
population’s exposure to a particular climate
threat or risk, sensitivity to the threat or risk,
and ability to adapt do the threat or risk:
vulnerability =
f (exposure, sensitivity, adaptive capacity) 13
For vulnerability to climate change, “exposure”
represents factors such as a percentage of the
population’s roads that are exposed to flooding
or a percentage of the population’s buildings that
are exposed to damage from wind or weather.14
“Sensitivity” represents factors such as a
population’s access to critical infrastructure such
as transportation terminals or the percentage
of dependent demographic groups such as
the very young or the very old.15 “Adaptive
InterAgency Journal Vol. 10, No. 2, 2019

capacity” represents factors such as human and
civic resources, such as the percentage of the
population that is in the workforce, population
wealth, the ability of a population to recover
from natural disasters, or the percentage of the
population that is educated.16
For biological weapons, a population’s
vulnerability must likewise include exposure,
sensitivity and the ability to adapt. In this
application, exposure to a biological weapon
would represent the percentage of people
infected by a pathogen in a geographic location;
sensitivity would represent a population’s access
to critical infrastructure, such as hospitals, as
well as a population’s overall health and genetic
susceptibility to ailments that may be associated
with biological weapons; and adaptive capacity
would represent civic resources, such as the
percentage of the population that has been
inoculated through vaccination.
The U.S. has previously recognized and
assessed vulnerabilities to biological weapons
as part of a 1996 study commissioned by Deputy
Secretary of Defense John White to examine
approaches and technologies that the U.S. armed
forces could use for physical protection against
chemical and biological agents in the battlefield.17
The need for this study arose from concerns
raised by Gulf War veterans who believed
they were exposed to chemical and biological
weapons during Operations Desert Shield and
Desert Storm.18 The DoD needed to assess that
vulnerability in order to protect against potential
future attacks that could exploit it. While the
DoD was not able to identify specific causes of
the veterans’ symptoms, it did recognize that its
armed forces had a vulnerability to biological
and chemical agents/attacks.19
Because the 1996 DoD assessment did not
address synthetic biological weapons specifically,
and because DoD has not yet conducted a
vulnerability assessment for synthetic biological
weapons, it may be argued that it should assess
the vulnerabilities of U.S. citizens today. This

vulnerability assessment for synthetic biological
weapons could follow the format of the DHS’s
vulnerability assessments, allowing assessments
of entire populations (in contrast to DoD model,
which assesses vulnerabilities of U.S. service
members). Like previous assessments, it could
first identify potential risks to U.S. populations,
then categorize the risks by likelihood and
consequence, and finally prepare to respond
to any potential attack using the appropriate
response action or set of actions.
Vulnerability assessments come with
their own risks. If a state or nonstate actor
with nefarious intentions became aware of the
existence of the U.S. vulnerabilities, the actor
could seek to exploit the vulnerabilities by
crafting a biological weapon tailored to them.
Additional risk comes from the potential for
nefarious actors to steal this vulnerability
information, as well as from the emergence of
brokers that could widely proliferate the stolen
vulnerability information.20
In any case, a comprehensive vulnerability
In any case, a comprehensive
vulnerability assessment
is an interagency task.
assessment is an interagency task. In order
to implement findings from assessments,
the interagency should now coordinate to
conduct vulnerability assessments and develop
protections (including inoculations, vaccines,
antibiotics, and immuno-boosters tailored
to specific populations). This will help limit
or nullify the potential effects of biological
weapons based on their specific vulnerabilities.
U.S. Endeavors: Recommendations
for Science Research

Given that scientists have demonstrated the
ability to reconstruct deadly viruses and have
created de novo viruses, the U.S. interagency
must invest in research identifying further
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potential virus-causing pathogens before persons
with malicious intent create and disperse them.
The alternative would leave the U.S. unprepared
to address a biological weapons attack by means
of synthesized pathogens.
Since the U.S. is a party to the Convention
on the Prohibition of the Development,
Production and Stockpiling of Bacteriological
(Biological) and Toxin Weapons and on Their
Destruction—more commonly known as the
Biological Weapons Convention (BWC)—
development of synthetic pathogens must
adhere to the provisions of the Convention.
This means states must comply with Article I
of the Convention prohibiting the development
of biological agents or toxins that have no
justification for prophylactic, protective, or other
peaceful purposes. States must also refrain from
developing any means of delivery designed to
use such agents or toxins for hostile purposes
or in armed conflict. Because the U.S. would
produce synthetic pathogens solely for the
purpose of preparing for and responding to a
biological weapons attack, the production of
synthetic pathogens for research purposes would
not be in violation of the BWC.
To avoid any potential misperception of
The U.S. has precedent for
developing weapons as a means
of learning about weapon
production and weapon effects.
its research as offensive, the U.S. should take
measures to comply with Article V of the
Convention whereby states are directed to
“consult one another and to cooperate in solving
any problems which may arise in relation to
the objective of, or in the application of the
provisions of, the Convention.” Specifically,
before undertaking the development of synthetic
pathogens for purposes of conducting research,
the U.S. should disclose the details of such an
endeavor to states that are a party to the BWC.
10 | Features

By disclosing the details of the endeavor before
it begins, the U.S. would limit the potential
for another state to invoke Article VI of the
Convention that allows it to lodge a complaint
with the Security Council of the United Nations.
This proposed research is speculative. There
is no guarantee that novel synthetic pathogens
would be any deadlier than pathogens that
already occur naturally. Likewise, research
and development efforts may only succeed at
synthetically reproducing naturally occurring
pathogens such as variola virus or polio. Either
scenario would be a waste of resources since the
U.S. would have expended funding, manpower,
equipment, and facilities, with little in the way
of usable results. However, although there is
no guarantee that investment into developing
synthetic pathogens will produce deadly
pathogens that scientists can study and for which
they can produce protections, the potential threat
of synthetic pathogens may be sufficiently high
to warrant the investment. Moreover, the U.S.
can conduct a limited investigation into synthetic
pathogens designed to be cost-effective. Since
one of the main objectives of the research
is to identify the method by which one could
develop synthetic pathogens, the efforts should
rely heavily on low-cost techniques for creating
pathogens.
“Gaming” for Research

The U.S. has precedent for developing
weapons as a means of learning about weapon
production and weapon effects. In fact, it is
done routinely for military conflicts and for
the handling of explosives by U.S. service
members. At the National Nuclear Security
Administration’s Nevada National Security Site,
scientists and engineers have long been creating
explosives that the U.S. military might encounter
in conflict zones. They do so in order to better
understand both how adversaries would develop
something similar and how the U.S. could defend
itself against the explosives.21
InterAgency Journal Vol. 10, No. 2, 2019

In 1921, the U.S. Congress gave approval
to Army Brigadier General Billy Mitchell to
conduct naval bombing tests against German
ships captured by the U.S. during World
War I in order to anticipate and prepare for a
potential attack.22 As part of this testing, Mitchell
demonstrated that aircraft bombing runs could
sink naval vessels, including a battleship,
quickly—something the U.S. Navy had
previously considered impossible. The testing
also portended the change in naval warfare from
the use of ever-growing ships with an increasing
number of guns to aircraft carrier-based planes
carrying ordnance to destroy ships faster and
more efficiently than in ship-to-ship combat.23
Mitchell’s test serves as an excellent early
example of “red teaming.” “Red teaming” is “a
structured process that seeks to better understand
the interests, intentions, and capabilities of an
institution—or a potential competitor—through
simulations, vulnerability probes, and alternative
analyses.”24 The concept of red teaming has been
applied to the use of biological weapons. In 1998,
the Center for Counterproliferation Research at
the National Defense University reported that
common themes emerge when red teaming
during a war game includes the potential use of
biological weapons.25 Findings from these war
games reveal that the use of biological weapons
is consistently valuable to an adversary in an
attack against the U.S. They have also robustly
shown that other states are likely to be hostile to
the U.S. potentially using biological weapons.
Hence, such gaming illustrates both the value
of conducting red teaming in the context of
biological weapons and the need to continue the
concept of red teaming to synthetic biological
weapons development. It follows that the U.S.
ought to have a team of biologists/virologists
working to employ the latest synthetic biology
techniques to create new or modify existing
biological weapons to identify future biological
weapons and how an adversary might use
these weapons, so that in the future, we could

potentially recognize warning signs and be better
equipped to prevent/mitigate such a situation.
U.S. Endeavors:
Synthetic Protections

Whether one constructs DNA de novo or
modifies existing DNA, the application of
engineering principles to biology and new
methods for rapidly and affordably modifying
or creating DNA has further enabled rapid
progress and near-instant success in this area.
The ability of CRISPR, for example, to rapidly
and affordably modify or create DNA has
the potential to permit individuals with little
training and limited funding to quickly and
easily develop synthetic pathogens, as well as
synthetic protections. Where the modification of
pathogens and protections was once limited to a
small number of individuals and organizations,
these techniques are now becoming widely
available.
Synthetically-made vaccines using
...gaming illustrates both
the value of conducting red
teaming in the context of
biological weapons...
synthetically-made bacteriophages (the viruses
that infect them) have the potential to exceed the
benefits of traditional vaccines and antibiotics.
In comparison to traditional vaccines, a synthetic
vaccine poses less risk to the health of a recipient
of that vaccine.26 Additionally, synthetic vaccine
production is potentially faster and cheaper than
traditional vaccine production.27 Furthermore,
bacteriophages have the potential to overcome
antibiotic-resistance in bacteria.28 Consequently,
bacteriophages may eventually become the
primary means, or potentially the only means,
of eliminating anti-biotic resistant bacterial
infections. Finally, synthetic protections have
the potential to contribute to the effort to replace
the “one-drug-for-one-bug” paradigm widely
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prevalent in today’s medical practice.29 Whereas
today’s one-drug-for-one-bug approach largely
combats a single ailment, disease, or symptom
with a single corresponding remedy—leading to
the necessity for multiple drugs to treat multiple
ailments, biologists could create synthetic
protections that combat multiple ailments.
Because synthetic protections can be
The same technologies that
are used to create more
lethal biological weapons
can also be used to create
synthetic protections...
so effective against especially virulent and
resistant infections, they have the potential to
help counter biological weapons. Because the
synthetic protections can be rapidly adapted to
target the DNA of viruses, bacteria, and other
pathogens, biologists could rapidly develop
vaccines using this technology and could rapidly
distribute the vaccines to counter the effects of
biological weapons. This essentially represents
the potential for a rapid-response biological
weapons defense that could limit the number of
casualties that a biological weapon could cause.
In addition to the potential for CRISPR to
provide a rapid-response capability, biologists
could use CRISPR technology to develop
inoculations and administer them before a
biological attack. Such a preemptive capability
could further reduce the number of casualties
that a biological weapon could cause. To make
the preemptive capability effective, biologists
would have to administer the inoculations prior
to a biological weapons attack. Biologists could
do so either by leveraging early warning that
may precede a biological weapons attack or
by developing inoculations and administering
them as part of routine medical care much like
doctors do routinely for vaccinations such as
the pneumococcal and meningococcal vaccines.
In order for such a preemptive initiative to be
12 | Features

successful, the U.S. must plan across agencies
that have equities in defending against biological
weapons. Proper dissemination of inoculations
would include coordination among the DoD,
DHS, DOJ, CDC, NIH, HHS, VA, and USDA.
While synthetic biology has the potential
to increase the lethality of biological weapons,
it also has the potential to enable powerful
countermeasures to such weapons. The same
technologies that are used to create more lethal
biological weapons can also be used to create
synthetic protections (inoculations, vaccines,
antibiotics, immuno-boosters, etc.) that create
protections from new DNA or genetically modify
existing protections to produce new results.30
Biologists may avail themselves of methods in
order to create synthetic protections. One method
involves reengineering viruses to attenuate
the effects of a virus by reducing its virulence
while still keeping them viable.31 Biologists
then administer the attenuated virus as a vaccine
thereby allowing the vaccine recipient to develop
an immunity to the virus without experiencing
the effects of the un-attenuated virus. In
attenuating the effects of the virus, the vaccine
recipient’s body identifies the virus as a foreign
microbe and stimulates the immune system to
attack the virus. Since the attenuated virus does
not cause disease nor does it reproduce well, the
vaccine recipient’s body is able to develop an
immunity to the un-attenuated virus.32
A second method involves synthesizing a
bacteriophage—a virus that only infects specific
bacteria—in order to combat bacterial infections.
Such a method allows a biologist to inject the
bacteriophage into a recipient’s body, such that
the bacteriophage does not cause any harmful
effects to the recipient.33 The bacteriophage
attacks the bacterial infection in one of two
ways: The first way is for the bacteriophage to
infect the bacteria and, upon infection, rapidly
reproduce to the point that the infected bacteria
burst, further spreading the virus and repeating
the process until the virus eliminates all of the
InterAgency Journal Vol. 10, No. 2, 2019

bacteria.34 The second way is for the bacteriophage to produce an enzyme that breaks down part of
the bacteria, exposing the bacteria to both antibiotics and the recipient’s body’s immune system.35
In either case, undertaking to develop synthetic protections that counter or protect against
synthetic pathogens would serve as a mitigation to the risks that are associated with the development
of synthetic pathogens by U.S. adversaries. Should either the U.S. or an adversary create a synthetic
pathogen, a corresponding synthetic protection may be the only answer to preventing casualties that
could result from a biological weapons attack that uses a synthetic pathogen.
Some might be concerned that the synthetic protections may be too expensive for the average
citizen to obtain, and that only the financially secure would receive the necessary protections, while
those of lesser means are left vulnerable. Indeed, ethical concerns that apply to existing medical
treatments and pharmaceuticals may become more relevant for synthetic protections. Chief among
those concerns is determining whether or not disadvantaged populations should have to forgo
synthetic protections due to the potential cost or potential limited availability of those protections.36 It
may be argued, however, that these concerns could best be addressed by treating synthetic protections
as a national security issue rather than as a public health or even individual healthcare issue. The
U.S. could administer protections to populations that it has determined through analysis to be at the
greatest risk for a biological weapons attack. The Strategic National Stockpile—the nation’s largest
supply of potentially, life-saving pharmaceuticals and medical supplies for use in a public health
emergency37—is a prime candidate to house synthetic protections. Viewing the problem through a
national security lens, the U.S. could subsidize the administration of the protections such that federal
appropriations pay for the costs rather than individual citizens.
Conclusion

Synthetic biology is currently undergoing a revolution. Publications that announce some sort
of new synthetic advancement by scientists seem to release almost weekly. As scientists make
more discoveries that enable faster, cheaper, and more precise modifications of DNA, the world of
synthetic biology will open up to the masses. People not specially trained in the fields of genetics
or biology will likely be able to modify or create de novo DNA and, unfortunately, this could
include states with hostile intentions, hostile nonstate actors, and even private companies that
might work for the hostile state and nonstate actors. Because of this new potential for misuse of
synthetic biology, the U.S. must quickly draw on these new capabilities, undertake research into
identifying vulnerabilities of its population, and develop synthetic pathogens from which it can
learn and develop synthetic protections to help thwart the efforts of those that would seek to use
synthetic biology to cause harm. Only with close U.S. government interagency coordination can
such initiatives be successful. IAJ
The views expressed in this article are those of the authors and are not an official policy or position
of the National Defense University, the Department of Defense or the U.S. government.
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The Interagency Challenges of

Hypersonic Strike Weapons
by Richard C. Robbins

Y

ears in the future, when historians reflect upon the early twenty-first century reemergence
of great power competition, they will likely speak of hypersonic weapons as the novel
technology that most transformed the nature of warfare and deterrence. Among the new
technologies that are transforming warfare, including cyber warfare, engineered biological agents,
laser weaponry, and robotics, hypersonic strike weapons (HSW) are the most coveted of emerging
offensive capabilities and chief among challenges to U.S. strategic interests. While HSW technology
development and prototype demonstrations have been ongoing for the better part of a decade,
historians may remember 2018 as the year that great power ambitions to acquire and field HSW
capabilities came into full public view. This article first describes the characteristics and features that
distinguish HSW from modern, precision-guided strike weapons and then outlines the associated
benefits, issues, and risks that HSW present to the U.S. and its allies. Summarizing the recent history
and current status of U.S., Chinese, and Russian HSW programs, it then explores the strategic
implications of this technology to missile defenses, projection of conventional military power,
regional deterrence, future proliferation security, and the stability of nuclear deterrence. Throughout,
this article contends that the introduction of HSW within an emerging world order that requires
the U.S. to hold in check the revisionist ambitions of both China and Russia requires thoughtful
planning, adjustments, and coordination across the interagency to preserve a coherent, national
security strategy.
Until recently, analysts compared the emergence of HSW to that of stealth technology
and precision-guided strike weaponry in the 1980s. While the contemporary maxim “speed is
the new stealth”1 remains appropriate in certain respects, analysts are now recognizing that the
confluence of technologies that comprise HSW will yield capabilities holding far more significance.
Indeed, HSW designs have abandoned many twentieth century approaches to airborne stealth2 in
Richard C. Robbins (Commander, U.S. Navy, Ret.) is the Acquisition Manager for the Expeditionary
Missions Program Office (PMS 408) at Naval Sea Systems Command. He received a M.S. in WMD
Studies as a National Defense University Countering WMD Graduate Fellow.
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exchange for tactical and strategic advantages
afforded by operational deception, surprise, and
higher probability of kill, benefits not entirely
attributable to speed. Most distinctively, unlike
the advances in stealth and precision in the
1980s, the performance thresholds crossed by
emerging HSW in areas that include speed,
maneuverability, and scalable effects have
potential to destabilize the deterrence structures
that have constrained great power behaviors for
over seventy years.
Employed as conventional
weapons, precision-guided HSW
can deliver destructive effects
with smaller warheads, against
hardened targets, and with
reduced collateral damage.
Employed as conventional weapons,
precision-guided HSW can deliver destructive
effects with smaller warheads, against hardened
targets, and with reduced collateral damage.
With foreseeable improvements in targeting
precision, future HSW may replace explosive
warheads and proximity fusing3 with warheads
that use only the energy imparted by hypersonic
impact for destructive effect.4 This more precise
use of power with less potential for collateral
damage will likely be attractive to states that may
then substitute traditional conventional weapons
for HSW, lowering the threshold at which states
deem use of HSW acceptable. This would, in
turn, force states threatened by HSW to a lower
their thresholds for exercising pre-emptive
options. This influence would be particularly
acute in the near term, as states are forced to
reevaluate and adjust their underlying doctrines
for conventional and nuclear deterrence.
For those states that succeed in acquiring
them, HSW will become the weapon-of-choice
for high-priority, conventional, precision-guided
strike missions against hardened, ephemeral, or
otherwise well-defended targets. With Russia’s
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unveiling of its HSW, the Avangard hypersonic
glide vehicle,5 HSW have already been employed
as a tool of strategic influence, blurring lines that
previously differentiated conventional deterrence
from nuclear deterrence. In future multi-domain
operations—from measures short of war to highorder conventional and nuclear conflict—the
emergence of HSW will require changes—if
not radical transformation—across the Services
and Combatant Commands in areas of doctrine,
organization, training, materiel, leadership and
education, personnel, facilities, and policy.
The urgency facing the U.S. with respect to
HSW is a result of the determination that China
and Russia continue to demonstrate in pursuit
of their own HSW systems. Over the past ten
years, the rise of China’s economic and military
power and the resurrection of Russia’s nationalist
ambitions and military capabilities have created
an unfamiliar multi-polar international system to
which the U.S. is only beginning to adapt, having
been distracted by its military commitments in
the Middle East for nearly two decades. The
emergence of HSW in the context of this new
political reality will alter conventional and
nuclear deterrence in ways that defense analysts
have not yet adequately considered—at least not
in open-source literature. The U.S. must consider
its response to this challenge with all available
instruments of national power in mind. Plans to
leverage the capabilities and mitigate the threats
presented by HSW should not be relegated to
the Department of Defense alone. Rather, the
implications of HSW to conventional and
nuclear deterrence should be assessed across the
interagency, in a cooperative approach to build a
coherent national security strategy.
General Characteristics of Emerging
Hypersonic Strike Weapons

The broad definition of “hypersonic”
describes objects capable of traveling at
airspeeds equal to or exceeding Mach 5
(approximately 3,836 mph at sea level). Though
InterAgency Journal Vol. 10, No. 2, 2019

speed remains the primary distinguishing feature
of emerging HSW, they are further distinguished
from earlier maneuvering reentry vehicle
(MaRV) systems by three additional features,
enhanced maneuverability, unique lethality
mechanisms, and advanced thermal management
technologies enabling prolonged hypersonic
flight. Rapid precision-controlled maneuvering
within the hypersonic regime can significantly
improve survivability, effectiveness, and mission
flexibility of HSW over previous precisionguided strike weapons, particularly if data from
onboard or off board sensors are used avoid
countermeasures. Unlike ballistic weapons,
HSW can conceal their intended targets by
maneuvering along an offset or circuitous
flight path. HSW also enable unique lethality
mechanisms for conventional destructive effects
that can be tailored to specific strike missions.
Finally, HSW will be capable of surviving
the extreme heat loads created by sustained
atmospheric friction within the hypersonic
regime. Thermal management remains a
significant challenge for sustained atmospheric
flight above Mach 10 and presents a difficult
challenge for the design of reusable hypersonic
platforms.6
The Benefits and Risks of HSW
to U.S. National Security

The competition between the U.S., China,
and Russia to develop, acquire, and deploy
HSW is understandable given the advantages
these weapons confer, which are numerous and
significant. The advantages described below will
confer obvious benefits to these three countries
in on-going conflicts in the Indo-Pacific, Middle
East, and Eastern Europe regions.
First, HSW provide the ability to project
power against targets protected by increasingly
sophisticated anti-access/area denial systems and
doctrines, enabling decapitating surprise attacks
against opposition command and control nodes
and air defenses.

Second, with the use of high-confidence
intelligence, HSW can be used in precision
strikes against ephemeral, high-priority targets,
including short meetings between terrorist
leaders and transfers of weapons of mass
destruction or weapons of mass destruction
materials that cannot be seized or neutralized
by other means.
Third, not only can HSW be used to defeat
anti-access/area denial systems, they can also
enable and enforce anti-access/area denial.
Introduced in 2012, China’s DF-21D Anti-Ship
Ballistic Missile,7 a weapon far less capable than
HSW, has already demonstrated the powerful
influence that HSW will have on U.S. warships
operating in disputed territorial waters.
Fourth, when deployed in sufficient
numbers, conventionally-armed HSW could be
used to eliminate all fixed-site or otherwise geolocatable nuclear missiles in a pre-emptive firststrike. Liquid-fueled, intercontinental ballistic
missiles could be targeted and destroyed by
HSW in less time than is required to prepare the
intercontinental ballistic missiles for launch.
...HSW are likely to become
powerful tools for deterrence,
both in conventional
and nuclear roles...
Finally, HSW are likely to become powerful
tools for deterrence, both in conventional and
nuclear roles, as they threaten a credible,
proportionate, and debilitating response to acts
of aggression.
The U.S. drive to acquire these advantages
from HSW began in earnest shortly after the
events of September 11, 2001. Russia, which
held the lead in many areas of hyper-sonics
research before the fall of the Soviet Union,
resurrected its hypersonic weapons program in
2009, developing what may become the first
operationally-deployed HSW. China has made
extensive investments in hyper-sonics research

Arthur D. Simons Center for Interagency Cooperation, Fort Leavenworth, Kansas

Features | 19

and infrastructure over the past decade and has
successfully demonstrated its own prototype
HSW marked for deployment in 2020. The U.S.,
which has successfully demonstrated several
HSW prototypes, has recently accelerated its
HSW development to acquire fieldable prototype
HSW systems by the early to mid-2020s.
In addition to the disadvantage from possibly
being third in line to operationally deploy
HSW, the U.S. is facing even graver long-term
challenges. First, both China and Russia are
likely to continue to develop and field HSW
in numbers that will deny the U.S. its current
advantage in global power projection.
...both China and Russia are
likely to continue to develop
and field HSW in numbers
that will deny the U.S. its
current advantage...
Second, China and Russia will use HSW to
further enhance regional and global influence
and to enforce claims of sovereignty over
disputed territories.
Third, the U.S. Ground-Based Midcourse
Defense and AEGIS Ballistic Missile Defense
systems, designed to engage ballistic missiles
outside the atmosphere, are largely irrelevant
when up against HSW, which have flight
profiles predominantly within the atmosphere
(below 100K feet).8 While the U.S. GroundBased Midcourse Defense and AEGIS Ballistic
Missile Defense systems are not scaled to protect
the U.S. from a full-scale, preemptive, ballistic
missile attack from China (much less Russia),
their ability to preserve U.S. second-strike
capability will be diminished.
Fourth, Russian and Chinese investments
in road- and rail-mobile launchers will gain
significant advantage over U.S. fixed ICBM
silos, which are more vulnerable to preemptive
attack. Forward-basing of nuclear-capable
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bombers, a measure used to signal resolve during
heightened nuclear tensions, will only place
those assets at similar risk of preemptive attack
by HSW.
Fifth, HSW defenses (“counter-hypersonics”) are seriously lagging behind HSW
development and may never provide a level of
protection similar to ballistic missile defenses.
Current space-based sensors and ground-based
missile radars cannot detect and track HSW in
the manner necessary to support mid-course
intercepts, and the U.S. has no missile capable
of such intercepts in any stage of development.
Counter-hypersonic systems capable of terminal
phase intercepts present even greater technical
challenges.
Finally, HSW will present a significant
threat for proliferation among smaller nations,
including Iran and North Korea. Much of
the basic research on hyper-sonics-related
technologies is open-source, and while the entry
barriers to more advanced hypersonic technology
development remain high, over a dozen other
states besides the U.S., Russia, and China have
active HSW programs.9
In future confrontations between the U.S.
and China and/or Russia and with smaller
states, these challenges will limit U.S. options,
complicate crisis management, and raise the
risk of inadvertent, rapid, and uncontrollable
escalation in nuclear brinkmanship scenarios.
Comparison of Hypersonic
Strike Weapons

Understanding the benefits, issues, and risks
of HSW and how they may evolve requires a
fundamental understanding of the features
and capabilities of the current HSW lines of
development. The full potential of HSW will
not be realized with the first operational systems
or in only one line of development. Separate
approaches to HSW design will introduce
different offensive capabilities for different
missions. These separate lines of development
InterAgency Journal Vol. 10, No. 2, 2019

Figure 1: Comparison of Hypersonic Strike Weapon Flight Profiles/Fly-out Times

will also complicate the development of counteroffensive capabilities, as the approach required
to counter one system may be very different
from the approach required to counter another.
Emerging HSW systems are divided into
two primary categories—hypersonic boost-glide
weapons and air-breathing hypersonic cruise
missiles. MaRVs, deployed for over 40 years, are
hypersonic (traveling at a rate of over five times
the speed of sound) for smaller portions of their
flight profile, but current convention applies the
term “hypersonic” only to systems that remain
endoatmospheric (within the atmosphere/below
100k feet) and aerodynamically maneuverable
for greater than 50 percent of their flight
profile. Long-range ballistic missiles typically
spend most of their flight profile outside of the
atmosphere where aerodynamic maneuvering
is impossible. Russia’s air-launched Kh47M2 Kinzhal “hypersonic” missile and other
depressed trajectory ballistic missiles stretch this

definition by offering very limited aerodynamic
maneuverability.
Hypersonic Boost-Glide Weapons
Programs: The United States
vs. China and Russia

Hypersonic boost-glide weapons use rocket
propulsion to achieve a boost-phase ballistic
trajectory that is much steeper than typical
ballistic missile trajectories, achieving an apogee
well above the Kármán line (100k feet above
sea level). During the hypersonic boost-glide
weapon’s decent from apogee, it accelerates
back into the Earth’s atmosphere, where it uses
aerodynamic lift to level-out and ascend to a
hypersonic glide profile below the Kármán
line. From there, the hypersonic boost-glide
weapon skips across the upper atmosphere en
route to its target. By remaining aerodynamically
maneuverable over most of their flight profiles,
hypersonic boost-glide weapons can fly
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circuitous routes to their targets, perhaps to avoid
a neutral country’s airspace, to avoid a known
threat, or to remain ambiguous concerning its
intended target.
The U.S. Air Force has funded two
hypersonic boost-glide weapon
prototype development efforts
in the Department of Defense
Fiscal Year 2019 budget...
The U.S. Air Force has funded two
hypersonic boost-glide weapon prototype
development efforts in the Department
of Defense Fiscal Year 2019 budget—the
Hypersonic Conventional Strike Weapon and
the AGM-183 Air-Launched Rapid Response
Weapon. According to an Air Force press release,
the Hypersonic Conventional Strike Weapon and
Air-Launched Rapid Response Weapon will each
provide “unique capabilities for the warfighter,
and each has different technical approaches.”10
The Air Force has thus far not offered details
differentiating these two technical approaches
but intends to advance one or both prototypes
to operational capability in 2021. This pace of
development is only made possible by rapid
prototyping provisions in Section 804 of the
FY16 National Defense Authorization Act11
and similar provisions in the FY17 and FY18
National Defense Authorization Acts.12
Both China and Russia have hypersonic
boost-glide weapon programs that match or
exceed the U.S. in progress in certain technology
areas. China’s primary developmental
hypersonic boost-glide weapon program, the
DF-17, is anticipated to deliver a weapon that
will eclipse the performance of its DF-21D to
become the most significant anti-access/area
denial threat to U.S. forward-deployed forces in
the Indo-Pacific Theater. Flight tests, which have
been ongoing since 2014, suggest that the DF-17
could match or exceed the technical maturity of
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U.S. hypersonic boost-glide weapon prototypes
demonstrated to date. China has tested the
DF-17 prototype from a variety of solid and
liquid-fueled medium and intermediate-range
missiles, suggesting that it may be used in both
conventional and nuclear deterrence.13
Russia also continues to make active
progress toward operationalization. In his annual
state of the nation speech on March 1, 2018,
Vladimir Putin unveiled the Russian Avangard
hypersonic boost-glide weapon, along with a
video animation depicting an Avangard-delivered
nuclear strike against the U.S. Tested with
apparent success on December 26, 2018, Russia
claims that the Avangard will be operational
in 2019. In an article published in the March
2018 edition of The National Interest, defense
reporter Dave Majumdar cites a Russian source
claiming that the Avangard will carry “a single
massive thermonuclear warhead with a yield
exceeding two megatons [to provide] an assured
retaliatory second-strike capability designed to
bypass missile defenses.”14 Interestingly, unlike
China and the U.S., Russia has made strategic
nuclear deterrence its initial priority for HSW
employment. Both Russia and China justify
their pursuit of HSW as necessary to restore
the strategic balance upset by the increasingly
capable U.S. ballistic missile defenses. The
U.S., however, maintains that its GroundBased Midcourse Defense and AEGIS Ballistic
Missile Defense systems will be deployed only
in numbers necessary to protect the itself and its
allies against ballistic missile threats from Iran
and North Korea.15
Hypersonic Cruise Missile
Programs: The United States
vs. China and Russia

Hypersonic cruise missiles use a rocket
booster to initially accelerate to near-hypersonic
speeds where supersonic combustion ramjets
(scramjets), which can operate only in the
hypersonic regime, then provide thrust for the
InterAgency Journal Vol. 10, No. 2, 2019

balance of its flight profile. A scramjet engine
uses atmospheric oxygen for combustion,
achieving greater “thrust-to-weight” than a
rocket that must carry both fuel and oxidizer.
This continuous thrust at greater thrust-to-weight
ratios provides the hypersonic cruise missile
with greater mid-course maneuverability and
potentially greater survivability against future
counter-hypersonic defenses. Additionally, a
hypersonic cruise missile with comparable range
to a hypersonic boost-glide weapon could be
sized smaller or carry a larger payload.
The intense heat created by atmospheric
friction at lower altitudes is likely to restrict
hypersonic cruise missiles to mid-course
altitudes above 60,000 feet—lower than
hypersonic boost-glide weapon but higher
than manned aircraft. In 2014, the Air Force
Science Advisory Board assessed hypersonic
cruise missiles as having less developmental
risk than the hypersonic boost-glide weapon, a
surprising assessment considering that scramjetpowered flight with hydrocarbon fuels had been
successfully demonstrated once and then only
for 210 seconds. Today, the U.S. Air Force
and Defense Advanced Research Projects
Agency is pursuing a hypersonic cruise missile
concept demonstration, the Hypersonic AirBreathing Weapon Concept, with contracts
awarded in 2016. Hypersonic Air-Breathing
Weapon Concept is not funded to produce an
operational prototype, such as the Hypersonic
Conventional Strike Weapon and Air-Launched
Rapid Response Weapon, leaving little doubt
that a hypersonic boost-glide weapon will be the
first U.S. HSW to reach operational capability.
Both China and Russia also have hypersonic
cruise missile programs in unknown stages of
development.
Challenges to Missle Defense

The U.S. is currently ill-equipped to
defend itself against HSW. Existing missile
defense systems are not yet up to the task.

HSW compress the time available for
considering defensive or counter-offensive
responses and will leverage improved airspeed,
maneuverability, and abbreviated fly-out times
and novel approaches to stealth to defeat or
seriously compromise the effectiveness of
current missile defenses. The challenges facing
counter-hyper-sonics (compared to ballistic
missile defenses) includes greater limitations
on effective intercept geometries requiring
additional interceptor placements to maintain
the same area of protective coverage. Using
only ground-based sensors for detection, the
time available to deploy mid-course interceptors
and other countermeasures is drastically
reduced. Moreover, intercepting HSW in their
terminal phase present a formidable challenge,
according to Dr. Michael D. Griffin, the U.S.
Under Secretary of Defense for Research and
Engineering. The aerodynamic advantage of
HSW in the lower atmosphere presents “a very
hard intercept problem. . .” for closer-in existing
missile defenses such as the Terminal High
Altitude Area Defense and PATRIOT Advanced
Capability-3 (PAC-3) systems.16
The U.S. is currently ill-equipped
to defend itself against HSW.
Figure 1 (page 21), a Comparison of HSW
Flight Profiles, depicts a scenario similar to a
People’s Liberation Army Rocket Force mediumrange HSW launched from inland China against
a U.S. carrier battle group 600 nautical miles
(nm) away. From 600 nm, a hypersonic boostglide weapon would take less than seven minutes
to reach its target compared to 67 minutes for
a subsonic cruise missile. A successful defense
against HSW requires early detection, followed
by rapid analysis, decision, and response. Even
with satellite detection at launch, the compressed
timeline for considering a tactical response
could drive states threatened by HSW to adopt
automated or preemptive responses that include
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launch-on-warning. For states with access
to space-based intelligence, these automated
responses will drive a requirement for tactical
exploitation of raw intelligence data.17 These
capabilities, which are necessarily provided
by space and cyber assets and capabilities, will
require similarly capable defenses within the
space and cyber warfighting domains.
Air Force General John Hyten, U.S.
Strategic Command, openly admits that the
U. S. is not prepared to defeat its adversaries’
hypersonic missile technologies, referring on
multiple occasions to difficulties with satellite
detection and tracking.18 The Missile Defense
Agency understands these capability gaps and
has proposed an enhanced system architecture
to address these shortfalls. On March 6, 2018,
Lieutenant General Samuel Greaves, director
of the Missile Defense Agency, argued that the
U.S. must act “to move the [enhanced] sensor
architecture to space and use that advantage of
space in coordination with our ground assets to
relieve the gaps.” Greaves further argued that the
necessary leaps in technology are available and
must be fielded in the next six to seven years.19
U.S. engagement with the
challenges and threats posed by
HSW has been unsteady, largely
driven by fear of escalation
and shifting priorities.
The Political Context of
U.S. HSW Development

U.S. engagement with the challenges and
threats posed by HSW has been unsteady,
largely driven by fear of escalation and shifting
priorities. The impetus behind the current U.S.
HSW development effort originated with the
George W. Bush Administration’s 2001 Nuclear
Posture Review. The 2001 Nuclear Posture
Review first proposed using long-range, nonnuclear weapons systems as part of a “New
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Triad,” combining precision conventional
weapons with strategic nuclear forces under a
new category of “offensive strike” weapons.20
The intent was to reduce the role of nuclear
weapons in U.S. security strategy, as afforded by
the perceived dissolution of the Cold War nuclear
stand-off with Russia, while preparing to answer
the new and greater threat of nuclear terrorism
by nonstate actors. In 2003, the Department of
Defense established a new mission, conventional
prompt global strike, to answer this objective.
As proposed, conventional prompt global strike
would use intercontinental ballistic missiles and
submarine-launched ballistic missiles as “highprecision conventional weapons capable of
striking a target anywhere in the world within
one hour.”21 By 2008, however, Congress
had cut-off funding for the Conventional
Trident Modification, a submarine-launched
ballistic missile instantiation of conventional
prompt global strike, over concerns with
nuclear ambiguity, i.e., the possibility that
conventionally-armed ballistic missiles could
be mistaken for nuclear missiles resulting in
inadvertent nuclear escalation. At that point,
HSW, previously only seen as an emerging
solution for countering increasingly sophisticated
anti-access/area denial systems, became linked
to U.S. efforts to reduce the number and
general dependence on nuclear weapons.22 By
2012, the conventional prompt global strike
technology focus had shifted from hypersonic
weapons launched on intercontinental ballistic
missiles to smaller, regionally-deployed, airand submarine-launched HSW. HSW research
accelerated during the Obama administration
as the U.S. began to recognize the full extent
of the emerging threat posed by China’s and
Russia’s HSW programs to U.S. national security
interests.
President Trump’s 2018 Nuclear Posture
Review marked a shift from that of the two
previous administrations by re-establishing
nuclear deterrence as first among U.S. nuclear
InterAgency Journal Vol. 10, No. 2, 2019

posture priorities. The Trump administration
deemed this reprioritization of nuclear deterrence
as necessary to answer “the rapid deterioration
of the threat environment since the 2010
[Nuclear Posture Review]” due to deteriorating
great power relationships.23 To this end, the
2018 Nuclear Posture Review proposes two
new nuclear weapons programs: a submarinelaunched ballistic missile with a single lowyield nuclear payload, to be fielded near-term
and a nuclear sea-launched cruise missile for
the longer-term. Critics decried both proposed
systems for showing insufficient concern for the
dangers posed by nuclear ambiguity,24 the same
objection that constrained conventional prompt
global-strike development over the previous two
presidential administrations.
General Hyten attempted to respond to
these ambiguity concerns in a Nuclear Posture
Review Policy Seminar held at National Defense
University on February 16, 2018, explaining
that the low-yield, nuclear, submarine-launched
ballistic missile is proposed primarily to deter
use of similar low-yield nuclear weapons on the
battlefield. Their employment, he explained,
would only occur after nuclear deterrence has
failed, i.e., when the opponent had chosen to
breach the nuclear threshold with a low-yield
tactical nuclear weapon. At that point, the
only ambiguity facing the opponent would be
whether the U.S. has launched a submarinelaunched, ballistic missile carrying a single,
low-yield nuclear weapon or a submarinelaunched ballistic missile carrying a full multiple
independently targetable reentry vehicle (MIRV)
payload of standard nuclear warheads.
In this comment, General Hyten highlighted
a fundamental tension between requirements
for deterrence and concerns with warhead
ambiguity: for deterrence to function, the
threat of the consequences that will follow the
undesired act or behavior must be sufficiently
credible and severe to convince the opponent not
to act. A U.S. threat to launch a full-scale nuclear

response against Russia’s or China’s limited use
of precision, low-yield, and electromagnetic
pulse nuclear weapons is not as credible as a
threat of a proportionate U.S. response with
similarly devastating counter-force weapons.
Should the opponent choose to accept the risk of
limited nuclear escalation and the U.S. responds
as threatened, the ambiguity facing the opponent
concerns whether the U.S. submarine-launched,
ballistic missile response is indeed proportionate
(the first salvo of a preemptive strike against all
targetable nuclear weapons) or the first salvo of
a full-scale nuclear war. If the opponent believes
the U.S. remains a rational actor and is confident
in its own ability to respond with a devastating
nuclear counterstrike, its own rational choice
is to either preserve its option to continuing
along a path of controlled escalation, revert to
conventional warfare, or capitulate and retreat
with limited losses.
...for deterrence to function, the
threat of the consequences that
will follow the undesired act or
behavior must be sufficiently
credible and severe to convince
the opponent not to act.
The ambiguity-risks inherent to HSW use
in conventional strike missions pose a greater
challenge than those from HSW use in a nuclear
one. Unlike the low-yield, nuclear-submarinelaunched ballistic missile and future, low-yield,
nuclear sea-launched cruise missile, the U. S. will
be less constrained in using conventional HSW
weapons. These weapons could be used to preempt an opponent’s decision to employ nuclear
missiles if positioned such that fly-out times are
less than the time required to prepare a ballistic
missile for launch (and where this rapid response
is advantageous). Conventional HSW, employed
in sufficient numbers to counter an opponent’s
nuclear weapons, pose a very credible preemptive threat. HSW pose a powerful deterrent
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against states with less confidence in their ability
to preserve a second-strike capability, but this
is accompanied by greater instability due to
ambiguity-risk in actual HSW employment. On
first indication of an HSW launch, an opponent
possessing nuclear missiles may believe that it is
facing a use-or-lose decision and choose to use
their HSW rather than risk being struck. From
the beginning of the conventional prompt global
strike initiative, the U.S. has resolved to find
ways to reduce or eliminate these ambiguities.
China, on the other hand, purposefully shrouds
its plans for HSW employment in nuclear
ambiguity. In political standoffs involving
deterrence and brinkmanship, this willingness to
impose ambiguity-risks that the U.S. is unwilling
to similarly impose confers an initial advantage.
The interagency must remain
dedicated to accurately
discerning the doctrines,
beliefs, and intent of U.S.
adversaries concerning HSW...
The Department of Defense should not,
by itself, be required to mitigate ambiguityrisks inherent to HSW when dealing with
adversaries that are willing to accept such
risks. The interagency must remain dedicated
to accurately discerning the doctrines, beliefs,
and intent of U.S. adversaries concerning HSW
and to promote and maintain clear and open
communications with all states that are capable
of misinterpreting U.S. intent with potentially
disastrous consequences.
Toward a Balanced Perspective

To date, few assessments of the future
of hyper-sonics have attempted to provide a
comprehensive and balanced perspective of
the threats and opportunities that HSW pose
for the U.S. and other nations. In a recent
Foreign Affairs article, “The Eroding Balance
of Terror: The Decline of Deterrence,” Andrew
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Krepinevich sounds an alarm from a broader
perspective, describing the technological and
geopolitical challenges that threaten the ability
of the U.S. to deter rising aggression from
both China and Russia. While addressing this
broad array of issues, Krepinevich touches
upon the challenges to deterrence presented
by new technologies across multiple warfare
domains. While offering few recommendations,
he argues that policymakers must rethink their
deterrence strategies to account for how China
and Russia assess their strategic balance against
U.S. capabilities and how they might formulate
a cost-benefit models for weighing potential acts
of aggression.25
While Krepinevich’s is a helpful
recommendation, it does not speak directly to the
full array of tactical tradeoffs in the use of HSW.
Beyond the effects of HSW on the deterrence
dynamics between the U.S., China, and Russia,
there are few assessments of strategic challenges
when HSW begin to proliferate among the major
powers. A forward-looking study by RAND
titled “Hypersonic Missile Nonproliferation”
released in September 201726 may be the only
notable exception.
Conclusion

Given the extraordinary strategic advantages
conferred by HSW, any failure by the U.S. to
match or exceed the emerging HSW capabilities
of China and Russia would risk effectively ending
U.S. advantage in regional power projection
and capitulate to China and Russia’s revisionist
ambitions. The introduction of counter-hypersonics capabilities lags behind the introduction
of HSW by many years and is likely to remain
behind. Moreover, incremental improvements
to HSW capabilities could render counterhyper-sonics impractical or unaffordable for
the foreseeable future. The shift in the offensedefense balance brought about by the emergence
of HSW highlights the critical importance of
effective deterrence at a time when U.S. ability
InterAgency Journal Vol. 10, No. 2, 2019

to deter its great power rivals appears to be in jeopardy. The battle to restore U.S. deterrence must
be fought across all warfighting domains using all instruments of national power within a coherent
national security strategy implemented across the interagency. This strategy must efficiently apply
resources to create a deterrent-threat that is tailored to the adversary’s belief system and decision
process, particularly those beliefs and decisions that could escalate to nuclear confrontation. IAJ
The views expressed in this article are those of the authors and are not an official policy or position
of the National Defense University, the Department of Defense or the U.S. government.
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Entomological

“Weapons”

of Mass Destruction
by Thomas F. Moore

A

lthough states have used a variety of systems to deliver weapons of mass destruction
(WMD), we are, in fact, surrounded by practically ubiquitous delivery vehicles for WMD,
insects, for example. States have worked to seize the benefits of these load-bearing bugs
in the past, investing in programs that can leverage the unique benefits they afford. Insects are
ideal delivery devices for launching a state-sponsored, biological-weapons attack and present an
attractive option over mechanical-delivery vehicles because they are readily available, effective,
and difficult to attribute. This article argues that the U.S. interagency consider insects as potential,
biological-WMD-delivery vehicles, capable of harming U.S. citizens and agriculture. In this article,
I first describe the benefits of insects as delivery devices for biological agents and discuss the
advantages they provide over traditional, mechanical-delivery devices. Next, I provide a brief
history of five states, all signatories to the Biological Weapons Convention (BWC), and their efforts
to develop entomological warfare programs. Third, I discuss contemporary threats and highlight
recent advances in biotechnology that exacerbate the threat of biological weapons today. Finally,
I recommend that the interagency obtain a comprehensive understanding of why states might be
incentivized to conduct an entomological attack.
The Benefits of Insects as Delivery Devices

There are a number of reasons why insects are ideal delivery devices for naturally-occurring or
genetically-engineered pathogens:1
•

Insects cost nothing and are abundant. They also serve as particularly effective hosts to disease.
Many pathogens are not suited to live outside of a host because environmental factors, such
as ultraviolet rays and temperature extremes, render their deadly potential ineffective. By
carrying the pathogens (internally), insects overcome this common obstacle to the delivery of
biological agents.

Thomas F. Moore is the Chief of Staff of the U.S. Army Nuclear and CWMD Agency (USANCA).
He received a M.S. Degree in WMD Studies as a National Defense University Countering WMD
Graduate Fellow.
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•

Insects are also easy to infect, making them
carriers. They can feed on animals that have
naturally-occurring or genetically-altered
pathogens, creating “natural” weapons.
Once internalized, the deadly microbes
are shielded in the insects’ tissues from
environmental factors.

•

Insects can also facilitate the reproduction
of these microbes in their tissues, increasing
their pathogenic payload.

•

Finally, insects can vector (spread)
pathogens as they randomly feed on animals
or humans, transferring pathogens to these
unsuspecting victims. Unlike other delivery
platforms of biological agents, such as
aerosol sprayers or bombs, insects actively
seek out warm-blooded targets.

History of the State-Use of
Insects as Delivery Devices

States including Japan, the Soviet Union,
Germany, and the United Kingdom have been
aware of the benefits of insects for decades.
Despite being signatories to the BWC, a treaty
that bans the production of biological weapons
for warfighting purposes, all have invested in
entomological warfare programs and employed
insects with devastating effects. During World
War II,2 General Ishii Shiro ran Japan’s Epidemic
Prevention Research Laboratory,3 where his
work focused on protecting soldiers from disease
and employing insects to induce epidemics. In
1932, Shiro established Unit 731, where he massproduced insects and weaponized them for use in
an attack. Shiro enlisted Manchurian captives to
weaponize fleas with pathogens, allowing Japan
to produce a half billion plague-infected fleas
per year.4 In 1940, Shiro’s scientists developed
the Type 50 Uji bomb, which could safely
deliver 30,000 fleas to a target.5 Japan refined
this entomological weapon by conducting 4,000
tests on over 2,000 Manchurian subjects.6 In

1940, Japan conducted an entomological attack
on Quzhou in the Zhejiang province of China,
setting off an outbreak that would continue for
six years, killing over 50,000 people.7 Days
before attacking Pearl Harbor, Japan released
100 million infected fleas in Changteh in the
Hunan province, claiming over 7,000 lives.8
Working solo, the Soviets began a biological
warfare program and experimented with
infecting their political prisoners with typhus.
They also experimented with Q-fever, glanders,
and melioidosis.9 Later, near the end of World
War II, Soviet troops invaded Manchuria and
captured Japanese scientists and documents from
Unit 731. Using these documents, Soviet Leader
Joseph Stalin built an entomological weapons
production facility in Sverdlovsk.10 In 1943,
Soviet soldiers planted typhus-infected lice
among German troops occupying the Karachevo
region, debilitating 2,808 German soldiers.11
States including Japan, the
Soviet Union, Germany, and the
United Kingdom... have invested
in entomological warfare
programs and employed insects
with devastating effects.
When Adolf Hitler took power in Germany
in 1933, Germany had the infrastructure and
expertise for a world-class, biological-warfare
program. Nevertheless, Adolf Hitler initially
prohibited offensive biological research with
the exception of entomological research for
defense purposes.12 German scientists thus
developed insecticides to protect German
crops from an entomological attack, which led
to the development of the organophosphorus
compounds commonly known as nerve agents,
e.g., Sarin, Soman, and Tabun. Knowing that
France was preparing to employ the Colorado
potato beetle on German potato fields, Germany’s
defensive focus was deemed necessary by the
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Nazi regime.13
In the early1940s, the United Kingdom
stockpiled yellow fever vaccine to protect its
troops in India against a mosquito-induced
epidemic. This vaccine was a product of
British research involving offensive biological
experiments.
In 1943, President Franklin D.
Roosevelt...started a research
and development program
at Camp Detrick, MD.
In 1943, President Franklin D. Roosevelt
deviated from the “Fox Doctrine,” which
came from a report drafted in 1932 suggesting
the U.S. refrain from any development of
biological weapons,14 and started a research and
development program at Camp Detrick, MD.
At Camp Detrick, Canadian and U.S. scientists
collaborated to weaponize mosquitoes using
several pathogens.15 By 1946, U.S. Secretary
of War Robert Patterson had come to believe
that the U.S. required a biological weapons
retaliatory capability for potential use against the
Soviet Union.16 As a result, the Camp Detrick
operation grew and eventually would include
245 structures with over 5,000 workers. There,
U.S. researchers experimented with fruit flies
and screwworms to determine their ability to
destroy agriculture.17 U.S. scientists required
vast quantities of deadly pathogens to weaponize
insects, and the U.S. subsequently constructed
the world’s largest bacteria production facility
in Vigo, IN to meet this need.18
Insects as Threats to Health

Insects have the capability to infect humans
and non-humans alike. They can be equally
threatening in the transmission of disease to
and among humans as they can be in the spread
of pestilence among other animals and plants.
The interagency must take care to consider
U.S. vulnerabilities to insect-spread diseases
32 | Features

throughout its population and across its
agricultural sector.
Historically, insects have been vehicles for
the natural spread of disease. Their effects can
be potent and far-reaching. Fleas, for example,
were the vectors of bubonic plague in the
fourteenth century. Transferring the Yersinia
pestis bacterium from rodents to humans, fleas
ultimately killed millions of Europeans. This
disease is not, in fact, ancient history: in 2017,
insects spread the same plague in Madagascar,
killing 202 citizens.19
The 1999 West Nile virus outbreak
demonstrated how vulnerable a state can be to
insect-borne disease. Insects carrying the West
Nile virus spread across the U.S. over a sevenyear period, killing 654 people and sickening
over 7,000.20 U.S. scientists were incapable of
stopping the disease and focused on managing
their effects instead.21 Additionally, the U.S.
government spent over $50 million to protect
U.S. citizens from a potential Zika outbreak.22
A new virulent strain of Rift Valley Fever,
an acute, fever-causing, viral disease spread
by mosquitos and most commonly observed in
domesticated animals, revealed the devastating
effects of re-emerged viral pathogens. Appearing
in Egypt in 1977,23 Rift Valley Fever caused
200,000 Egyptians to fall ill (2,000 lost their
eyesight and 598 died of encephalitis).24 The
disease returned again in 2006 in Kenya, where
it took the lives of 118 people. Rift Valley Fever
returned once again in 2016 in Niger, where
it infected 348 people, causing 38 confirmed
fatalities.25
Likewise, Yellow Fever is an acute, viral,
hemorrhagic disease transmitted by infected
mosquitoes. It is lethal to 20–50 percent of its
infected population.26 In December of 2016,
326 Brazilians contracted Yellow Fever and an
astonishing 202 (62%) died.27
It is important to note that every region of
the U.S. has mosquitos capable of spreading
pathogens, such as those that cause the West
InterAgency Journal Vol. 10, No. 2, 2019

Nile virus, Rift Valley Fever and Yellow
Fever.28 Without malicious intent and their
weaponization, insects alone present a direct
threat to humans.
Insects as Threats to
Cattle and Agriculture

Disease can also spread across agriculture,
whether or not the disease is introduced by
insects, negatively impacting state economies.
In 2001, approximately 2,000 livestock animals
in England became infected with foot-and-mouth
disease.29 Even after slaughtering four million
animals, it took nine months to bring England’s
foot-and-mouth disease outbreak under control.30
The outbreak cost the United Kingdom £3 billion
in the public sector and £5 billion in the private
sector.31 While livestock spread foot-and-mouth
disease to other livestock, insects can also serve
as vectors of foot-and-mouth disease in certain
cases.32
Scientists discover new insects that threaten
food supplies every year, and new insects that
are resistant to the effects of pesticides are
discovered every year. Agriculture contributes
approximately $990 billion to the U.S. gross
domestic product33 and provides 21 million
jobs (constituting 11 percent of total U.S.
employment).34 States considering a biological
attack on the U.S. might be incentivized to target
agriculture due to the high cost an attack could
impose. Such an attack would bear similarity to a
natural occurrence and be difficult to attribute—
further incentive.
Recent Advances:
Controlling Insect Flight

Recent advances in insect flight control stand
to improve entomological warfare capabilities,
increasing the overall threat. In 2009, for
example, the U.S. Army was successful in
harnessing the flight of the giant flower beetle.35
These scientists used “oscillating electrical
pulses” applied to the beetle’s optic lobes to

trigger takeoff and cease flight.36 They used the
same technique applied to wing muscles to steer
the bugs right and left.
In 2016, engineers at Nanyang Technological
University in Singapore found that controlling
insect flight had two advantages over using
remote controlled drones.37 First, insects could
access areas drones could not. Second, insects
could control their own flight stability, without
requiring constant flight corrections—as drones
do. In 2017, engineers at the Draper Company
in Massachusetts combined miniaturized
navigation, synthetic biology, and neurotechnology to control flight in a dragonfly.38
The scientists used synthetic biology to modify
the nervous system of the dragonflies so they
would respond to pulses of light. They inserted
genetic material into the insects so that their
neurons could either be activated or inhibited by
various colors of light.39 This represented a bold
advance in harnessing the power of insects for
spreading disease: scientists could now control
both guidance and navigation systems of insects
outside of the laboratory setting.40
In 2009...the U.S. Army was
successful in harnessing the
flight of the giant flower beetle.
Recent Advances:
The Gene-Edited Insect

Since the conclusion of the Human Genome
Project, an international scientific effort that
mapped all the genes of the human genome,
scientists have identified over four thousand
kinds of DNA mutations that cause genetic
disease.41 Genome editing, or “gene editing,”
enables scientists to delete, add, or change DNA
in a genome (the entire set of genetic material
in a living being or thing). Whereas gene
editing tools were once expensive and required
the mastery of complex scientific techniques,
new technologies are altering this reality. The
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clustered regularly interspaced short palindromic
repeats (CRISPR)-CaS9 tool, for example, now
provides scientists (and non-scientists) with the
ability to have exacting control over the genomes
of humans, plants, and animals.42
In 2017, scientists at the University of
California–Riverside used CRISPR-Cas9 to
edit the genome of a mosquito and create a
yellow, three-eyed, wingless version.43 While
this research bodes well for scientists’ ability
to incapacitate mosquitos to prevent the spread
of infectious diseases, it also reveals how the
genetic code might also be corrupted to do harm
in living organisms.
In 2017, scientists at the
University of California–
Riverside used CRISPR-Cas9 to
edit the genome of a mosquito
and create a yellow, threeeyed, wingless version.
Recent Advances:
The Gene-Edited Virus

Plasmids are small DNA molecules within
cells that are essential for gene editing. They
are also commercially available through gene
repositories. Addgene, one such repository, has
shipped hundreds of thousands CRISPR-related
plasmids to eight different countries at the cost
of approximately $65 per sample.44 To illustrate
the danger of making DNA molecules widely
and commercially available, in 2013, synthetic
biologists purchased plasmids to genetically
alter plants to have a bioluminescent effect. To
drive their point home, the biologists mailed
genetically-altered seeds to 6,000 people,
effectively releasing an uncontrolled genetically
engineered organism into the environment.45
However, in 2017, Dr. David Evans, a Canadian
virologist, conducted a similar—albeit scarier—
exercise. Evans used mail-ordered genetic
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material to resurrect the extinct horsepox for a
cost under $100,000.46 States intent on launching
a biological-weapons attack could replicate
Evan’s methods to resurrect other poxviruses,
including smallpox. 47 Moreover, CRISPRCas9 edited genes reveal no trace of human
involvement, rendering attribution impossible.48
While the interagency was aware of this
exercise, the U.S. government had no regulations
in place to stop it. Finally, in 2016, the U.S.
Director of National Intelligence added gene
editing technology to the list of threats posed by
WMD and proliferation.49
Recent Advances:
The Gene-Edited Human

Genetic engineering has been applied to the
human genome in a similar manner. In 2003,
Austin Burt proposed a way to harness dominant
genes to ensure offspring had a 100-percent
probability of inheriting a given segment of
DNA.50 Today, bioengineers can “drive” genes
and their associated traits into populations.
CRISPR, in fact, serves as a gene drive when
injected directly into a species’ germ cells.51
In 2016, the ETC Group, a Canadian biotech
watchdog organization, warned that gene drives
could be weaponized against the human genome
and major food supplies.52
Newer threats thus dwarf the entomological
warfare programs of WWII. States have
unprecedented opportunities to employ insects
with pandemic-like effect and little chance of
retribution.
Constraints on the Use of
Insects as Delivery Devices

Given the increasing ease with which a state
might use an insect to deliver a weaponized virus,
state leaders might be tempted to reconsider
the merits of their since-abolished biologicalweapons programs. They may be further tempted
if they believe that using insects as weapons does
not violate norms or negate their good standing
InterAgency Journal Vol. 10, No. 2, 2019

as a signatory to the BWC. While the BWC bans
the use of biological weapons in warfare, it does
not specifically mention insects as a delivery
device. Article I, however, is comprehensive
and forbids signatories to “develop, produce,
stockpile, or otherwise acquire or retain
biological agents or toxins and the weapons or
means of delivery designed to use such toxins for
hostile purposes or in armed conflict.”53
Today, widespread compliance with the
BWC combined with modern medicine, hygiene,
and pesticides allow most U.S. citizens to think
of insects as a mere nuisance. Interagency
officials should be wary of attempts to leverage
insects’ natural destruction against U.S. citizens
and agriculture. Such attacks could take a toll on
U.S. life and treasure and be difficult to attribute
and discern from a natural occurrence. Officials
must also take measures to continually assess
and ensure that U.S. citizens and agriculture are
protected from entomological threats.
Critique of Entomological Warfare

Critics wary of whether entomological
warfare is truly a rising threat might argue that
using insects as WMD is foolish for two reasons:
first, it would be unlikely for an entomological
attack to achieve WMD effects; and second, an
entomological attack would violate international
norms and treaties such as the BWC.54 However,
new technologies and capabilities—including
the ability to edit the genome of insects and
to “drive” certain genes—enable biological
nightmare scenarios that far surpass any use of
biological weapons seen to date. In particular,
nefarious actors could conceivably purchase
DNA and use CRISP-Cas9 to resurrect extinct
viruses or construct a variant of an existing virus
for which no known cure exists. Used with genedriving technologies, states could conceivably
flood agricultural areas with pesticide-resistant
insects carrying diseases that have no antidotes.
These insects could later reproduce, ensuring
all offspring were delivery vehicles of the same

incurable pathogen.
Nefarious states could feel enticed to
employ insects because they have every chance
of attaining their objectives and little chance of
getting caught. Some states might even consider
it foolhardy not to use entomological warfare to
achieve their objectives. The interagency ought,
therefore, to coordinate prevention and response
efforts and activities sooner rather than later.
While several members of the interagency
share biological threat awareness responsibilities,
countering the use of biological weapons from
a state-sponsored. entomological-weapons
program likely does not appear on the radar of
agency priorities. Fortunately, the U.S. 2018
National Biodefense Strategy may contribute
to raising awareness by referencing “naturally
occurring, accidental and deliberate biological
threats to the U.S. citizens and agriculture.”55
Beyond mentioning these threats, the 2018
National Biodefense Strategy focuses
interagency biodefense efforts by identifying a
However, new technologies and
capabilities...enable biological
nightmare scenarios that far
surpass any use of biological
weapons seen to date.
mechanism within the Department of Health and
Human Services to coordinate federal biodefense
activities.56 While these are timely policy
changes, a malicious state could still attempt to
couple gene editing and gene drives to induce a
pandemic that could mimic a naturally-occurring
outbreak and enjoy complete anonymity. With
the convergence of gene editing, advanced
computing, and commercially available DNA,
it could be only a matter of time before insects
are employed against U.S. citizen or U.S.
agriculture.
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Conclusion

Locust swarms and the bubonic plague are not necessarily relics of biblical and medieval times.
In the wrong hands, the locust and the flea could re-emerge to cause death and destruction. Nefarious
actors can now employ pesticide-resistant insects weaponized with a poxvirus or another engineered
disease with no cure yet in existence. Gene drives amplify the effects of such an entomological
attack, ensuring 100 percent of the insects’ offspring retain the state-selected trait as they multiply.
These entomological-delivery vehicles of WMD would not only be hard to kill, they could create
a pandemic that would confound scientists and law enforcement officials. IAJ
The views expressed in this article are those of the authors and are not an official policy or position of the
National Defense University, the Department of Defense or the U.S. government.
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Advancing Bio Detection with

Biosensors and Nanotechnology
for Rapid Interagency Response

by Habi Mojidi

A

ny effective bio surveillance system must be able to detect the presence of biological
agents with sufficient speed and adequate attribution to facilitate an effective interagency
response and thwart a crisis. The U.S. currently employs a detection system called
BioWatch designed to collect environmental samples in public spaces throughout the country.1
BioWatch is slow and lacks the ability to provide comprehensive attribution information, which
leaves the U.S. population vulnerable to deadly biological agents and contributes to the nation’s
overall biological unpreparedness and vulnerability. In this article, I argue that the interagency must
leverage new technologies, such as nano-biosensors, which bind to and analyze potentially harmful
biological materials almost instantaneously, to create a secure, real-time notification system capable
of attribution. All of this will enable a rapid and effective interagency response.
Background: Existing Bio defenses

The U.S. currently relies on BioWatch—a program “owned” by the Department of Homeland
Security (DHS)—as its first line of detection of deadly pathogens/viruses/bacteria. BioWatch has
been defending the U.S. from a biological attack for more than 15 years.2 The biological surveillance
system is actually an improvement on previous response efforts, when the interagency lacked any
means of obtaining knowledge of an outbreak or presence of a biological agent. This surveillance
system uses more than 600 sensors in over 30 major cities across the U.S., including throughout city
transport systems (see Figure 1).3 The samples are obtained by monitoring the quality of the air via a
specialized filter. The filter is tested for pathogens using Polymerase Chain Reaction, which directly
identifies pathogenic genes from a list of predetermined highly infectious diseases.4 The results of
the monitoring performed by the Environmental Protection Agency are given, as necessary, to the
Centers for Disease Control and Prevention for analysis and finally passed along to the Federal
Bureau of Investigation as the lead agency for law enforcement.5
U.S. Army Major Habi Mojidi is the Hospital Headquarters Administrator at the United States
Army Reserve Center, Fort Meade MD. She holds a M.S. degree in Biotechnology, a MBA degree,
and received a M.S. degree in WMD Studies as a National Defense University Countering WMD
Graduate Fellow.
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Figure 1: BioWatch Surveillance collector6

BioWatch is a slow and cumbersome system,
and the detection process is far from automated.
Not only do individuals have to manually
collect air samples from collection containers,
laboratory scientists must then perform assays
(genetic tests of a biological agent) on these
samples to confirm a positive result. If the
sample yields a positive result, this result would
not be identified immediately: It can take from
days to weeks before the U.S government can
coordinate an effective interagency response to
bioterror events through the unsecured BioWatch
portal.7
Take, for example, the case of a positive
result of tularemia in the city of Houston in
2003.8 Three days of waiting for a final positive
confirmation of preliminary results produced
understandably great angst on the part of the
city administration and public health officials.
While follow-up tests concluded that there
was no ongoing biological attack, the image
of thousands of individuals that would have
remained at risk over the 72 hours while the test

were being confirmed is extremely unnerving.
BioWatch can only identify who might be
infected in a specific area after a large number
of people have passed through the subject
area over time. This hardly constitutes a realtime warning of a biological attack. Figure 2
(page 42) illustrates how current biological
surveillance tools support diagnosticians and
public health officials from the early data
collection through the later response phases in
a “response pyramid.”
BioWatch falls under the first stage—data
collection. Data from BioWatch sensors are
combined with additional sources of outbreak
information at later stages of the pyramid.9 After
the collection and central storage phases, data
must be analyzed using algorithms to screen for
veracity and robustness in the data repository.10
Only then can analysts can conduct attribution
analysis and identify trends and outbreaks using
timing and location data.11 Then it is possible to
develop a picture of the biological incident. This
analysis takes precious time away from fighting
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Figure 2: BioWatch Surveillance “Pyramid”

the disease in its early stages of outbreak and
hinders a rapid, efficient, interagency response.
Not only is BioWatch part of an incredibly
slow processing stream, it is also quite
vulnerable.12 The BioWatch portal is hosted
electronically on an .org rather than a .gov
domain.13 The .org domain does not have the
same security requirements as the .gov domain,
making the data an easier target for potential
hackers.14 Hacking into the BioWatch portal
could provide access to the location of the
sensors, or sensors could be disabled before an
attack, leaving the population vulnerable.15
Although current surveillance tools and
systems constitute the early event detection of
a biological disease, the term “early” is vague.
There are many modeling tools to predict the
spread of chemicals or nuclear plumes, accurately
predicting the spread of biological agents is
more difficult. Using the Hazard Prediction and
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Assessment Capability program, a Department
of Defense (DoD) modeling tool to predict the
path of a biological pathogen in the direction of
the prevailing winds, in conjunction with nanobiosensors can predict the most likely areas
where the infections would spread very rapidly.
Failing to rapidly identify biological weapons
leaves U. S. citizens helpless to a biological
attack. If an enemy creates a biological weapon
with the intent to kill, the weapon would likely
have increased morbidity and enhanced evasive
properties.16
New Technologies: Leveraging
Nanotechnology

Advanced notice from a sensing device that
could provide healthcare providers and experts
the time and relevant information to save lives
is an essential part of any effective biological
response plan. Advances now being made in
InterAgency Journal Vol. 10, No. 2, 2019

nano-biosensor technology offer the potential to
allow healthcare providers to develop a course
of treatment to facilitate a full interagency
response to a biological weapons attack within
acceptable time parameters. In practical terms,
nanotechnology aimed at bio surveillance could
take the form of the subcutaneous injection
of biosensors. Current medical research
allows nanoparticle design to be smaller and
more sensitive than conventional drugs.17
Nanotechnology can be carriers for targeted
drug delivery or therapeutic treatments.18 Current
methods of detection do not have the ability to
identify novel biological weapons created to
evade detection; however, developing specific
nano-biosensors to identify biological weapons
could provide a remarkable advantage to the
U.S. during a catastrophic biological event. A
nano-biosensor network would allow for rapid
detection in determining the type and spread of a
pathogenic organism before infected individuals
present with symptoms.
Nanotechnology, precisely nano-biosensors,
could potentially identify subtle changes
between naturally-occurring micro-organisms
and biological weapons. Whether a designer
biological weapon or a deadly, naturallyoccurring microbe causes a pandemic, most
infectious agents trigger an immune response
from the infected organism. Based on an
intelligent design, nano-biosensors could use
the interaction with the immune system to
identify specific genetic or molecular signatures
and determine which are probably naturallyoccurring and which would be a potential
biological weapon. It is possible that nanobiosensors residing in infected individuals
could provide this early detection—essentially
the “canary in the coal mine” for clinicians
at the forefront of a potential catastrophic
biological attack. This type of technology is
expected to become available within the next
decade. Currently, the DoD is investing in
nanotechnology and is becoming increasingly

more reliant on nanomaterials in general. Just
as the internet progressed from the strict military
application to a daily tool used by almost every
person on the planet, nanotechnology could
become similarly ubiquitous.
Current methods and
technologies used to detect a
biological agent are actually far
from early warning sensors.
Current methods and technologies used
to detect a biological agent are actually far
from early warning sensors. Leveraging new
technology can only improve upon the infectiondetection lag and allow for an improved and
coordinated interagency response. Nanotechnology contains the ability to send a short
radio signal once the biosensor detects a targeted
biological agent.19 An electrochemical biosensor
designed to identify specific antigens, such as
the methods used in immunohistochemistry,
would be an improvement. An example of a
currently available product that represents an
advance along the lines described above is the
FreeStyle Libre.™ The device is an implantable,
continuous, glucose-monitoring capability
that is factory-calibrated.20 This calibration
occurs as part of the sensor manufacturing
process under specific laboratory guidelines.21
As more wearable medical devices become
commonplace, it will soon become possible
for use in nanotechnology to both cure diseases
and quickly detect the spread of diseases, thus
shortening the timeline for the detection of
potentially large-scale biological outbreaks.22
This is so because nano-biosensors are able to
monitor physiological differences in individuals
in real time, Nanotechnology also contains the
ability to send a radio signal once the biosensor
detects a targeted biological agent.
Biosensors are an analytical tool that can
detect a signal from an analyte (i.e., a substance
whose chemical constituents are being identified
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and measured). An analyte for a biological
sensor can be any aspect that researchers have
determined to be a viable substrate to bind
to an enzyme, antibody, cell receptor, or a
microorganism. Once the biological receptor
recognizes the analyte, a nano-device can act
as a signal transducer.23 A signal transducer
translates the physiochemical reaction that
occurs because of the release of heat, light,
change in mass, or pH.24 These forms of energy
can be captured by nanotechnology, allowing
for rapid, near real-time identification of the
small change in the local environment. This
small but measurable change signal can initiate
a response to a biological event within minutes
or hours.25 Nano-biosensors designed to interact
with antigens or immunoglobulins decrease the
response time, providing public health officials
valuable time to respond to a potential biological
threat. This defense against biological agents
calls for rapid identification and communication
of a positive signal, without the need for human
laboratory analysis.
Using individuals as “canaries”
would allow the interagency
to rapidly identify infected
individuals and the time and
location of the disease outbreak.
Using these newer sensors and hosting
their data on a secure platform could make
for substantial improvements over the existing
system. By monitoring select individuals in
various geographic areas and streamlining data
collection and integration across the interagency,
these nano-biosensors could facilitate the
automated appearance of data on a properlysecured system in real time. Not only do nanobiosensors shorten the duration of the response
period, they can provide higher-resolution
information. When there is a disease outbreak,
epidemiologists must make assumptions
regarding the dates and locations when the
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infection might have occurred using data that has
been analyzed. Using nano-biosensors, however,
epidemiologists can access real-time information
about changes in the host’s immune system that
would signal the body is fighting an infection.
Real-time data is particularly helpful
because infection resulting from a weaponized
version of a pathogen progresses faster and in a
different pattern than that of naturally-occurring
disease. Using individuals as “canaries” would
allow the interagency to rapidly identify infected
individuals and the time and location of the
disease outbreak. Thus, nano-biosensors can
decease time required to identify a potential
outbreak from days to hours—potentially saving
many lives and preventing disease outbreaks
from reaching epidemic proportion.
The use of nanotechnology would provide
other societal benefits as well. Uncertainty about
disease progression and the unknowns regarding
the origins of the disease can also wreak havoc on
hospitals and the economy, due to fear and panic.
People will fear going to social gatherings or
even to work if they are unsure if the outbreak is
contained. With the use of nanotechnology, vital
information becomes available in hours instead
of days or weeks, thus boosting confidence in the
ability of government to manage the situation.
Nanotechnology: Facilitating
Interagency Response

In the event of an intentional attack,
interagency cooperation is paramount in
preventing others from getting infected, while
at the same time attributing the outbreak. Current
bio-surveillance tools provide only historical
data on disease transmission and the efforts
of multiple government agencies, including
those involved in and overseeing healthcare,
food, and transportation. In April 2018, DHS
acknowledged that technology upgrades are
necessary for BioWatch to better address a wider
range of bioterrorism threats, provide real-time
data, and enhance information-sharing among
InterAgency Journal Vol. 10, No. 2, 2019

operators at the federal, state, and local levels.26
While the specifics for the upgrades have
not been released, this new approach to biosurveillance at least moves toward the goal of
real-time data in a specific area to provide better
predictions regarding the spread of a pathogen
over space and time.27
An effective response against a biological
attack or epidemic must involve a coordinated
interagency effort. A pre-arranged interagency
response expedites resource requirements
when responding to a biological incident, while
minimizing the response time and enhancing the
efficacy of a response effort provides a greater
opportunity to save lives.
Nano-Biosensors: Deterring
Adversaries, Saving Lives

Developing a biological weapon simply
requires an actor with the knowledge, desire, and
skillset to create a biological weapon that the
human body has not evolved to combat. Since
there is no way to ensure total elimination of
biological weapons, the Biological and Toxin
Weapons Convention (BWC) was created
with the hope of prohibiting the development,
production, and stockpiling of bacteria and
toxins as weapon.28 Unfortunately, its existence
does not guarantee compliance with the
prohibitions. Moreover, while the BWC binds
states, it has no way to guarantee that individuals
will not engage in efforts to produce bioweapons.
Hence, an effective means of bio-detection
remains essential to protect U.S. citizens from
a biological weapon.29 Continued research
regarding these systems and technologies will
make nano-biosensors as common as today’s
computers, decreasing the cost to maintain these
systems and making this method of surveillance
more cost effective than current methods.
The U.S. requires innovation to maintain a
strong defensive posture against individuals that
would think to use biological weapons on U.S.
soil. Nanotechnology can assist in maintaining

a strong defensive posture by evading or
outsmarting our enemies. Enemies of the U.S.
would have to be able to determine, a) what
the biosensors could identify, b) how quickly
the interagency could mount a response, and c)
whether there is the possibility for attribution.
The efficacy of bio-surveillance in the U.S.
requires policies that use organizations and
technology to reduce the risk of a biological
warfare agent. Bio-surveillance policies that
focus on interagency cooperation and employ
next-generation bio-sensors and nanotechnology
could mitigate the potential threat of biological
weapons.
Bio-surveillance policies that
focus on interagency cooperation
and employ next-generation
bio-sensors and nanotechnology
could mitigate the potential
threat of biological weapons.
The numerous programs and tools the U.S.
and other nations have invested in cost billions
of dollars, yet most come short of a real-time
solution. A well-constructed biological agent
could kill thousands of people and cripple
healthcare critical infrastructure before the
agent is identified. Identifying deadly diseases
that cause micro-level changes in a patient’s
biochemistry can alert doctors, scientists,
law enforcement, and government officials
of a potential outbreak before the first patient
becomes symptomatic.
Investing in a comprehensive real-time
solution that will provide rapid information
to public health officials will save lives,
reduce the cost of treatment, and provide a
more comprehensive program that is easier to
maintain over time. As infected individuals have
time to drive or fly out of the affected area, the
need to engage all agencies of the government
becomes critical. Tracking and treating infected
individuals becomes not only a matter of
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national security, but also a domestic crisis with
the potential loss of millions of lives.
Several countries developing nanoweapons, such as insect-like lethal robots,
could disseminate toxins or a harmful virus.
The U.S., Russia, and China have invested
billions on nano-weapons research. Research to
identify biological agents can deter the attacks
by biological weapons if an aggressor knows the
attack will be unsuccessful. While science fiction
today, the advancement of nanotechnology in the
coming years continues to increase this threat in
the twenty-first century in the way that nuclear
weapons did in the twentieth century.30
Most technologies developed
for good can also be used
for nefarious purposes, and
nanotechnology is no exception.
New Technologies:
Molecular Biodefense

The Defense Advanced Research Projects
Agency (DARPA) is also leveraging new
technologies to improve bio-surveillance and
defend the homeland against a biological
outbreak with programs called Prometheus
and the Pandemic Prevention Platform
(P3) program.31 Though not yet ready for
implementation, the Prometheus program aims
to determine whether an individual is contagious
before he or she exhibits symptoms of illness.32
Specifically, DARPA is working to develop
a molecular test that uses an individual’s own
immune responses and biological markers that
arise after infection to determine if an individual
will contract and become contagious within 24
hours after exposure to an infectious agent.33
The Pandemic Prevention Platform (P3)
program is seeking to enable the development
of automatic immunity. The concept uses nucleic
acids to produce treatments “against any known
or previously unknown infectious threat within
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60 days of identification,”34 building on the
Autonomous Diagnostics to Enable Prevention
and Therapeutics program, which provides the
body with instructions on how to immediately
begin producing protective antibodies against a
given threat.35 This program primarily supports
military readiness in the case of use of biological
weapons on the battlefield, but it can also prevent
the spread of any disease in the homeland.36
Both of these DARPA programs are designed to
identify the contagion in an individual before the
infection can spread within a population.
Conclusion

Most technologies developed for good
can also be used for nefarious purposes, and
nanotechnology is no exception. The positive
applications of nano-technology in conjunction
with bio-sensors could help avoid mass
destruction by those who might use the new
technologies to target individuals or specific
groups. While harnessing the protective power
of these technologies, the interagency must also
take action to develop tools to prevent the public
health catastrophes that could arise. Although
reluctance to use nano-biosensors may stem from
the novelty of the technology and a hesitation to
make a change in the how the U.S. government
currently monitors biological agents in the
environment, the interagency must consider that
there are currently no systems that can conduct
biological surveillance and simultaneously
perform analysis, and that the lag time between
obtaining a sample and analyzing the sample
leaves a vulnerable population unprotected and
at risk of exposure to a biological weapon.
Biological sensors that work autonomously
with nanotechnology to identify agents and warn
public health officials secures the U.S. homeland
against designed biological agents and naturallyoccurring outbreaks. Biological nano-sensors
conducting biological surveillance will provide
invaluable lead time to mount an effective,
well-orchestrated, interagency response against
InterAgency Journal Vol. 10, No. 2, 2019

a biological agent such as anthrax or Ebola. Many agencies monitor different kinds and networks.
For biological sensors, many signals can be monitored to notify the appropriate agencies at the first
sign of an outbreak.
The U.S. conducts many interagency preparedness exercises to respond to outbreaks once
detected. Nevertheless, detection of biological agents does not yet occur in real-time, leaving many
populated areas outside of the 30 cities monitored by BioWatch at risk. While other mechanisms such
as self-reporting of symptoms to pharmacies and hospital emergency rooms assist with monitoring
illnesses in the country, nano-biosensors with an integrated interagency portal designed to identify
and provide healthcare practitioners in almost real-time to respond to any outbreak will be crucial
to future U.S. national security. IAJ
The views expressed in this article are those of the authors and are not an official policy or position
of the National Defense University, the Department of Defense or the U.S. government.
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The Interagency’s

“WMD” Terminology Problem
by Alexi Franklin

T

he terms “weapons of mass destruction (WMD),” “chemical, biological, radiological,
and nuclear (CBRN),” and “chemical, biological, radiological, nuclear, and explosives
(CBRNE)” are found throughout the interagency, and they are treated essentially as
synonyms. In important ways, however, these terms highlight differences with both conceptual and
policy ramifications. Moreover, their incautious use risks, at a minimum, hampering interagency
coordination for preventing and responding to potential CBRNE-related incidents and unwittingly
misleading private citizens, first responders, politicians, and policymakers about the capability
and capacity of the nation’s WMD and CBRNE defenses. Thus, while it may be argued that all
three terms have their place, that argument must be accompanied by the realization that they are
not strictly interchangeable, and terminological sloppiness on this point has potentially significant
ramifications for the interagency.
Lack of Clarity Across the Interagency

The U.S. government’s legal definition of “weapon of mass destruction” includes “any weapon
that is designed or intended to cause death or serious bodily injury through the release, dissemination,
or impact of toxic or poisonous chemicals, or their precursors; any weapon involving a biological
agent, toxin, or vector . . .or any weapon that is designed to release radiation or radioactivity at a
level dangerous to human life.”1 The definition also includes “any destructive device,” which is
further defined as “any explosive, incendiary, or poison gas, bomb, grenade, rocket . . ., missile . . .
mine, or [similar device]; any type of weapon (other than a shotgun . . .) [with a] barrel with a bore
of more than one-half inch in diameter,” and any combination parts that can be used to convert or
create a “destructive device.”2 Conversely, the Department of Defense Dictionary of Military and
Associated Terms, defines WMDs as “chemical, biological, radiological, or nuclear weapons capable
of a high order of destruction or causing mass casualties and excluding the means of transporting
or propelling the weapon where such means is a separable and divisible part from the weapon.”3
U.S. Army Major Alexi Franklin is the Mobilization Readiness Officer, G3, Maryland Army National
Guard. He received a M.S. in WMD Studies as a National Defense University Countering WMD
Graduate Fellow.
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The significant difference between the two is
the legal definition’s inclusion of “destructive
devices” as WMD.
No one agency is tasked with countering
WMD, but many claim that countering them is
one of their primary missions. However, even
individual agencies use references to WMD in
confusing if not contradictory ways. Consider
the following examples:
•

According to the U.S. Army Chemical,
Biological, Radiological, and Nuclear
School, the Army’s Chemical Corps
mission is to “[conduct] CBRN operations
in order to protect the force and the Nation
from WMD/CBRN threats and hazards.”4
The primary problem with the mission
statement is that it conflates WMD and
CBRN. They are not the same, as not
all chemical, biological, radiological, or
nuclear “threats and hazards” are massively
destructive. (In a related vein, “operations”
is likely far too general a term to describe
the Army’s Chemical Corps’ CBRNErelated responsibilities. A statement
focusing on consequence management or
CBRN “defense” would provide a greater
degree of clarity as to what capability the
Army actually provides.)

No one agency is tasked with
countering WMD, but many
claim that countering them is
one of their primary missions.
•

The State Department’s Office of Weapons
of Mass Destruction Terrorism defines its
mission as working with foreign partners
to “counter the threat of terrorists acquiring
and/or using a weapon of mass destruction”
and “to deter, detect, defeat, and respond
to terrorist attempts to acquire or use
chemical, biological, radioactive, or nuclear
materials.”5 In this instance, if the list of
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threats is restricted purely to CBRN threats,
the utility of using the separate term WMD
is negligible.
•

In contrast, the Department of Homeland
Security (DHS) defines WMD as “a
nuclear, radiological, chemical, biological,
or other device that is intended to harm a
large number of people.”6 The existence of
a hypothetical “other device” undoubtedly
grants DHS leeway to manage emerging
technological threats. However, it also
produces potential policy ambiguities:
For example, it raises the specter that
State Department agreements with foreign
partners may not include devices or
capabilities that DHS considers to be WMD.

•

The Department of Energy’s National
Nuclear Security Administration lists
as its responsibility to “reduce the
global danger from weapons of mass
destruction.” However, this begs the
question of whether the National Nuclear
Security Administration seeks to combat
all categories of WMD, or whether it
has the responsibility to prevent, as its
name implies, only the spread of nuclear
weapons.7 If the National Nuclear Security
Administration seeks only to accomplish
the latter, referring to WMD only succeeds
in providing a lack of clarity.

•

The U.S. Department of Health &
Human Service’s Domestic and Foreign
Emergency Support Team Program consists
of deployable teams that “provide expert
advice, guidance, and support during a
weapon of mass destruction (WMD) or
CBRNE crisis or incident.”8 Phrased thus,
presumably WMD and CBRNE pose two
distinct threats.

•

While Joint Task Force Civil Support, a
subordinate unit of U.S. Army North, does
InterAgency Journal Vol. 10, No. 2, 2019

not use WMD in its mission statement of
“managing the consequences of a chemical,
biological, radiological, nuclear, or highyield explosive (CBRN) incident,” this
definition includes the “E” category (highyield explosives) without then using the
term CBRNE.

Though some of the inconsistencies noted above
might be considered rhetorical, esoteric, or
pedantic, the fact remains that there is a lack of
clarity across the interagency as to what WMD
actually is.
WMD May be a More Useful
Reference than CBRNE

Despite the broad nature of the generallyagreed-upon categories of WMD, not all
CBRNE threats have mass outcomes. For
example, a chemical weapon might not produce
as great a mass effect as does a non-chemical
explosive device that can blanket a similarlysized target area, such as a “cluster” bomb.
In contrast, a strategic nuclear weapon can
result in the deaths of hundreds of thousands
of people, while a tactical nuclear weapon
may produce a comparatively small effect.
A radiological dispersion device, or “dirty
bomb,” might contaminate an area but would
not be any more overtly destructive than the
same bomb manufactured without radiological
material. Another kind of radiological weapon,
the radiological exposure device, can only harm
human and other forms of life directly in front of
the weapon. Nuclear weapons can be optimized
to release a powerful electromagnetic pulse,
damaging electrical equipment without directly
harming individuals. Biological weapons run the
gamut from extremely contagious smallpox virus
to non-transmissible ricin.
Reference to CBRNE is often invoked
to identify the collective danger posed by
non-kinetic threats, even though no weapon
yet devised has greater kinetic effects than
certain nuclear weapons. On the other hand,

some CBRNE weapons are not what could
be considered as kinetic weapons at all—for
example, chemical and biological agents. The
greatest source of commonality among these
various weapon modalities may have little at
all to do with how massive their effects are.
Rather, it may be the fact that defeating CBRNE
weapons requires advanced technical detection,
protection, and mitigation. For example, the
Army’s primary function with regard to WMD
is actually in the consequence management of
specific CBRNE threats. By the same token, not
all security issues involving CBRNE weapons
are defensive. Indeed, for the U.S., nuclear
weapons involve significant defensive and
offensive planning considerations. Thus, in the
case of nuclear weapons, WMD might be a more
useful reference than CBRNE—especially when
ambiguity becomes a policy virtue.9
...the Army’s primary function
with regard to WMD is actually
in the consequence management
of specific CBRNE threats.
Budgetary Imbalance

Countering-WMD programs receive
significant funding across the interagency, but
this funding varies in disproportionate ways.
While there is an uncertain likelihood of a
biological or nuclear attack occurring, each
poses equivalent levels of potential damage.10
However, the distribution of funding has not
matched this potential equivalence. For example,
the DHS’s fiscal year 2018 budget request
included over $330 million for radiological
and nuclear threats, while only $111 million
for chemical and biological threat programs.11
Moreover, funding directed at defense against
a specific modality may provide a false sense
of national security, since, for example, the
personnel, training, and equipment fielded to
counter nuclear or radiological weapons-use
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have limited utility beyond mitigating an overt
attack. Similarly, nuclear defensive systems and
the personnel trained to use them have limited
applicability for responding to an incident at
nuclear power plant.
In contrast, chemical or biological weapons
preparedness has the potential for secondary
benefits in a general, non-weaponized pandemic
or in industrial-accident preparedness. Even
so, the Centers for Disease Control and
Prevention’s fiscal year 2018 budget reduced
the Preparedness and Response program, of
which chemical and biological weapons are but
one of many threats, from $161 million to $140
million.12 While an in-depth budgetary analysis
would be required to truly assess the budgetary
particulars contained within the amounts set
aside for nuclear or biological defense, it is
unlikely that the biological warfare threat can
effectively be negated at a fraction of the price
of the nuclear threat. These types of imbalances
become possible when interagency discourse
cast its budgetary discourse in terms of defeating
WMD rather than in terms of defeating specific
CBRNE threats.
...using a cyber weapon to
disable a hydroelectric dam can
pose an acute threat to critical
infrastructure that could result
in mass civilian casualties.
Cyber Weapons as WMD

Neither WMD, nor CBRNE, nor CBRN
successfully captures emerging threats with
potentially massive consequences as, for
example, cyber weapons. Some have suggested
that cyber weapons constitute WMD,13 and
indeed, cyber weapons and WMD share certain
characteristics. For example:
•

Both cyber weapons and biological
weapons can be deployed in ways that are
discreet and insidious and can spread almost
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organically from one host to another.
•

Chemical weapons are formed from discrete
combinations of the periodic table of the
elements, while cyber weapons are logical,
discrete combinations of computing code.

•

The barrier for technical entry can be low
for both, raising alarm bells about public
access.14

•

States that pose the greatest nuclear threat
to the U.S. are also significant cyber
powerhouses.

•

Finally, the use of nuclear and cyber weapons
can have devastating consequences on a
similar grand scale.15

While the biggest distinction between cyber
weapons and WMD is the lack of direct physical
harm posed by cyber weapons, direct risk is
not necessarily the defining feature of CBRNE
weapons.16 A persistent chemical weapon,
such as the nerve agent VX, can be used for
terrain denial; a biological weapon can destroy
crops; or a bomb can be detonated only after
the authorities have been alerted and citizens
have been evacuated. In contrast, using a cyber
weapon to disable a hydroelectric dam can pose
an acute threat to critical infrastructure that could
result in mass civilian casualties.
Definitions Evolve

Granted, definitions can and do change over
time. When the Archbishop of Canterbury first
coined the phrase “weapons of mass destruction”
in 1937,17 he may well have intended it to describe
massive aerial bombardment during the Spanish
Civil War. Today, however, few would consider
conventional aerial bombardment to be WMD.
This is primarily due to historical context. In the
context of 1937, aerial bombardment was not a
feature of the war the archbishop, other Britons,
and Europeans remembered most closely—the
Great War. In that respect, “weapon of mass
InterAgency Journal Vol. 10, No. 2, 2019

destruction” possibly served more often than not
as a rhetorical device intended to capture a certain
novelty or uncommon nature of a weapon. To
an extent, this rhetorical characteristic persists
unto the present: The novelty of a weapon and
its perception as a WMD is reflected in the
weapons that civilian law enforcement agencies
classify as WMD that the military does not.
For example, the civil legal definition of WMD
includes multiple, low-yield explosive devices,
but the Department of Defense’s definition does
not. Explosions of significant power are the
daily work of the Department of Defense (DoD),
while such explosions are rarely encountered in
civilian life. In this respect, some may consider
WMD to be a useful term for broadly describing
offensive weapons employment, while at once
using CBRNE to refer to defensive acts against
specific technical threats. The nonrestrictive
definition of WMD allows for flexibility in laws,
treaties, and policies. It can include emerging
threats, and it can discard categories once a
weapon loses its novel nature. That both terms
have certain utility is of value to the interagency.
However, that likewise means that conflating
the terms as if they were merely a distinction
without a difference could be pernicious. The
utility of choosing CBRNE over WMD is
inversely proportional to a given organization’s
or activity’s proximity to defensive, onground incident response. At one extreme of
nonproliferation efforts, interagency operations
might focus on broader, non-technological
concepts, such as intent or threat perception. The
efforts of diplomatic and intelligence agencies
can be general in nature, and hyper-specific
focus on a specific CBRNE threat could result
in overlooking a novel technical approach or
missing actions in an entirely different CBRNE
category. In the middle, counterproliferation
efforts must combat both specific technologies
and technical pathways, as well as generic
clandestine proliferation networks. At the far
extreme of counterproliferation, aspirations

toward general WMD preparedness can
cause specific capability gaps that hamper an
interagency response post-attack.
The novelty of a weapon and its
perception as a WMD is reflected
in the weapons that civilian law
enforcement agencies classify as
WMD that the military does not.
Nonproliferation,
Counterproliferation, and
Consequence Management

Until 2014, the DoD applied a three-pillar
rubric for combating WMD: nonproliferation,
counterproliferation, and consequence
management. With the release of Joint
Publication 3-40, Countering Weapons of Mass
Destruction, DoD retained the framework of
three elements but recast them as three “lines of
effort” corresponding to three phases—before
acquisition, during possession, and after the
use of WMDs.18 Regardless the name, official
DoD doctrine recognizes all three phases as
related but distinct from one another. Clear
delineation among these three lines of effort
allows the appropriate interagency organizations
to leverage the instruments of national power,
through expertise in discrete capabilities, to be
of service in combatting WMD writ large. Using
the terms WMD or CBRNE has utility to varying
degrees in each of these three areas. Judicious
use of terminology in each of the three areas
will help further interagency anti-WMD efforts
as much as imprecise use can hamper it.
Nonproliferation is the act of implementing
policies and procedures to hinder or prevent
WMD acquisitions by “dissuading or
impeding access to, or distribution of, sensitive
technologies, material, and expertise.” 19
Nonproliferation actions can include enforcing
international agreements to control the sale
of sensitive material or gathering and sharing

Arthur D. Simons Center for Interagency Cooperation, Fort Leavenworth, Kansas

Features | 53

intelligence to identify potential proliferates.
The majority of this activity is diplomatic and
involves government policy, industry, and the
intelligence community. For example, the State
Department’s Proliferation Security Initiative has
led to the interdiction of WMD materials headed
to Libya, while the Commerce Department helps
maintain export control lists.20 Here, the use
of the term WMD is potentially preferable to
CBRNE, as WMD can be used euphemistically
to mask the exact nature of a threat for diplomatic
or intelligence purposes or to include foreign
personnel and entities from acquiring technology
that can aid in the development of cyber warfare
or other emerging WMD-like threats. In fact,
CBRNE might prove positively unhelpful for
nonproliferation efforts, as interagency efforts
may become “stove-piped” by threat category,
rather than focused on more general targets such
as global networks or threat actor intent.
...if interagency entities
lack sufficient clarity in
communicating their individual
capabilities, organizations can
wastefully duplicate effort...
Counterproliferation efforts focus on
mitigating the effects of existing weapons and
the dangers they pose. Counterproliferation
actions can include active medical surveillance
to provide early warning of a biological
weapons attack or seizing and destroying a
chemical weapons stockpile of another nation.
These activities involve the coordination of the
intelligence community and law enforcement
and, on occasion, military support. Here, WMD
is a less useful term as the development of threatspecific countermeasures necessarily drives
interagency efforts towards category-specific
CBRNE responses. However, much like with
nonproliferation, referring to WMD in lieu
of CBRNE may have benefits for diplomatic
purposes. For example, within the intelligence
54 | Features

community, it may encourage a broad, global
view in lieu of a narrow technical one or protect
sources and methods with purposefully vague
public terminology.
Consequence management is essentially
reactive and can include identifying the
perpetrator of a WMD attack post-event or
cleaning up contamination after a WMD strike.
While consequence management is the least
desired stage to respond to a WMD threat, the
robust ability to respond to threats is the duty of
responsible government. However, if interagency
entities lack sufficient clarity in communicating
their individual capabilities, organizations
can wastefully duplicate effort—or worse,
allow gaping holes to exist in consequence
management plans that fail to identify specific
threat modalities. Labeling all CBRNE threats
as WMD obscures the ways in which each of
the CBRNE threats is significantly different,
which can lead to a misallocation of bureaucratic
attention and attendant resource allocation. In
the realm of consequence management, using
the term CBRNE is far more useful than WMD.
Conclusion

Given the continued importance of
achieving maximum interagency coordination
and cooperation toward the shared goal of
defeating CBRNE threats, there are good reasons
to use accurate terminology. WMD, CBRN,
and CBRNE describe similar, but ultimately
distinct, security threats. The interagency should
deliberately use direct terminology to help
describe what it intends to accomplish. While
detractors may view an attempt to distinguish
CBRNE from WMD as merely a matter of
bureaucratic wordplay, a lack of precision
with the terms WMD, CBRN, or CBRNE can
have unrecognized, and certainly unintended,
consequences of massive proportion. By using
WMD to mean CBRNE, local, state, and
national-level policymakers may prepare for
the wrong threats, putting equal emphasis on
InterAgency Journal Vol. 10, No. 2, 2019

weapons because they are labeled as WMD, as opposed to tailoring their responses to discrete
hazards and the scale and scope of danger they actually pose. If a one-size-fits-all term for use across
the interagency does not exist—and very likely, it does not, then at very least, those who invoke
terms referring to weapons, capabilities, and threats of the kinds discussed above must do so with
the utmost appreciation of the need for their careful, thoughtful invocation. IAJ
The views expressed in this article are those of the authors and are not an official policy or position
of the National Defense University, the Department of Defense or the U.S. government.
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Defining

“Surety”

Within the Interagency
by Punna Khanna Hayes

T

he fundamental differences between nuclear weapons, chemical agents, and biological select
agents and toxins (BSAT) and the different ways in which interagency personnel interact
with these materials necessitate different variations in protocols for their handling. These
differences and handling protocols give rise to differing definitions of “surety,” a concept the
U.S. government uses to describe how personnel handle these sensitive items. The various surety
programs found across the interagency are designed to ensure the safety, security, and reliability
of U.S. nuclear, chemical, and biological weapons. The interagency—particularly the Department
of Defense (DoD)—was initially convinced that “surety” should be defined the same way for every
program. This article describes how that philosophy has changed and how various agencies now
define surety differently and consequently operate differently. The DoD, Department of Energy
(DOE), Department of Health and Human Services (HHS) and Department of Agriculture (USDA)
maintain separate surety programs to regulate special nuclear material (SNM), chemical agents,
and BSAT because each program is governed by multilateral and bilateral international treaties and
federal law and regulated within specific agencies within the interagency. This article also highlights
the common thread of “personnel reliability” these agencies share in their surety requirements.
Background

Throughout the history of the nuclear, chemical, and biological surety programs, various U.S.
government agencies have debated and redefined what surety means. Surety did not exist as a concept
until well after nuclear weapons were developed in 1945. Various U.S government agencies began
formulating surety policy in the early 1960s, after a disturbed Air Force enlistee, receiving psychiatric
therapy for deep depression, pointed a gun at a U.S. nuclear weapon located in Britain. Once the
Punna Khanna Hayes is the Director, Chemical and Biological Security Policy, at the Office
of the Deputy Assistant Secretary of Defense for Chemical and Biological Defense Programs.
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enlistee’s psychiatric history was revealed, the
U.S. imposed improved screening processes
for those personnel in contact with nuclear
weapons.1 Ultimately, the U.S. government
agencies would initiate various programs known
as surety to maintain the security of U.S. nuclear
weapons by protecting them from accidents,
incidents, and unauthorized detonation. Such
surety programs included an in-depth assessment
(known as the personnel reliability program) to
screen personnel before allowing them to work
with nuclear weapons and codified the associated
procedures in Service surety regulations. Surety
programs for chemical and biological weapons
were subsequently established.
Over time, the interagency has
adopted surety definitions that
vary by material and mission.
Over time, the interagency has adopted surety
definitions that vary by material and mission.
Today, personnel across the interagency—
including the DoD, the DOE, HHS, and USDA—
involved or otherwise affected by operations with
nuclear weapons, chemical agents, and BSAT are
subject to different surety standards with varying
safety, security, inventory- accountability, and
personnel-reliability procedures. Nuclear,
chemical, and biological surety programs are
defined in accordance with specific missions
across the interagency (i.e., operational versus
research, development, test, and evaluation
[RDT&E]). Surety standards are designed
to protect nuclear weapons from accidents,
incidents, and unauthorized detonation, while
those for chemical agents and BSAT protect
these materials from theft, loss, diversion,
release, or unauthorized access.
Per the DoD, surety programs consist of
“policies, procedures, controls, and actions that
encompass safety, security, and control measures,
which ensure there will be no nuclear weapon
accidents, incidents, unauthorized detonation,
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or degradation of weapon effectiveness.”2
Individually, the elements combine to provide
surety. Agencies arrive at these varying
definitions and programs based on vulnerability
assessments that identify specific threats and
risks to the materials and the facilities, and these
are not the same.
Components of Surety

In order to understand why the nuclear,
chemical, and biological surety programs differ
across the interagency, one must understand
how the separate elements of surety apply to
SNM, chemical agents, and BSAT. Personnel
conducting operations with these materials use
specific procedures that may not directly transfer
from one category of material to another.
Nuclear

The elements included for nuclear surety
are safety, security, the personnel reliability
program, nuclear weapons control, survivability,
and the reliability of the nuclear weapons
themselves. Interestingly, while the Air Force
relies on the DoD definition of “nuclear
surety,” the Navy and Army have different
definitions. For the Navy, surety is “ensur[ing]
that nuclear weapon[s] and nuclear weapon
systems are designed, maintained, transported,
stored, and employed to maximize nuclear
weapon and nuclear weapon systems safety,
security, control, and reliability consistent with
operational requirements. . . ”3 Conversely, the
Army defines surety as “ensur[ing] the safety,
security, reliability and survivability of Army
operations in support of DoD’s nuclear weapons
program and at Army nuclear reactor facilities.”4
Within DoD, nuclear-weapon capable units of
the Air Force and Navy must be operationally
ready to implement an order to employ nuclear
weapons, while the Army still has its own surety
program. The difference in definitions reflects
each service’s role within the DoD nuclear
enterprise by materiel and mission. The DOE,
InterAgency Journal Vol. 10, No. 2, 2019

Organization

DoD

DOE

Army

Air Force

Navy

Safety

X

X

X

X

X

Security

X

X

X

X

X

Personnel
Reliability

X

X

X

X

Accountability

X

X

X

Use Control

X

X

X

Survivability

X

X

Weapon
Reliability

X

X

X

X

Table 1: Comparison of Different Organizational Understandings of Nuclear Surety

however, defines nuclear surety as the “safety,
security, and use control of nuclear explosives
and nuclear weapons,” but how those concepts
are applied to procedures varies.5 Use control
refers to the “application of systems, devices, or
procedures that allow timely authorized use of a
nuclear explosive while precluding or delaying
unauthorized nuclear explosive detonation.” It
is an integral part of how DOE maintains surety
of nuclear weapons.6 The DOE designs and
develops nuclear weapons with specific controls
to assure the weapon will reliably operate while
preventing an unauthorized detonation. Different
organizational understandings of nuclear surety
are compared below. The table shows that each
organization defines its surety based on its
operational mission.
Chemical
Agencies also vary in their definitions of
surety for chemical weapons and associated
materials. The DoD defines chemical surety as
security standards for safeguarding chemical
agents. It follows that DoD security standards
for safeguarding chemical agents consists of
the “physical security, information security, and
personnel reliability for Schedule 1 chemicals
in the possession of the DoD. . .as defined by

the Chemical Weapons Convention (CWC).”7
Schedule 1 chemicals include blister, nerve,
blood, and incapacitating agents, which were
historically used in chemical weapons. However,
there is further differentiation within the DoD
definitions adopted as a result of different
missions involving chemical agents. DoD
chemical agent RDT&E units, for example,
conduct research to develop countermeasures
for protective purposes to support the warfighter
against an enemy chemical agent attack, while
DoD chemical demilitarization facilities destroy
the chemical munitions left in the U.S. stockpile
in accordance with the CWC. Within the DoD,
the Army is the only Service conducting
chemical agent RDT&E. U.S. research involving
Schedule 1 chemicals, (e.g., sarin, VX, mustard,
lewisite, ricin, and saxitoxin) complies with the
CWC, which prohibits the stockpiling and use
of these chemicals as weapons. The Army is the
only Service currently storing obsolete chemical
weapons in preparation for their destruction. It is
also responsible for demilitarizing the remaining
chemical agent munitions in the U.S. stockpile
(in accordance with CWC requirements). In
addition to RDT&E and demilitarization, the
Army is also responsible for transportation and
training missions with chemical agents. The
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DoD chemical agent security program ensures
that chemical agents are handled safely, are
secure and accounted for, and that only certified,
personnel reliability program personnel are
working with chemical agents or chemical
agent munitions left in the stockpile. The DoD
chemical surety program is defined and regulated
in accordance with its operational mission.
Biological

The DoD defines biological surety as
security standards for safeguarding BSAT. This
includes ensuring the “physical security and
information security for BSAT in the possession
of the DoD, and personnel reliability for Tier
1 BSAT as defined by part 73 of Title 42,
Code of Federal Regulations (CFR), part 331
of Title 7, CFR, and part 121 of Title 9, CFR,
collectively referred to. . .as the Select Agent
Regulations.”8 HHS and the USDA administer
the implementation of the Select Agent
Regulations. The Centers for Disease Control
and Prevention manages requirements in 42
CFR, part 73, on behalf of HHS. The Animal
and Plant Health Inspection Service manages
requirements in 7 CFR, part 331, and 9 CFR,
part 121, on behalf of the USDA. DoD complies
with the Biological Weapons Convention while
conducting research with BSAT. DoD BSAT
RDT&E units conduct research to develop
countermeasures for “prophylactic, protective,
or other peaceful purposes”9 to defend the
warfighter against enemy BSAT attacks. The
DoD BSAT security program ensures that BSAT
are handled safely, are secure and accounted
for, and that only certified, personnel reliability
program personnel are working with Tier 1
BSAT.
Concepts of Surety: Differences
and Commonalities

Three surety elements – use control,
survivability and weapon reliability – only
apply to nuclear weapons, as the U.S. no
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longer has active chemical and biological
weapons programs and, therefore, no need
to maintain their reliability for use. Safety
standards for SNM, chemical agents, and BSAT
are not interchangeable for good reason. For
example, a distinction such as biosafety level
1–4 (discussed on page 62), while entirely
appropriate for dealing with BSAT would not
apply to radiological isotopes. Additionally,
nuclear surety requires that personnel use leaded
shielding for protection from ionizing radiation,
while personnel working with chemical agents
require different measures to protect them from a
splash or vapor hazard posed by chemical agents.
Furthermore, surety inventory requirements
vary as a function of material. Whereas SNM
decays over time, BSAT can replicate, meaning
that an ounce of SNM will not grow (and will
probably decay), while an ounce of BSAT will
likely grow. Meanwhile, chemical agents do not
decay or replicate. Procedures for accounting for
these materials must, therefore, vary accordingly.
RDT&E chemical agents can be measured by
volume (i.e., in milliliters) with graduated
cylinders, beakers, pipettes, or other means.
With diluted chemical agents, it is possible to
calculate the actual concentration of the agent
in the dilution to determine the exact amount of
chemical agent in the dilution.
Surety Element #1:
Safety Procedures

Personnel working with nuclear, chemical,
and BSAT materials must use material-specific
safety equipment, rely on specific engineering
controls in order to conduct operations or
research, and wear material-specific personal
protective equipment.
Nuclear materials and radiation safety

Special nuclear materials, including
plutonium and uranium, produce ionizing
radiation and require particular handling
considerations so that personnel may avoid
InterAgency Journal Vol. 10, No. 2, 2019

Figure 1: Elements of Surety10

skin burns and radiation sickness.11 Workers
use specially-designed, personal protective
equipment, including “lab coats, latex gloves,
lead aprons, shielding collars to protect the
thyroid glands, and lead safety glasses.”12
Radioisotope fume hoods are designed and
engineered to protect workers from exposure
to radiation using special lead shielding.
Collectively, these specific radiation safety
measures are essential to protect workers from
the effects of radiation exposure and its painful
consequences.
Chemical agents and safety procedures
Chemical agents are synthesized materials,
as opposed to naturally-occurring compounds.

Chemical agents such as blister, nerve, blood, and
incapacitating agents, can be particularly toxic
and have been used as weapons on the battlefield.
Those who handle them require protection from
inhalation and physical contact with these agents.
During demilitarization operations, for example,
where chemical-filled munitions are being
destroyed, personnel work under engineering
controls such as “total containment” and
“vapor containment” filters to prevent harmful
chemical agents from being released into the
environment. Engineering controls also prevent
the potential ignition and explosion of chemical
munitions. Additionally, personnel working
with chemical agent munitions wear specialized
personal protective equipment, divided into
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levels A through D (with A requiring the most
protection). In addition to personal protective
equipment, personnel are subject to detailed
workplace practices including changing of all
personal clothing and wearing governmentissued clothing, boots, and gloves. All personnel
must also shower before leaving the facility for
the day. DoD laboratory operations involving
chemical agents rely on chemical fume hoods
subject to federal and DoD standards to provide
engineering controls and protect workers and the
environment from exposure to chemical agents.
Personnel are also issued protective masks,
personal protective clothing, and butyl rubber
gloves. Surgical gloves, worn two pairs at one
time, may be used to provide more dexterity than
butyl rubber gloves.
Nuclear, chemical, and
biological surety programs
all include security and
accountability measures.
Biological agents and safety procedures

BSAT, including bacterial agents, viral
agents, and biological toxins, can occur naturally
and can cause illness through bacterial and viral
infections in animals or humans. Personnel
conducting operations with BSAT require
specific equipment and personal protective
equipment and different primary and secondary
engineering controls. They must, for example,
adhere strictly to laboratory techniques
and practices using biological agent safety
equipment and personal protective equipment.
In addition, facility design and construction must
meet standards for biological agent safety and
containment; although, the latter depends on the
particular risks associated with the type of BSAT
being used. The interagency follows the HHS
established four biosafety levels. Biosafety level
1 practices are the least stringent and consist of
following standard microbiological practices.
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Biosafety level 2 practices are for biological
agents that can cause human diseases. Biosafety
level 3 practices are for biological agents (mostly
BSAT) that can be aerosolized and cause
serious or lethal infection. Biosafety level 4 is
for the most dangerous biological agents (all of
which are BSAT) that pose the highest risk for
workers.13 Usually, vaccines and treatments are
not available for biosafety level 4 BSAT.
Surety Element #2: Site Security
and Inventory Accountability

Nuclear, chemical, and biological surety
programs all include security and accountability
measures. The type of material being secured
determines the implementation of security and
accountability standards and procedures to
protect the material from theft, unauthorized
access, or use. Agencies also employ sitespecific security measures in addition to design
and engineering features, such as those DOE
uses to protect and secure nuclear weapons.
Nuclear weapons and SNM
For nuclear weapons and SNM, security
is one of the highest priorities across the
interagency. Installation commanders and
national laboratory directors regularly conduct
vulnerability assessments to determine the
precise risks to the installations and laboratories
and then apply a combination of physical
security measures, access controls, and
information security measures. According to
DoD policy, “protection for all nuclear weapon
systems will incorporate policies, procedures,
and equipment in a layered approach of physical
security, information assurance, personnel
actions, procedures, and nuclear weapon design
features as determined through a risk analysis.”14
Therefore, security measures are site-specific
and tailored to protect nuclear weapons and
SNM. Security plans and procedures for nuclear
weapons and SNM ensure that only technically
proficient and qualified personnel are present
InterAgency Journal Vol. 10, No. 2, 2019

during operations. Personnel are subject to
access controls (authorization), and site control
measures include keys and locks, identification
badges, and biometric devices. Additionally, two
certified, personnel reliability program workers
must be present at all times while performing
operations with nuclear weapons and SNM.
There are secure sites where SNM is stored
to prevent unauthorized access, generally in a
vault, and protected using a defense-in-depth
strategy (to deter, detect, deny, delay, and
defend the site). The U.S. Nuclear Regulatory
Commission, which licenses all agencies using
SNM, mandates physical SNM “inventory
accountability” in accordance with 10 CFR 74 at
least every six months. Inventory accountability
for SNM includes verifying that the Nuclear
Regulatory Commission-issued SNM is properly
accounted for by the site.
Chemical Agents
Chemical agent security and accountability
falls under DoD surety programs. DoD
chemical agent facility directors and contractor
laboratories that work with DoD chemical
agents are required to develop reliable security
systems and processes that facilitate DoD’s
ability to “detect, assess, deter, communicate,
delay, and respond to unauthorized attempts
to access chemical agents.” 15 Facility
directors and contractor laboratories must
also conduct vulnerability assessments to
determine risks at each facility. Their security
program recommendations can include the
implementation of measures such as intrusion
detection systems, key and lock control, access
controls, and inventory accountability. Whereas
chemical munitions are stored in underground
bunkers, RDT&E quantities of chemical agents
are generally stored in a restricted laboratory or
in a locked fume hood. Access controls for and
peer oversight of chemical munitions or RDT&E
chemical agents vary based on use. Whereas
chemical munition operations require the

presence of two, certified, personnel reliability
program personnel, for example, operations in
RDT&E laboratories do not. Likewise, inventory
accountability varies for chemical munitions
and RDT&E chemical agents as a function of
meeting international treaty obligations. While
chemical munitions are inventoried by counting
the number of munitions, RDT&E chemical
agents are inventoried by an accounting of
quantity of agent in the container. Similarly,
reporting procedures vary as well. The status of
chemical munitions is reported annually to the
Organization for the Prohibition of Chemical
Weapons in compliance with the CWC, while
the quantity of RDT&E chemical agent at each
laboratory is reported semiannually through the
DoD Accountability Manager for Schedule 1
chemicals to DoD.16
Chemical agent security and
accountability falls under
DoD surety programs.
BSAT

BSAT facilities and laboratories using Tier
1 BSAT must be registered and certified in
accordance with the federal HHS and USDA
Select Agent Regulations. BSAT security and
accountability are governed both by federal law
and DoD regulations. BSAT facility commanders
and laboratory directors conduct vulnerability
assessments to determine the specific risks to
the facilities and laboratories and implement
physical security measures, access controls, and
information security measures. “The security
plan will address the controls used to secure
the BSAT from misuse, theft, and unauthorized
removal from the BSAT registered space.”17
While only authorized individuals can access
Tier 1 BSAT, two, certified, personnel reliability
program workers do not have to be present during
operations with Tier 1 BSAT (unlike nuclear
weapons or SNM). For inventory accountability
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purposes, BSAT is usually stored in vials, unless
it is being used in an experiment. BSAT can
be maintained in refrigerators and freezers for
long-term storage. In accordance with the federal
Select Agent Regulations, laboratories working
with BSAT must maintain a current and accurate
inventory of all BSAT in long-term storage at
all times.
All programs require continuing
evaluation of reliability
that consists of personnel
security investigation periodic
reinvestigations; medical
evaluations, as necessary;
and random drug testing.

eligible for a secret security clearance. Finally,
all personnel working with BSAT must pass
the federal Select Agent Regulations screening
process, while personnel working with Tier 1
BSAT (that have a documented risk of “causing
a high consequence event”) must also be eligible
for a secret clearance.
DOE has a personnel reliability program
designed specifically for the national laboratories,
which primarily employ contractors. Human
Reliability Program for personnel working at the
national laboratories is designed in accordance
with 10 CFR 712.10. Although the Human
Reliability Program is not exactly the same as
the personnel reliability program, the intent of
both programs is the same.

Surety Element #3:
Personnel Reliability Program

Surety Element #4:
Nuclear Weapons Control,
Survivability, and Reliability

Personnel reliability is another security
feature aimed specifically at personnel
working with SNM, chemical agents, and
BSAT. Generally, the requirements for all three
programs ensure that personnel are mentally
and emotionally stable, physically capable,
trustworthy, and have the technical qualifications
to the work with the materials. The requirements
that govern the personnel reliability program
are similar in that all three programs require a
personnel records review, a personnel security
investigation, a medical records review, and
drug testing. All programs require continuing
evaluation of reliability that consists of personnel
security investigation periodic reinvestigations;
medical evaluations, as necessary; and random
drug testing.
How the personnel security investigation
requirement is applied varies, however. For
example, within DoD, personnel working with
nuclear weapons must be eligible for a top-secret
clearance, whereas personnel working with SNM
must be eligible for a secret clearance. For work
with chemical agents, personnel need only be

Key components of surety for nuclear
weapons are use control, survivability, and
reliability. The U.S. ensures “positive measures
will be taken to maintain control of all U.S.
nuclear weapons during the entirety of their life
cycle. Use control, which includes NC2 [nuclear
command and control], is a feature that engineers
can integrate into U.S. nuclear weapons. It may
either be integrated into the warhead or weapon
system, and may also be complemented by
system operation.”18
“Survivability” is essential to U.S. secondstrike capability. Nuclear weapons are engineered
to survive and operate after a nuclear attack.
Special design features, including permissive
action links, are incorporated into U.S. nuclear
weapons in order to ensure they are operational
when authorized to be.
DOE’s Stockpile Stewardship and
Management Program ensures and maintains the
operational reliability of U.S. nuclear weapons
in the stockpile. Nuclear weapons use control,
survivability, and reliability are all elements to
ensure U.S. nuclear weapons will work when

64 | Features

InterAgency Journal Vol. 10, No. 2, 2019

needed. However, as important as these surety concepts are to nuclear weapons, they simply do not
apply to chemical munitions left in the U.S. stockpile, chemical agents, or BSAT.
The U.S. nuclear weapons surety program is in place to ensure that nuclear weapons, as national
strategic assets, are strictly controlled and reliable if required for use. The chemical surety program
has standards that have changed over the years, producing a focus ranging from offensive chemical
weapons capability to the current chemical munitions demilitarization effort and the RDT&E
chemical agent programs. Meanwhile, the biological surety program is being disestablished in
favor of the federal Select Agent Regulations and DoD policy. As a result of the 2015 interagency
review on biological surety, the Secretary of the Army was designated the Executive Agent for DoDwide BSAT activities. The Secretary of the Army further designated the Army Surgeon General
as Responsible Official for this mission. The Surgeon General now has oversight for all DoD
laboratories working with BSAT. The change in oversight in no way relaxes the laws and policies
that all the Services are required to follow.
Conclusion

The absence of offensive chemical and biological weapons capabilities might indicate that
there is no need for chemical or biological surety programs or may support the idea that a single,
cross-substance, integrated, nuclear surety program should include all types of dangerous materials.
Disestablishing the chemical and biological surety programs because of an absence of offensive
capabilities or merging them with the existing nuclear surety program, however, does not consider
the requirements imposed by the materials. Nuclear surety assures that nuclear weapons, as national
security assets, will operate when needed, while the RDT&E chemical and biological surety
programs focus on protecting the warfighter from enemy attacks using chemical agents or BSAT.
Thus, the non-complementarity of surety requirements across the DoD, let alone the interagency,
renders their administrative merger into one program a virtual impossibility.
Of course, some might argue that the deadly nature of nuclear, chemical, and BSAT materials
logically leads to a single surety program. However, this argument misses the point. The whole
notion of surety does not hinge on an offensive or defensive capability; it hinges on the nature
of the material itself. When looking at surety from this point of view, having one surety program
and regulation would mean that the materials are similar in nature. This logic would also lead to
the conclusion that the regulations can be effectively merged, thus creating a means for common
oversight, cutting costs, and actually increasing the success of surety efforts across the interagency.
However, this argument neglects the very real differences in the materials and the hazards they
represent.
Given current technological development of small modular nuclear reactors, the use of
nanotechnology in chemistry, and the merging of biology and engineering to create artificial
biological systems, the interagency will continue the debate and adapt the surety programs in
the future. Whatever the outcome, one thing is reliably certain: Those who aim to merge surety
into one administrative program across the interagency will find that future advances will only
complicate their task. Given the current intractability of that task, the strong likelihood exists that
surety programs, distinguished as they currently are, will be with the interagency for the foreseeable
future. IAJ
The views expressed in this article are those of the authors and are not an official policy or position
of the National Defense University, the Department of Defense or the U.S. government.
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Radiological Nuclear Detection Task Force:

A Real World Solution for a
Real World Problem
by Kevin L. Stafford

Editor’s Note: The following article was originally published in one of the Simons Center’s earliest editions
of the InterAgency Journal in 2012. While the Radiological Nuclear Detection Task Force never came to
fruition, in 2017 the Department of Homeland Security’s Domestic Nuclear Detection Office became one of
the components of the new Countering Weapons of Mass Destruction Office, which was then fully established
and authorized by the Countering Weapons of Mass Destruction Act in 2018. The editors of the Journal invite
our readers to ask themselves what has changed – for better or worse - since this article was originally
published.

P

resident Barrack Obama’s signing of Presidential Policy Directive 8 (PPD-8), National
Preparedness, in March 2011 marked an evolutionary step in the development of a “secure
and resilient nation.” However, building core preparedness capabilities and establishing
capability targets are of marginal value if the cumulative actions of federal, state, county, municipal,
tribal, and territorial governments do not manifest themselves in the form of real world solutions. To
meet the national preparedness goal, the U.S. must come to the realization that in all probability the
mere issuance of guidance and conceptual frameworks to state and local agencies will not contribute
to the development of core capabilities among the “whole-of-community” as outlined in PPD-8. If
the nation is to make progress in accomplishing the President’s vision, the U.S. must recognize
and take advantage of existing opportunities to move beyond the practices of the past. The core
capability frameworks discussed in PPD-8 can be constructed using tools and techniques that exist
today. Specifically, there are structures that effectively integrate federal, state, and local assets and
provide both the methods and resources necessary to build cross-mission, multi-jurisdictional teams
with the full range of core preparedness capabilities.
While this article does not address all the hazards and threats described in PPD-8, it offers an
innovative approach to enhancing the probability of detecting radiological and nuclear materials that
may pose a threat to the U.S. The U.S. can build an “all-of-nation” capability through the unique
application of task force operations—a technique that has been repeatedly tested and proven by both
public agencies and private corporations for more than five decades. This task force concept would
simultaneously provide radiological/nuclear detection assets to national and regional government
Kevin L. Stafford is a consultant specializing in the assessment of public and private sector
radiological and nuclear detection capabilities. He retired from the Federal Bureau of Investigation
in 2008 after 25 years leading counterterrorism, counterintelligence, intelligence, cyber, and
criminal investigative programs.
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core and surge operations to respond to events
involving radioactive and/or nuclear materials.
Background

Public safety and health organizations face
a wide array of potentially devastating risks, and
many expect law enforcement and homeland
security agencies to protect against random
acts of violence by anticipating and preventing
...within the weapons of mass
destruction area, technology
has made it possible to detect
the presence of radioactive and
nuclear materials before they can
be weaponized and/or deployed.
the unforeseeable. Initial efforts to develop
capabilities that enhance the nation’s capacity
to protect citizens from these threats should
focus on opportunities that maximize the use
of existing resources. For example, within the
weapons of mass destruction area, technology
has made it possible to detect the presence of
radioactive and nuclear materials before they
can be weaponized and/or deployed. Since
radiation is colorless, odorless, and tasteless
and the effects of exposure to radiation are often
delayed following an event, without a prevention
capability, the U.S. must rely on terrorists to
self-report their nefarious activities or wait and
respond to an attack after the damage has been
done.
In April 2005, the Department of Homeland
Security (DHS) established the Domestic
Nuclear Detection Office (DNDO) to:
“…[s]erve as the primary entity in the United
States government to further develop,
acquire, and support the deployment of an
enhanced domestic system to detect and
report on attempts to import, possess, store,
transport, develop, or use an unauthorized
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nuclear explosive device, fissile material, or
radiological material in the United States,
and improve that system over time….”
In entrusting these considerable
responsibilities to DNDO, Congress was careful
to balance the states’ interests in protecting
their citizens’ safety with an affirmative burden
on the U.S. government to “…enhance and
coordinate the nuclear detection efforts of
federal, state, local, and tribal governments
and the private sector to ensure a managed,
coordinated response….” In so doing, the
statute and supporting implementation policies
did not provide the DNDO with the authority
to mandate, fund, or otherwise compel state,
county, municipal, or tribal agencies to
participate in preventive detection initiatives
or programs. Nor did they provide DNDO with
either the personnel or the equipment necessary
to independently conduct preventive radiation/
nuclear detection activities.
Through a number of Homeland Security
Grant Programs (State Homeland Security
Program and the Urban Area Security Initiative
grants), the U.S. provides significant financial
assistance to develop homeland security
programs at the state and local levels. Based on
the strategies developed and implemented by
DHS, the U.S. government apparently believes
that a combination of grant funding and strategic
guidance will simultaneously empower and
motivate state and local governments to build
capabilities that will prevent acts of terrorism. In
providing these and other financial resources,
DHS enables state, county, municipal, and tribal
agencies to identify, prioritize, and address their
own unique planning, organization, equipment,
training, and operational exercise needs. While
these funds can be used to build radiological/
nuclear detection capabilities, it is important
to note that none of these grants sets aside
funds that specifically encourage state, county,
municipal, and tribal partners to develop a
InterAgency Journal Vol. 10, No. 2, 2019

radiological/nuclear detection program.
As the U.S. continues to develop and
improve national preparedness goals and
objectives, it must assess and understand the real
world needs and capabilities of these partners.
The federal government has overestimated
the resources and capabilities of state, county,
municipal, and tribal agencies to develop and
deploy preventive and protective capabilities.
The U.S. government should provide substantive
operational, intelligence, and financial support,
as opposed to merely providing counsel, advice,
and guidance.
Historically, state, county, municipal, and
tribal law enforcement agencies have not been
responsible for detecting radiological/nuclear
materials outside of regulatory control. As a
result, few, if any, law enforcement agencies have
developed a staff with the requisite knowledge,
skills, and abilities to effectively engage in
radiological/nuclear detection activities. Further,
most law enforcement agencies see marginal
value in using scarce personnel and financial
resources to address what they may view as a
low risk threat to their communities, especially
when the threat is not supported by credible
information. While state and local agencies
may view the threat of a radiological or nuclear
terrorist attack as an issue more appropriately
addressed by federal agencies, the allocation
of assets to engage in purely preventive search
activities for radiological/nuclear material, in
the absence of a credible threat, is outside their
scope of responsibilities.
Current State

In December 2011, the DHS issued the
Strategic National Risk Assessment (SNRA)
based on a concerted effort by federal law
enforcement, homeland security, and intelligence
community agencies, which identified the
potentially catastrophic events that posed the
greatest risk to the security of the nation. Included
in the SNRA were two terrorist scenarios that

involve adversaries engaged in separate and
distinct acts of terrorism, one involving nuclear
weapons and the other radiological materials.
The first concerned a hostile, non-state actor
acquiring fissile material and constructing an
improvised nuclear device (IND) and then
detonating the IND within a major, population
center. The second scenario involved a hostile
Historically, state, county,
municipal, and tribal law
enforcement agencies have not
been responsible for detecting
radiological/nuclear materials
outside of regulatory control.
non-state actor acquiring radiological materials
and dispersing them through explosives or other
means (radiological dispersal device [RDD] or
a radiological exposure device [RED]). The
findings of SNRA addressing the potential risks
to the U.S., stand in stark contrast to the nominal
level of preparedness devoted to the prevention
of a terrorist attack using radiological/nuclear
materials.
In view of the documented risks associated
with INDs, RDDs and REDs, has the U.S.
done all it can to decrease the probability that
an adversary could successfully possess, store,
and/or transport a radiological/nuclear device
or material in the U.S.? Are current strategies
implemented by law enforcement agencies
sufficient to detect, prevent, or deter a terrorist
from using a radiological or nuclear device as
described in either of the two SNRA scenarios?
Radiological Nuclear Detection
Task Force (RNDTF)

The threats of nuclear and radiological
terrorism are real and will require the U.S. to
build the core capabilities described in PPD-8
and the National Preparedness Goal. And while
the National Preparedness Goal recognizes
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the need to develop core capabilities, it relies
heavily on individual state and local agencies to
use grant funds to address regional priorities and
develop a global nuclear detection architecture
(GNDA). The capabilities to address what are
essentially national security issues will not
spontaneously evolve from the existing federal
policies and practices. Any expectations that
the perpetuation of such strategies will yield
the capabilities to detect radiological or nuclear
materials required in PPD-8 are inconsistent with
past experiences in the distribution of DHS grant
funding. It is neither necessary nor practicable
to require state and local agencies to bear the
burden of building and deploying detection
capabilities necessary to prevent such attacks.
In the same instance, it is not reasonable for
state and local agencies to assume that the risk
of a terrorist attack involving the use of an IND,
RED, or RND is so low that they do not need at
least a basic detection capability. The solution, at
least in part, is to establish a standing task force
focused on radiological and nuclear detection.
To develop detection capabilities
within state and local law
enforcement, fire services,
and other public safety and
health agencies, the U.S.
government must set aside
funds that focus on developing
and operating RNDTFs.
There are few, if any, state, county,
municipal, or tribal agencies capable of building
and sustaining preventive RND capabilities
without financial support from the federal
government. Current preventive RND efforts
focus on developing federal capabilities in
border areas and do not recognize the mutually
dependent nature of these activities, nor the
need to integrate support from federal, state,
and local components to develop an “all-ofnation” capability. The RNDTF concept would
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provide a platform to build and sustain these
capabilities. Regions would be able to undertake
the activities necessary to plan, organize, equip,
train, and exercise task forces to prevent nuclear
and radiological attacks. The National Advisory
Board (NAB), Regional Executive Board
(REB), and the RNDTF would coordinate and
collaborate with federal, state, local, and tribal
governments and the private sector to ensure the
development and deployment of these “all-of
nation,” core capabilities. This structure would
also facilitate the transition of deployed assets
from prevention to response activities if an event
develops.
To develop detection capabilities within
state and local law enforcement, fire services,
and other public safety and health agencies, the
U.S. government must set aside funds that focus
on developing and operating RNDTFs.
RNDTF Organizational Structure

The primary mechanism for developing
policies, setting goals and objectives,
coordinating resources, and obtaining funding
for regional preventive RND activities would
be the program manager for the principal
federal agency, supported by a NAB. National
program management responsibilities would be
addressed based on existing agency statutory
responsibilities. NAB assistance would come
from a multi-agency executive board, composed
of key stakeholders from within the federal
government and select members of RNDTF
REBs. A REB would consist of representatives
from state and local agencies and key regional
representatives of federal agencies that comprise
the NAB. Based on the policies and guidance
issued by the NAB, REBs would make strategic
decisions regarding the expenditure of funds
allotted to them by DHS. The REBs would
maintain significant flexibility in allocating
assets to their respective RNDTF to maintain
regional priorities, address the unique concerns
of their communities, and meet the National
InterAgency Journal Vol. 10, No. 2, 2019
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Organizational Structure of the Radiological/Nuclear Detection Task Force Concept

Preparedness Goal. With the advice and
counsel of the NAB and input from the REBs,
the program manager would set policy and
issue guidance to form the basis for national
performance metrics.
Operational Activities

While national policy and guidance would
come from the principal federal agency,
operational activities would be conducted
by regional RNDTF members, detailed from
federal, state, and local law enforcement, fire
departments, and other public health and safety
agencies. The specific composition of the
RNDTF would vary based on the availability
and expertise of existing resources and would be
at the discretion of the REBs. The REBs would
serve as advocates for and provide strategic
guidance to the RNDTFs.
The REBs would use the list of target
capabilities developed by DHS as a guide to
determine if regions develop and maintain

organic detection capabilities or build a cadre
of part-time task force members. In either case,
RNDTFs would draw on existing personnel and
share equipment resources to address preventive
activities.
The multi-mission, multi-jurisdictional
nature of the RNDTF provides a unique
opportunity to integrate the whole-of-community
(law enforcement, fire departments, intelligence
and operation centers, academic institutions,
private sector businesses, and other public safety
and health organizations) concept in addressing a
national security risk. In addition to providing a
structure for the development of prevention and
protection frameworks, the RNDTF can also be
integrated into activities to mitigate, respond,
and recover should protection and prevention
efforts fail.
In issuing national policy, the program
manager, in consultation with the NAB and
REBs, should establish and ensure the RNDTF
adheres to a common set of operating procedures.
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In an area as complex as radiological and
nuclear detection, consistency in the integrity
of the adjudication process is critical. A lack
of common operating procedures may leave
adjudication decisions to agencies that lack
the operational experience and legal training to
understand the subtleties involved in handling
radiological and nuclear detection events.
In an area as complex as
radiological and nuclear
detection, consistency in the
integrity of the adjudication
process is critical.
One of the most significant benefits of the
RNDTF concept is its ability to be deployed to
other jurisdictions. To ensure RNDTF assets
serve as both regional and national detection
assets, members would be cross-designated to
enable the program manager, in coordination
with NAC, REB, and the agencies participating
in the RNDTF, to relocate and surge assets to
other regions as needed. Accordingly, RNDTFs
simultaneously provide regional stand-alone
radiological/nuclear detection capabilities and
can be integrated into a national surge asset.
The organizational structure of the RNDTF
provides the means and resources necessary to
develop the whole-of-community strategic vision
envisioned in PPD-8. In addition, the RNDTF
provides a support infrastructure that strengthens
national and regional relationships and enhances
cooperation, which leads to the development of
capabilities that would not otherwise be possible.
By having access to information concerning
the nature and scope of the activities being
conducted by federal, state, and local agencies,
the U.S. would be in a better position to make
informed decisions on the future development
of a GNDA.
Based on the part-time, cross-mission,
and multi-jurisdictional nature of task forces,
developing a focused, training program that
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meets the needs of federal, state, and local
agencies is critical. Providing federally funded
train-the-trainer and web-based training
curriculums could facilitate the effectiveness and
efficiency of this required training. The RNDTF
setting provides a solid platform to share
“best practices” and “lessons learned” among
national detection assets, while enhancing the
expertise of federal training resources such as
DNDO, Department of Energy, and the Federal
Emergency Management Agency.
The success of the RNDTF concept
depends on the DHS to provide specific budget
allocations for the operation of the regional task
force efforts, as opposed to the current, homeland
security grant programs. In creating the funding,
it is critical for the federal agency with statutory
responsibility for program management to also
have the authority to allocate funding in support
of task force initiatives. Under this concept, the
DHS would prepare a national RNDTF budget
based on comparative threat assessments and
performance metrics established by program
managers. In coordination with the REB,
regional RNDTFs would be required to justify
the need to develop or sustain the task force, and
in so doing, build a consensus regarding the cost
of task force operations across the region. On
an annual basis, based in part on the region’s
performance, regional executive committees
would be allotted funding to develop and/or
sustain preventive RND-related operations.
Resource allocations, based on a combination
of risk assessments and performance metrics,
would assist in the development of both the
regional and national aspects of a GNDA. The
RNDTF would provide a reliable, long-term
funding source to encourage regions to develop
critical, national security, core capabilities.
Situational Awareness

In addition to the operational benefits, an
RNDTF would facilitate the collection, analyses,
documentation, and dissemination of the data/
InterAgency Journal Vol. 10, No. 2, 2019

information obtained from deployed detection assets by developing recommended information and
data collection and reporting guidelines. These guidelines would provide uniformity in developing
requirements and establishing tasks for collecting data and information. Issuing and adhering to these
guidelines would significantly increase consistency in collection efforts among domestic agencies
and significantly increase the accuracy of the information collected in support of the development
of a GNDA. Enhanced accuracy in the information collected in the development of a GNDA would
permit the U.S. to make more informed decisions regarding the allocation of personnel, equipment,
and funding resources among RNDTFs. Most importantly, the timely and uniform reporting of
detection events generated by the RNDTFs would assist in providing regional and national decisionmakers with near, real-time, situational awareness regarding potential radiological/nuclear threats.
Legal/Constitutional Issues

A successful radiological/nuclear detection program must result in a thorough and timely
adjudication of the event, and the RNDTF must conduct actions in a thorough, consistent, and
timely manner. To ensure an appropriate adjudication of detection events, the RNDTF must have a
basic understanding of the science behind preventive RND activities and how these activities may
raise constitutional and civil liability issues. Integrating prosecutorial assets into the RNDTF would
be critical to facilitate the development of procedures and protocols necessary to address potential
legal issues at both the state and federal levels. Potential legal issues include the following:
•

Do agencies involved have the statutory authority to engage in activities to detect illicit
radioactive/nuclear material?

•

Does the radiation detection equipment used for law enforcement purposes meet the relevancy
and scientific reliability standards for admissibility under federal law?

•

Does an individual law enforcement officer’s testimony regarding his/her interpretation of the
results from detection equipment and the subsequent adjudication of that event meet judicial
standards established for relevancy and reliability of expert testimony?

As federal and state governments wrestle with the development of operational frameworks
to meet preparedness goals, RNDTFs would permit agencies to evaluate the adequacy of existing
statutes and regulations in facilitating investigative activities.
Conclusion

The development of the RNDTF would provide a structure that integrates the existing resources
of federal, state, county, municipal, tribal, and territorial law enforcement, fire services, homeland
preparedness, public safety, public health, and intelligence/information resources into real world
capabilities that would greatly enhance the probability of detecting and preventing two of the most
significant threats to national security. As the U.S. continues planning and drafting efforts to meet
the requirements outlined in PPD-8 and the National Preparedness Goal, the RNDTF concept would
enable federal, state, and local government to simultaneously develop the structures necessary to
meet these requirements, while deploying real capabilities to the “whole-of-community”/”all-ofnation” to protect against threats involving INDs, RDDs, and REDs. To have resources available that
would enhance the probability of interdicting and preventing a terrorist attack utilizing radiological
or nuclear materials and not deploy them is not a lesson that we have to relearn. IAJ
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Future Conflict, Open Borders, and the

Need for Reform

by Robert P. Kozloski
Editor’s Note: The following article was originally published in one of the Simons Center’s earliest editions
of the InterAgency Journal in 2012. From the Obama administration in 2012 to the Trump administration
in 2019, border security remains a chief concern for U.S. leaders. With the current administration’s call
for a border wall, media frenzy over an “invading horde” of migrants, and the mix of myth, fact, and
misinformation surrounding actual and perceived threats at the southwest border, the editors of the Journal
invite our readers to ask themselves what has changed – for better or worse - since this article was
originally published.

A

s tensions rise in the global political environment and the use of military force remains
a realistic possibility in the Middle East and Asia-Pacific regions, national security
policymakers, interagency practitioners, and American citizens must carefully consider
threats to the U.S. homeland in deciding whether U.S. military intervention is a prudent option in
the future.
Despite having been at war for over a decade, the American public appears ready and willing
to commit the U.S. military to future conflicts where vital interests are involved. As the Foreign
Policy Initiative recently found, “A majority of Americans (62 percent) favor preventing Iran from
getting nuclear weapons—even if this option means the use of military force—over the alternative of
avoiding armed conflict and accepting the likelihood that Iran gets nuclear weapons.”1 It is unclear
if the respondents are fully aware of the complex problems future military operations will pose, or
if America has simply been lulled into a false sense of security during international conflict by the
seemingly invincible U.S. military.
For the better part of the past century, American citizens have enjoyed the relative security of
the American homeland during episodes of military conflict overseas. This is due to the so-called
“American way of war” that delivers overwhelming U.S. military power to our enemy’s doorstep.
Unfortunately, the U.S. will not be afforded the luxury of a secure homeland during any significant
military operation in the future.
While examining future national security crises, the nation’s top military officer General Martin
Dempsey recently noted, “In the future, our homeland will not be the sanctuary it has been.”2
Potential adversaries currently possess a variety of conventional and unconventional capabilities
that could be used against U.S. interests overseas and even in the U.S. homeland.
Dempsey’s concerns were affirmed during recent testimony before the Senate Homeland
Robert P. Kozloski is a principle investigator with the Department of the Navy. Prior to this
position, he held managerial positions at the Department of Homeland Security and Defense
Intelligence Agency. He is a Ph.D. candidate at University of Pittsburgh with a focus on security
studies.
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Security and Governmental Affairs Committee.
Senior officials from the federal law enforcement
and intelligence communities expressed their
concerns over the expanding threat posed by
Iran. Kevin Perkins, Associate Director of the
Federal Bureau of Investigation, testified that,
“Quds Force, Hezbollah, and others have shown
they both have the capability and the willingness
to extend beyond that [Middle East] region of the
world and likely here into the homeland itself.”3
Considering the comparatively large
defense budget and the unrivaled conventional
U.S. military power, the notion of foreign
military forces operating on U.S. soil may seem
unfathomable and simply another scare tactic to
buttress defense spending. However, it is this
military superiority and the willingness to use it
that could actually put the security of homeland
at risk.
In reviewing the recent strategic guidance
for the Department of Defense, former Deputy
Assistant Secretary of Defense for Plans Dr.
Janine Davidson explained that the last decade
of military conflict has identified that adversaries
will “go asymmetric and irregular against the
U.S. military, because taking it on head to head
conventionally would be just plain stupid.”4 This
new reality implies the U.S. homeland would
certainly be in play in the future.
Several nation states currently possess a
variety of military capabilities that could be used
to target the U.S. homeland. These capabilities
include conventional attacks enabled by advanced
technology, cyber attacks, or even attacks using
financial or economic instruments to disrupt the
U.S. economy. However, of particular concern
are military operations executed by small units
that may conduct Mumbai-type attacks using
weapons and communications devices readily
available in any small-town sporting goods store
or groups who incorporate improvised explosive
devices and/or weapons of mass destruction.
While these isolated or even coordinated
attacks would not lead to a U.S. military defeat,

they certainly could create fear, a sense of
vulnerability, economic turmoil, and challenge
support for the war effort among U.S. citizens.
Attacks to the homeland would target America’s
center of gravity—the will of the American
people.
Changes in the global security environment
further exacerbate this U.S. security dilemma.
Globalization has enabled black markets
trafficking in illicit goods to flourish to an
estimated $10 trillion per year. The transnational
criminal organizations that facilitate these
markets are becoming more efficient, adaptive,
and lethal. Illegal arms and legitimate dualuse technology once only available to super
powers to develop sophisticated weapons are
readily available for sale to the highest bidder.
This diffusion of dangerous goods makes small
groups increasingly more dangerous. As Dr. Roy
Godson of Georgetown University concludes,
“Globalization has enabled micro groups the
capability to cause macro damage.”5
Several nation states currently
possess a variety of military
capabilities that could be used
to target the U.S. homeland.
Of particular concern is the nexus between
violent Middle Eastern extremist groups and drug
traffickers in South America. Congresswoman
Ileana Ros-Lehtinen (R-FL) noted this worrisome
issue in the Miami Herald, stating that because
of Iran’s increasing international isolation as a
result of its outlaw nuclear program, the regime
has aggressively pursued closer diplomatic
ties with anti-American despots in the Western
Hemisphere.6 These new partnerships are
mutually beneficial; new markets are opened
up to the drug traffickers, while the extremists
gain access to a new realm for their operations.
U.S. intelligence officials have testified that Iran
also uses its embassies as cover for nefarious
activities, including harboring operatives from
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the Quds Force.
Expeditionary logistics and the capability
to move enormous quantities of personnel
and material anywhere around the globe was
once a strategic advantage of the U.S. military.
However, small military units may now leverage
transnational criminal networks, motivated
purely by profit, to move personnel and material
into the U.S. and provide sustained logistical
support once inside the porous U.S. borders.
The scenario of foreign military
forces operating within the
U.S. is one that the interagency
is not well prepared for.
Since the Vietnam War, U.S. Special
Operations Forces have had great success in
conducting small-unit operations deep behind
enemy lines. The allure of special forces has
permeated American culture from video games to
fitness programs. However, interagency planners
must be aware that other nations possess similar
capabilities as well, and capabilities must never
be “assumed away” simply because they have
not been used in recent history.
It is certainly conceivable that in the future
small military units could operate inside the
U.S. homeland and effectively employ sabotage
techniques using improvised explosive devices,
a modern tactic developed by Iran and perfected
by al Qaeda, or conduct coordinated Mumbaistyle attacks on soft targets within the U.S. A
company-sized unit of approximately 200 welltrained and equipped members operating in
disbursed small units throughout the U.S. could
inflict significant physical and psychological
damage.
The reaction to such attacks would be
difficult to predict. The security of American
citizens and national interests would certainly
be paramount, but would the public demand an
immediate overwhelming retaliatory response to
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such attacks or would they demand that the U.S.
military operations precipitating the homeland
attacks to cease? This issue would be a major
consideration if the conflict were intended to
defend a traditional U.S. ally, say Israel, Taiwan
or even Japan.
The scenario of foreign military forces
operating within the U.S. is one that the
interagency is not well prepared for. To
ensure preparedness, a host of national policy
and organizational issues must be resolved,
particularly those issues that relate to protecting
the civil liberties of U.S. citizens, particularly
those affiliated with the nation or religion
involved in the larger conflict. An effective
response would require an unprecedented level
of cross-agency and cross-government (federal,
state, local) integration.
Shortly after the 9/11 attacks, the 2002 “U.S.
National Security Strategy” identified the need
to transform U.S. national security institutions to
meet the challenges of the twenty-first century.
After a decade, the U.S. has made some progress
in achieving this goal, but bureaucratic inertia has
been difficult to overcome. The issues noted in
this 2002 clarion call were clearly evident in the
operational shortcomings in Afghanistan, Iraq,
and during the federal response to Hurricane
Katrina, all of which demanded significantly
more coordination and integration than previous
interagency operations. However, it is likely
that future threat scenarios will demand an even
greater degree of capability integration to ensure
an effective response.
Recently, Barry Watts, Senior Fellow at the
influential Center for Strategic and Budgetary
Assessments, remarked that while the goal of
transforming the national security institutions
was laudable, it was no more of a constituted
and executable strategy than a business firm’s
declaration to double its market share in the next
three years.7
Over the past decade, efforts for institutional
reform have been largely overshadowed by
InterAgency Journal Vol. 10, No. 2, 2019

ongoing military conflicts, partisan gridlock, and the fiscal issues facing all elements of the national
security enterprise. The recent political discourse has failed to identify and articulate a clear strategy
of how to best cope with emerging national security concerns—many of which could potentially
disrupt the livelihood of American citizens to a degree not experienced in a generation. Instead of
meaningful debate on evolving the current system, the discourse has been mired in the traditional
(and simplistic) issue of the size of future defense budgets.
Unfortunately, previous efforts to reform the national security institutions have been reactive and
intended to resolve yesterday’s crises. Reform efforts heretofore have largely resulted in a significant
increase in bureaucratic overhead. For example, the three most recent efforts to significantly reform
the U.S. national security institutions, the Goldwater Nichols Defense Reorganization Act of 1986,
the Homeland Security Act of 2002 that created the Department of Homeland Security, and the
National Security Intelligence Reform Act of 2004, all increased the size of headquarters’ staffs.
These efforts have been questionably effective but unquestionably expensive.
Given the realities of U.S. fiscal problems, additional layers of expensive bureaucracy is not
the optimal solution to these emerging threats, and the U.S. needs a new strategic approach for
“reform without growth.” This approach will take innovative, strategic thinking and cooperation
among all three branches of government. It will also require that governmental and nongovernmental
organizations learn to operate more efficiently and effectively as interagency teams, both vertically
and horizontally.
Recently, U.S. Army Major Jonathan P. Graebener, writing for the Arthur D. Simons Center
for Interagency Cooperation, proposed the concept of “domestic security cooperation” between
the Departments of Defense and Homeland Security that may serve as a useful starting point to
prepare for this complex interagency challenge.8 However, if the U.S. maintains the status quo,
future enemies will exploit national policy gaps and ineffective organization.
An entire generation of U.S. military officers, policymakers, and citizens has waged war without
regard to disrupting the American way of life at home. Given the emerging capabilities of nation
states or affiliate groups, transnational criminal organizations, and the diffusion of technology
available to anyone with a moderate level of financial resources, the U.S. will not have that luxury
in the future. Our national leaders, particularly our newly elected officials, must consider how to
defend the homeland should military action be realistically considered in the future. IAJ
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Cyber Attacks

The New WMD Challenge to the Interagency
by Quan Hai T. Lu
Editor’s Note: The following article was originally published in a previous WMD-focused edition of the
InterAgency Journal in 2015. One month after the publication of this article, the Office of Personnel
Management announced it had been the target of a data breach which compromised the records of more
than 22 million people. Subsequent notable cyber attacks include the Democratic National Convention
email leak in 2016, WannaCry in 2017, and the Facebook hack in 2018. The ease with which bad actors are
able to access our personal data does not bode well for our ability to protect our critical infrastructure. The
editors of the Journal invite our readers to ask themselves what has changed – for better or worse - since
this article was originally published.

The Ubiquitous Cyber Threat

The President of the United States recently said that “cyber threat is one of the most serious
economic and national security challenges we face as a nation.”1,2 Advances in transistor design
and integrated circuits have accelerated technologies exponentially. U.S. civil society’s reliance on
these modern digital systems has, itself, made the U.S. vulnerable to cyber attacks. Cyber attacks
are becoming more sophisticated, making detection and attribution difficult. Simultaneously, the
“Internet of Things” (IoT) is growing exponentially in the U.S., making every citizen vulnerable
to a cyber-attack. Computing and networking systems are vulnerable because integrated circuits
and processors are complex—making subversive counterfeit microchips easily replaced and nearly
impossible to detect; internet anonymity is pervasive; the building blocks of software are opensourced or developed by third parties; widespread commercial-off-the-shelf (COTS) software
and hardware are manufactured with low or no concerns for security; foundries for microchip
manufacturing are located overseas; lines of codes for software now number in the tens of millions
and are growing; integrated circuits have over two billion transistors and are also growing; testing
and verifying all systems for vulnerabilities is infeasible if not impossible; and development and
production processes are now automated—relying on third-party or open-source libraries for
hardware and source code.3
The IoT links individuals’ daily lives to that of the internet. This interconnectedness between
people and cyberspace gives criminals, extremists, and adversary nation-states a vector to target
individuals, private and governmental organizations, and U.S. civil society as a whole, and, in
the process, it has inspired a fear of the unknown. In short, cyber is the new weapon of mass
U.S. Army Lieutenant Colonel Quan Hai T. Lu was the Deputy Chief of Systems Vulnerability &
Assessment at the Defense Threat Reduction Agency at the time of original publication. He holds
a M.S. degree in nuclear engineering and was a Countering WMD Graduate Fellow at National
Defense University.
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destruction (WMD) threat, and addressing it will
require marshalling the resources of the entire
interagency.
The methods and means may be different,
but a cyber attack on chemical facilities,
biological research labs, nuclear power plants,
and the nuclear command and control nodes
is, in important ways, effectively equivalent
to an adversary using WMD. Cyber attacks
causing an explosion at a chemical factory
and releasing toxic industrial chemicals/toxic
industrial materials (TICS/TIMS) into the
surrounding environment may have the same
physical and psychological effects as chemical
weapons. Similarly, cyber attacks on nuclear
power plants that cause a reactor meltdown and
release harmful radioactive material may cause
psychological and economic impacts similar to
a radiological dispersal device (RDD). Genetic
information for biological weapons stolen
through cyber attacks from bioresearch facilities
may accelerate adversaries’ ability to acquire or
develop biological WMDs. Insider cyber attacks
on nuclear command and control systems may
result in an unintentional detonation of a nuclear
weapon or the disablement, disruption, and
destruction of critical systems during a national
emergency. The approaches and devices are
nontraditional, but cyber attacks on chemical,
biological, nuclear power, and military nuclear
command and control facilities can have effects
comparable to those of a WMD.
Cyber attacks on other U.S. critical
infrastructure can also cause mass damage and
casualties. For example, an attack on the power
grid that stops the supply of power for a long
time over a wide area may cause a humanitarian
crisis. Cyber attacks on commerce may cause
hundreds of billions of dollar in damages, hurting
people at every socioeconomic level. Cyber
attacks on one or more nodes in the complex
system of infrastructures that sustains the U.S.
may massively disrupt—or perhaps destroy—the
conduct of U.S. civil society. Indeed, damages

resulting from a successful cyber attack on
critical infrastructure can be worse than some
WMD attacks.
Because of the comprehensive
nature of the cyber threat, the
interagency cannot ignore the
possible WMD-like consequences
that a cyber attack could pose.
The cyber threat is not lurking somewhere
over a distant horizon; it is here. News reports
about a security breach or cyber attacks occur
daily. Everything is connected to the internet
or is in the process of being connected, and a
cyber attack on these interconnected systems
has the potential for WMD-like consequences.
Millions of electronic devices transformed
U.S. civil society into a world economic and
military superpower in the latter half of the
twentieth century. Trillions of devices—from
planes, trains, and automobile to thermostats,
smart watches, and everything in between—are
increasingly getting connected to the internet.
Because of the comprehensive nature of the
cyber threat, the interagency cannot ignore the
possible WMD-like consequences that a cyber
attack could pose. Technology is advancing
at an exponential rate, rendering traditional
defensive measures or even simple legislation
remedies to protect U.S. interests inadequate
to the threat. Even if adequate, both are
liable to become obsolete before they can be
effectively implemented. A defensive posture
alone is inadequate to protect the U.S. against
cyber attacks because the U.S. cannot defend
everywhere at all times. A determined adversary
will only need to find one weakness and
concentrate its resources to conduct a successful
cyber attack. Hence, interagency partners—and
not just the Department of Defense—must
consider their respective roles in both cyberdefensive and cyber-offensive operations.
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The U.S. Electric Grid

A cyber attack that successfully shuts
down the electrical grid for prolonged periods
over a large geographic area may have WMDlike consequences. The vulnerability of the
national electric grid to cyber attack is not a
new revelation. The electric grid is the U.S.
technological center of gravity. Transnational
extremists and nation-states whose aims are
to disrupt or destroy U.S. civil society have
many ways to attack this U.S. center of gravity.
In particular, the vulnerability of the electric
grid industrial control systems (ICS) to cyber
attacks and other critical infrastructures has
given U.S. adversaries a relatively easy way to
disrupt or destroy U.S. civil society. The outages
could severely disrupt the delivery of essential
services such as communications, food, water,
waste water removal, health care, and emergency
response. Moreover, cyber attacks—unlike
traditional threats to the electric grid such as
extreme weather—are unpredictable and more
difficult to anticipate, prepare for, and defend
against.
A cyber attack that successfully
shuts down the electrical grid
for prolonged periods over a
large geographic area may
have WMD-like consequences.
The Department of Homeland Security’s
(DHS) Industrial Control Systems Cyber
Emergency Response Team (ICS-CERT) works
across the interagency “to reduce risks within
and across all critical infrastructure sectors by
partnering with law enforcement agencies and
the intelligence community and coordinating
efforts among Federal, state, local, and tribal
governments and control systems owners,
operators, and vendors. Additionally, ICS-CERT
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collaborates with international and private sector
Computer Emergency Response Teams (CERTs)
to share control systems-related security
incidents and mitigation measures.”4 In 2012,
the ICS-CERT responded to 198 cyber incidents.
More than 41 percent of these incidents involved
the energy sector, particularly electricity. 5
Thwarting these attacks will require effective
information sharing among interagency partners
and state and local agencies working over a
dispersed area, in addition to close collaboration
with private sector entities.
The U.S. Chemical Industry

Chemical facilities share the same cybernetwork commonalities as other U.S. critical
infrastructures. Their industrial control systems
have the same network vulnerabilities that can be
exploited by adversaries. From 2006 to 2009, the
Government Accountability Office found a 400
percent increase in cyber attacks on chemical
facilities.6
The ubiquitous reliance on TICs/TIMs
and their proximity to the civilian population
make the chemical industry a target for terrorist
hackers. A recent study found that one in three
American schoolchildren attend school within
the danger zone of a hazardous chemical facility.
Some 19.6 million children in public and
private schools in forty-eight states are within
the vulnerability zone of at least one chemical
facility, according to data the facilities provided
to the Environmental Protection Agency.7 In
2006, Congress established the Chemical Facility
Anti-Terrorism Standards program to help
regulate high-risk chemical facilities. However,
in 2013, a massive chemical explosion that killed
15 people and injured another 226 at a fertilizer
plant in the town of West, Texas, showed that
the speed with which the DHS is able to inspect
high-risk chemical plants is inadequate.8
A cyber attack on chemical facilities
designed to release TICs/TIMs is no different in
effect than using chemicals in warfare or terrorist
InterAgency Journal Vol. 10, No. 2, 2019

attacks. In fact, the effect might be greater, as the
affected population is likely to be almost entirely
unprotected. For example, hydrogen cyanide gas
released from a deliberately staged industrial
fire may cause severe respiratory distress to an
unsuspecting civilian population. Hydrazine
released in an improvised explosive device can
cause skin burns and blisters. To take a historical
example, the 1984 methyl isocyanate accident in
Bhopal, India, killed thousands and injured over
a hundred thousand civilians.9 The triggering
and dispersal method may be different, but the
consequence of releasing TICs/TIMs could result
in the same WMD-like consequences.
The Conventional Energy Sector

U.S. petroleum and gas systems are also
vulnerable to cyber attacks. Vulnerabilities
exploited in petroleum and gas facilities abroad
presage possible similar exploitations in U.S.
facilities. For example, the data-destruction
attacks on Saudi Aramco and on Qatar’s RasGas
gas company in 2013 represent a major shift from
cyber spying on oil and gas companies to more
widespread destruction of their operations.10
In June 1982, the Central Intelligence Agency
(CIA) was alleged to have caused a Siberian
pipeline to explode with a so-called logic bomb.
The target was a Soviet pipeline and the resulting
explosion was detected by U.S. early warning
satellites.11 The covert operation sabotaged
the pipeline’s control systems with malicious
code. Even though the attack caused no direct
casualties, harm came to the Soviet economy.12
Coupled with the Soviet’s weak economy and
U.S. military build-up, one could argue that the
cyber attack contributed to the fall of the Soviet
Union. More recently and closer to home, in
March 2012, the DHS reported ongoing cyber
intrusions among U.S. natural gas pipeline
operators.13 A successful cyber attack on the U.S.
petroleum and gas distribution and production
system could cause significant harm to the U.S.
economy.

The U.S. Health Care System

On August 18, 2014, one of the largest U.S.
hospital groups reported that it was the victim
of a cyber attack from China. Personal data
including Social Security numbers belonging to
4.5 million patients were stolen in the largest
cyber attack recorded to date by the U.S.
Department of Health and Human Services.14
Hospitals are soft targets where a cyber attack
can cause a lot of damage easily.
A cyber attack can shut down
an entire hospital network
by threatening information
security, system functionality,
or device operation.
A cyber attack can shut down an entire
hospital network by threatening information
security, system functionality, or device
operation. For example, a patient receiving
chemotherapy for cancer attends a therapy
session where an automated pump administers
the prescribed chemo. A cyber attack causes the
routine automated procedure to spike the dose
of the chemo into the patient’s system, causing
irreversible harm. The malfunction of one of
the pumps puts in question the reliability of the
remaining pumps. Meanwhile, the cyber attack
also disrupts or halts normal hospital operations.
New patients cannot be admitted and current
patients’ information is inaccessible. Now
imagine similar cyber attacks occurring during
or as part of a mass casualty event. The complex
attack would cause mass fatalities.
Nuclear Reactors

Cyber attacks that result in release of
significant amounts of radioactive material may
cause psychological and economic impact similar
to that of an RDD. The number of cyber attacks
on nuclear power plants is increasing at an
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alarming rate.15 Radiological dispersal—whether
from a bomb or a power plant explosion—may
have the potential to cause significant loss of
life, radiation casualties, lasting psychological
trauma, and extensive property damage and
contamination that will have lasting effects.
Radiation released into the environment likewise
has the potential for great harm. Even if a cyber
attacker’s objective is not to cause physical harm
per se, the attacker still could inflict economic
catastrophe on a populace worried with the
“How clean is clean?” problem in the aftermath
of a radiological release. Moreover, cyber attacks
not calculated to cause physical harm could still
The computer systems at the
National Nuclear Security
Administration (NNSA) are under
continuous cyber attacks. The
NNSA experiences nearly six
million hacking attempts daily...
result in the theft of proprietary information
that could be used in later attacks. An increase
number of attacks with few or no effects may
simply be a case of hackers perfecting their
skill or probing for vulnerabilities as they wait
for a more opportune time to inflict substantial
damage. The motives for attacks are elusive and
have as many possible permutations as there
are attackers. The rationale for why a disaster
has yet to occur from a cyber attack is just
as elusive. Nevertheless, the already-known
certainties surrounding possible cyber attacks
against nuclear reactors require the interagency
apparatus to confront the cyber threat vigorously.
The U.S. Nuclear Weapon Enterprise

U.S. Air Force General Robert Kehler,
former Commander of the U.S. Strategic
Command, stated in a 2013 Senate hearing that
he was very concerned with the cyber-related
attacks on the U.S. nuclear command and control
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(NC2) and weapon system.16 Much of the NC2
system is analogous to the systems that control
nuclear power plants. Even though the point-topoint and hard-wired nature of the system makes
it resilient to external cyber-attacks, the system
is still vulnerable to insider attacks.
A possible indirect effect of a cyber attack
is the theft of nuclear weapons designs that, in
turn, can advance an adversary’s capability to
threaten the U.S. For example, in April, 2013,
the Department of Energy’s Oak Ridge National
Laboratory was successfully hacked and several
megabytes of data were stolen.17 The computer
systems at the National Nuclear Security
Administration (NNSA) are under continuous
cyber attacks. The NNSA experiences nearly
six million hacking attempts daily, thousands
of which are categorized as “successful.” Even
without causing significant damage, the NNSA
has already expended nearly $150 million just to
identify and mitigate cyber attacks.18
Cyber attacks can also indirectly impact
NC2 and U.S. weapon systems. The ability to
maintain communication between the President
and intercontinental ballistic missile (ICBM)
installations, nuclear ballistic submarines
(SSBNs), and nuclear bombers relies on a
series of networks that are vulnerable to cyber
attacks. The system relies on a communication
and electrical backbone that a catastrophic cyber
attack could disrupt or destroy for a prolonged
period and thus have a profound effect on the
U.S. ability to conduct its nuclear command and
control.
Water, Food, and
Agriculture Infrastructure

The risk to the U.S. posed by cyber attacks
with the intention to harm consumer confidence
in the U.S. food, water, and the agricultural
system can cause severe damage and have large
economic impact. In theory, cyber attacks on
the food, water, and agricultural system are less
costly and have a lower technology threshold
InterAgency Journal Vol. 10, No. 2, 2019

than traditional WMD. Targets are more
vulnerable, and the impact from a successful
cyber attack may be more significant. The cost,
lower technology barrier, and vulnerability of
targets may make cyber attacks against the U.S.
food, water, and agriculture system more likely
than other kinds of WMD threats, thus requiring
special interagency attention to protect against
such attacks.
Similar to other U.S. critical infrastructure,
the water and wastewater utilities rely on a
network of computers and automated data
acquisition and control systems to operate and
monitor them. The delivery of potable water to
hundreds of millions of people has become, like
many other conveniences, routine. Prolonged
interference in the delivery of the water or
removal of wastewater may precipitate a
severe environmental issue. A cyber attack that
interferes with the purification process—either
leaving the water under or over treated—may
result in contaminated water being delivered
to the local population and cause a significant
public health problem. A cyber attack that
interferes with the distribution of water or
wastewater removal could likewise lead to an
overflow of sewage in public waterways and
drainage systems. An attack in a drought-stricken
area may exacerbate the problem and have
tremendous economic implications. Successful
cyber attacks that interrupt or halt the delivery
of potable water or removal of wastewater for
prolonged periods over a wide geographic area
may have WMD-like consequences.
The future of food and agriculture is in
automation via large-scale robotics. Envision
dozens or hundreds of robots with thousands
of digital sensors monitoring, predicting,
cultivating, and extracting crops from the land.
The automation also produces meats genetically
designed and grown from test tubes—completely
independent of a living animal. Working with
little or no human intervention, the automated
system feeds the hundreds of millions.

Implementation of the systems on a limited scale
is already underway.19 Now imagine a cyber
attack that alters the genetic makeup of the meat
to sicken the consumer or to destroy the crops.
The cyber attacks would starve millions. The
growing reliance on the automated systems—all
vulnerable to cyber attacks—has the potential of
producing mass damage and disruption to U.S.
civil society.
The growing reliance on
the automated systems—all
vulnerable to cyber attacks—
has the potential of producing
mass damage and disruption
to U.S. civil society.
The Task Ahead

Some critics argue that cyber attacks that
cause WMD-like consequences may not be
that easy and that technology is keeping pace
to counter the problem. On the contrary, cyber
attacks are relatively easy when compared to
the increasingly sophisticated security software
required to protect systems. Figure 1 (pg. 88)
shows the exponentially growing complexity
required to protect systems versus the relative
constant size of malicious software.
With respect to hardware, the trend is just as
troubling. Integrated circuits have over 2 billion
transistors, and this number doubles every
two years. Moreover, manufacturing the chips
without flaws is nearly impossible. The flaws—
whether accidental or by design—make modern
IT systems built around the integrated circuits
vulnerable to cyber attacks. Modern IT systems
are ubiquitous in U.S. critical infrastructure. A
well-resourced and determined adversary will be
able to exploit the flaws and could cause WMDlevel damage and fatalities.
Some may also argue that if the U.S. truly
were vulnerable to cyber attacks that have
WMD-like consequences, adversaries would
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Figure 1: Complexity of Defensive Code vs. Offensive Code20

have already attempted a catastrophic attack.
In point of fact, attacks on the U.S. critical
infrastructure occur routinely, and terrorists have
announced their intention of using WMD against
the U.S. Conducting a WMD-like attack through
cyberspace would be an attractive option—
providing a certain level anonymity while having
plenty of media appeal. Adversaries, such as
states or terrorists, could launch attacks and
cause severe physical and psychological damage
without leaving their safe havens.
Several plausible explanations may explain
the lack of a successful cyber attack that
would qualify as cyber terrorism—let alone a
WMD-like attack. Many analysts believe that
transnational terrorists lack the technical knowhow to carry out a sophisticated WMD cyber
attack. Sophisticated cyber attacks require a
level of software literacy that may be beyond the
capabilities of current terrorist cells. However,
a determined terrorist cell may eventually
bridge the capabilities gap by recruiting more
computer-savvy extremists or by developing the
capability themselves. Naturally, the interagency
cannot wait until such a time to marshal its
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resources. It may also be that the U.S. has
yet to face a WMD-like cyber attack because
nation-states that have the means to do so are
deterred by fear of U.S. instruments of power,
including conventional and nuclear retaliation.
Finally, the most probable reason why the U.S.
has yet to experience a crippling cyber attack
is because adversaries, with the capability and
means to inflict mass death and casualties to
the U.S., would rather steal from the wealthiest
nation in the world. Billions if not trillions of
dollars in intellectual property, trade secrets, and
military technology—including information that
could accelerate adversaries’ ability to develop
or acquire WMD—have been lost as the result of
cybercrime. Some economists have called it the
greatest transfer of wealth in history.21
The Pentagon, in an annual report on China,
directly charges that Beijing’s government
and military have conducted computer-based
attacks against the U.S., including efforts to
steal information from federal agencies. Hackers
associated with the Chinese government broke
into the computers of airlines and military
contractors over 20 times in a single year,
InterAgency Journal Vol. 10, No. 2, 2019

according to the U.S. Senate. The Senate report alleged that cyber attacks were targeted at systems
tracking movement of troops and equipment. They included breaking into computers on a commercial
ship and uploading malicious software on to an airline’s computers.22
To characterize the point another way, a cyber attack that causes WMD-like damages is a “black
swan event.” Made famous by Nassim Nicholas Taleb, 23 a “black swan event” is a highly improbable
event that has a significant impact. Events such as the creation of the internet and the attacks on
9/11 are examples of such events. No one could have predicted how the internet would transform
the U.S. economy, military, and society. Cyber attacks that cause WMD consequences are difficult
if not impossible to forecast in terms of the precise time or place they might occur. In some cases,
critics are simply unaware or biased against the idea that cyber attacks and WMD are increasingly
interconnected in the twenty-first century and pose a significant threat to the U.S. Nevertheless, as
argued above, the possible WMD-like consequences of cyber attacks are sobering possibilities that
the interagency must consider with all due gravity.
Similar to the Y2K problem at the turn of the present century, the whole of government will need
to work together to deter, defend, and mitigate against sophisticated cyber attacks. Unlike Y2K, the
threat posed by cyber attacks will be a persistent threat that the U.S. must be vigilant in defending
against. In principle, catastrophic cyber attacks are preventable. This much, however, is certain:
Left unchecked, the attacks may have WMD-like consequences—billions of dollars in damages,
thousands of lives in jeopardy, and military operations compromised. The interagency, working with
state and local agencies and in cooperation with the international community, can mitigate the risk
and impact of cyber attacks. DoD and DHS should jointly develop a comprehensive plan to handle
a catastrophic attack should one occur. In addition, government organizations should also share
lessons learned across the interagency, both vertically and horizontally. Placing greater emphasis
on offensive measures to prevent cyber attacks will also be necessary. All interagency partners
should continue to invest in people, organizations, and technologies to build and maintain a robust
cyber-security capability. No one strategy, no single organ or level of government, no one piece of
technology, and no one person can prevent and deal with the consequences of a catastrophic cyber
attack on U.S. critical infrastructure. IAJ
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Worth Noting
SAMS leads charge in spring NSRT program
The U.S. Army Command and General Staff College’s School of Advanced Military Studies
(SAMS) and the CGSC Foundation cohosted a National Security Roundtable (NSRT) program
April 9-10, at the Lewis and Clark Center on Fort Leavenworth, Kansas. The guests of this spring
session of the NSRT program included 17 civilian business, government and academic professionals.
Several Foundation trustees, former trustees, and ambassadors, as well as alumni of the program
also attended to provide support.
SAMS student escorts linked up with their guests and were welcomed to the College by
Foundation President/CEO Roderick M. Cox on the first day of the program. Mr. Jeff LaMoe,
Director of Operations and Support for Army University, then provided the group with a briefing
on the history of the U.S. Army Command and General Staff College and an overview of Army
professional education with special emphasis on the College and the SAMS program. After LaMoe’s
briefing, Mr. Kevin Rousseau, the CGSC Distinguished Chair for National Intelligence Studies,
delivered an unclassified world overview briefing to set the stage for their understanding of national
security issues they would discuss on day two. The first day ended with a reception in the atrium
of the Lewis and Clark Center.
On the morning of day two of the program, Col. Kirk Dorr, director of SAMS, and Dr. Scott
Gorman, deputy director for academics, gave the NSRT attendees an inside look at the SAMS
mission and curriculum. After the orientation and a few questions, the NSRT guests accompanied
their student escorts to their classrooms to participate in regularly scheduled classes with all the
other SAMS students in their small group seminars. Their discussions for the morning were focused
on “Anticipating the Future – Nuclear Weapons.”
The afternoon panel discussions were moderated by SAMS faculty members and presented by
SAMS students. Topics included Emerging Technology and Artificial Intelligence – Future Wars,
presented by Maj. Daniel Harrion and Maj. Douglas Stansbury and moderated by Dr. Dan G. Cox;
Large Scale Combat Operations, presented by Lt. Col. Dominik Schellenberger (German Army)
and Maj. Zach Morris, and moderated by Dr. Philip Hultquist; and Strategic Challenges Posed by
China, presented by Cmdr. Jacob Rosales (U.S. Navy) and Maj. Nicholas Yetman, and moderated
by Dr. Barry M. Stentiford.
After the panel discussions, Col. Dorr and Foundation Chair Michael Hockley presented each
of the attendees with an NSRT completion certificate, a copy of the group photo, and a Foundation
challenge coin.
The Foundation extends special thanks to Col. Dorr and his staff – Mr. Rich Dixon, Dr. Scott
Gorman, and Lt. Col. Terry Robinson – along with the SAMS student volunteers for their work in
coordinating and hosting this spring NSRT program. Special thanks also are due to the sponsors –
CGSC Foundation Trustee Terry Lillis, Geiger Ready Mix, and the Perot Foundation. Their support
makes this program possible.
- CGSC Foundation, Inc.
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WWI in Asia topic of April Pershing Lecture
“The Great War in East Asia” was the topic of the evening as Dr. Joseph G.D. (Geoff) Babb
presented the latest, and last of AY 2019, lecture in the General of the Armies John J. Pershing Great
War Centennial Series at the Riverfront Community Center in downtown Leavenworth, Kansas on
April 10.
Babb, an Associate Professor of History at the U.S. Army Command and General Staff College,
explored how the First World War brought many changes to the Asia-Pacific region. Babb discussed
the precursor events to the conflict in the Far East, as well as how the war was conducted and how
this conflict was a harbinger of the dramatic political and military challenges of the coming decades.
Dr. Joseph G. D. (Geoff) Babb is a retired U.S. Army Special Forces lieutenant colonel. During
his Army service, Babb served as a China Foreign Area Officer educated in Hong Kong and Beijing.
He served in Washington, D.C., at the Defense Intelligence Agency and on the Joint Staff. He also
was a regional desk officer in Hawaii at U.S. Pacific Command and U.S Army Pacific. He has written
on the American military’s role in China in Volumes I and II of Through the Joint, Interagency, and
Multinational Lens: Perspectives on the Operational Environment. His most recent publication is
a chapter on the Korea War published in Weaving the Tangled Web: Military Deception in LargeScale Combat Operations, issued by Army University Press. Babb holds a bachelor’s from Bowdoin
College, an MPA from Clark University, a master’s in East Asian Languages and Cultures and a
doctorate in History from the University of Kansas.
The CGSC Department of Military History hosts the General of the Armies John J. Pershing
Great War Centennial Series with support from the CGSC Foundation. The lecture series is intended
to foster understanding of this world-changing conflict during its 100-year commemoration. More
than any other single event, World War I was the decisive, shaping experience of the Twentieth
Century. It was a brutal war that brought down four empires, led to revolution in Russia, and
eventually brought the United States onto the world stage as a major power. We live with its results
to this day.
All lectures in the series are free and open to the public. Lecture dates for academic year 2020
will be announced at a later date.
- CGSC Foundation, Inc.

3 officers join International Hall of Fame
Three international officers were inducted into the Command and General Staff College
International Hall of Fame in a ceremony April 4 in the Lewis and Clark Center’s Eisenhower
Auditorium. Their portraits now hang in the IHOF hallway alongside 280 other inductees
representing 75 different nations.
The newest inductees are Gen. Bari del Valle Sosa, chief of the Joint Chiefs of Staff of the Armed
Forces of Argentina, CGSC class of 1995; Gen. Bipin Rawat, chief of the Army Staff of the Indian
Army, CGSC class of 1997; and Lt. Gen. Rocky Ricardo Meade, chief of Defence Staff, Jamaica
Defence Force, CGSC class of 2003.
“Each achieved (IHOF) eligibility by distinguishing themselves in service to their home
nation and by rising to the highest position of uniformed leadership in their respective country’s
militaries,” said Brig. Gen. Troy Galloway, interim Army University provost and interim CGSC
deputy commandant. “(IHOF) inductees represent the absolute pinnacle of professional achievement
Arthur D. Simons Center for Interagency Cooperation, Fort Leavenworth, Kansas
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as senior uniform leaders.
“The leaders that we induct today represent the finest traditions of the (CGSC),” he said. “Their
respective efforts furthered the readiness of their militaries, the security of their nations, and the
stability of our world. I’m extremely proud of the bonds forged here at the college and the lasting
partnerships established between our nations.”
“The conviction of hard work, dedication and integrity bring us the tools to be qualified leaders
with vision for the future,” Sosa said. “I’ll be forever grateful to CGSC, its instructors and the class
of 1995.”
“(CGSC) imparted knowledge that has helped me in good stead. I am quite confident that the
leadership training that is imparted here is of the highest honor,” Rawat said. “India and the United
States have embarked on a new mission developing a steady partnership, which we hope will hold
us in good stead in the years ahead. Long live the India and U.S. relationship.”
“(This honor) has meant a lot to me…and it all came about because of the several things I
learned here from the academic program to the interactions with families and just the way we do
business here,” said Meade.
During their induction, the honorees were presented with a Life Constituent Certificate and
an eagle statuette from the CGSC Foundation, presented by Michael D. Hockley, chair of the
Foundation.
The IHOF was established in 1973 by CGSC, the Kansas City Chapter of the Military Order of
World Wars, and the then-CGSC Alumni Association, now the CGSC Foundation. Induction into
the IHOF is for international graduates of the Command and General Staff Officer Course who
have attained one of the highest positions of military importance in their country’s armed forces
through military merit.
The 283 current inductees are out of more than 8,000 international CGSOC graduates from
164 countries since 1894.
- Fort Leavenworth Lamp

CIA subject of latest InterAgency Brown-Bag Lecture
Mr. Kevin Rousseau, the CGSC Distinguished Chair for National Intelligence Studies and
a member of the Central Intelligence Agency (CIA), provided insight into the CIA in the latest
presentation of the InterAgency Brown-Bag Lecture Series on April 3, in the in the Arnold
Conference Room of the Lewis and Clark Center on Fort Leavenworth.
Rousseau touched on the history and mission of the CIA and how the CIA and its operations are
overseen by the Senate Select Committee on Intelligence (SSCI) and the House Permanent Select
Committee on Intelligence (HPSCI). He also walked the attendees through the CIA’s organization in
its five directorates – Analysis, Operations, Science and Technology, Digital Innovation and Support – and
its Mission Centers that integrate the range of the CIA’s capabilities from the directorates to tackle
security problems. Throughout his presentation, to the extent that he could with security constraints,
Rousseau offered examples and also recommended books for the attendees to read.
Some of the books he recommended were:
• A Practitioner’s Handbook for Interagency Leadership published by the CGSC Foundation’s
Col. Arthur D. Simons Center for Interagency Cooperation
• Subordinating Intelligence: The DoD/CIA Post-Cold War Relationship by David P. Oakley
• The Widow Spy by Martha D. Peterson
94 | Worth Noting

InterAgency Journal Vol. 10, No. 2, 2019

• The Art of Intelligence: Lessons from a Life in the CIA’s Clandestine Service by Henry A.
Crumpton
• Bombs without Boots: The Limits of Airpower by Anthony M. Schinella

During the question and answer session at the close of his presentation, Rousseau spoke about
recent changes in how the CIA educates and trains their personnel, citing the influence of former
CIA director and U.S. Army General David Petraeus, who called for the CIA to become “a learning
organization” like the Army. Petraeus graduated from CGSC in 1983, and served as the Commanding
General of Fort Leavenworth from 2005 to 2007.
Rousseau is a retired U.S. Army officer with assignments that included service with the 82nd
Airborne Division, the 3rd Armored Division, and the Joint Staff J-2. He has multiple deployments
to the Balkans and to Afghanistan. At the CIA Rousseau has served as an analyst, an instructor,
and manager. His most recent assignment was as the briefer to the CIA’s Associate Director for
Military Affairs. He has a bachelor’s from the United States Military Academy, a Master of Science
in Strategic Intelligence from the Defense Intelligence College, a JD from the George Mason
University School of Law, and a Master of Military Art and Science from the U.S. Army School of
Advanced Military Studies.
The InterAgency Brown-Bag Lecture Series is co-hosted by the CGSC Foundation’s Simons
Center with the U.S. Army Command and General Staff School (CGSS). The series is an
extracurricular, interagency topic-focused series that is intended to help enrich the CGSS curriculum.
The presentations are scheduled each month. The CGSC Foundation and the Simons Center have
received support for all brown-bag lectures in academic year 2019 from First Command Financial
Services in Leavenworth, Kansas.
All lectures in the InterAgency Brown-Bag Lecture Series are free and open to the public.
As the series moniker states, the lecture series is conducted in the traditional “brown-bag lunch”
format. Attendees are welcome to bring their own lunches into the conference room. Members of
the public coming to the lectures from off-post will need to add extra time to check-in at the Fort
Leavenworth visitor center.
- Simons Center

Leaders of Tomorrow Symposium
features ‘Hotel Impossible’ producer-host
The CGSC Foundation, in conjunction with Park University, hosted the Leaders of Tomorrow
symposium on March 29, at the Park University campus.
The event included two keynote speakers: Kay Barnes, former mayor of Kansas City, Mo.
(1999-2007) and current senior director for university engagement at Park University; and Anthony
Melchiorri, host, co-creator and co-executive producer of Travel Channel’s “Hotel Impossible” series
of shows. Melchiorri is a 1990 Park graduate and a member of its board of trustees.
Park University President Dr. Greg Gunderson and CGSC Foundation Vice Chairman Lt.
Gen. (Ret.) Richard Keller welcomed attendees with short remarks at the outset of the symposium
followed by morning keynote speaker Mayor Barnes.
After the welcome remarks and remarks by Mayor Barnes, participants rotated through a series
of breakout sessions led by Park University and U.S. Army Command and General Staff College
faculty members. The breakout sessions were Business Ethics, Innovation, and Teamwork.
Arthur D. Simons Center for Interagency Cooperation, Fort Leavenworth, Kansas
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After the breakout sessions, the participants gathered in the main room for lunch and to hear
remarks from Melchiorri, who spoke in a fireside chat format with Katie Ervin, Park University’s
associate vice president for academic operations and secretary of the CGSC Foundation board of
trustees.
Melchiorri spoke about his background in the Air Force, his time as a Park University student
while in uniform and the path he followed to ultimately become producer and host of his own
programs on the Travel Channel. He centered his comments on defining, launching, elevating and
becoming your “personal brand.”
The “Leaders of Tomorrow” symposium is one of the CGSC Foundation’s leader development
programs which are intended for leaders who ASPIRE to learn and grow, INSPIRE them to further
develop themselves and others, and help them MASTER the skills necessary to be better leaders.
“AIM” is the guiding principle for these programs. Contact the CGSC Foundation for more
information on these and other programs.
- CGSC Foundation, Inc.

10th Annual Ethics Symposium focuses on LSCO
The U.S. Army Command and General Staff College conducted the 10th annual Fort
Leavenworth Ethics Symposium on March 25 at the Lewis and Clark Center.
This year’s theme was “Ethical Implications of Large Scale Combat Operations.” The day-long
symposium, cosponsored by the College and the CGSC Foundation, began with a keynote address
by Dr. Shannon French, the CGSC Foundation Gen. Hugh Shelton Distinguished Visiting Chair of
Ethics. Panel disscussions and breakout sessions followed.
French led off the symposium saying her concern was more ‘jus in bello,’ the ethical conduct of
warfare, rather than ‘jus ad bellum,’ the concept of just war that considers whether we have gone to
war for the right reasons. She challenged the 1,100 CGSC students and other symposium attendees
to “connect to the past, and look to the future.”
She noted many of today’s hot topics have roots in history. Today’s concern about autonomous
killer robots is a reflection of the history of land mines, also autonomous killing machines, that goes
back hundreds of years. Medically or mechanically enhanced human warriors, transhumanism, is
another contemporary concern.
The CGSC Foundation will publish a selection of the papers submitted for the symposium in
a “Special Report” this summer. The Foundation will also publish other papers suitable for the
interagency audience in the Simons Center’s InterAgency Journal at a later date.
- CGSC Foundation, Inc.

Faculty present on ethics in leadership
The eighth presentation of the InterAgency Brown-Bag Lecture Series for academic year 2019
featured Dr. Ted Thomas, director of the U.S. Army Command and General Staff College’s (CGSC)
Department of Command and Leadership. Thomas was joined by Chaplain (Major) Jonathan Bailey,
CGSC ethics instructor. The two presented on the topic of ethics in leadership on March 5, in the
Arnold Conference Room in the Lewis and Clark Center on Fort Leavenworth.
Thomas and Bailey reviewed examples of failure to ethically lead in both defense and business,
including the 7th Fleet “Fat Leonard” and Wells Fargo scandals, and posed the question “how does
one drift from their espoused values in immoral or unethical dealing?”
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Dr. Ted Thomas is the director of the Department of Command and Leadership in the Command
and General Staff College at Fort Leavenworth, Kansas. He graduated from the United States
Military Academy in 1978 and served 20 years in various command and staff positions in the U.S.
Army before retiring as a lieutenant colonel with his last assignment as battalion commander of the
554th Engineer Battalion. He received a master’s in Civil Engineering (1986) from the University of
Illinois, and a doctorate in Engineering Management (1998) from Missouri University of Science and
Technology. He joined the CGSC faculty in 2005 and has served as the director of the department
since 2007.
The InterAgency Brown-Bag Lecture Series is co-hosted by the CGSC Foundation’s
Simons Center with the U.S. Army Command and General Staff School (CGSS). The series is
an extracurricular, interagency topic-focused series that is intended to help enrich the CGSS
curriculum. The presentations are scheduled each month. The CGSC Foundation and the Simons
Center have received support for all brown-bag lectures in academic year 2019 from First Command
in Leavenworth, Kansas.
All lectures in the InterAgency Brown-Bag Lecture Series are free and open to the public.
As the series moniker states, the lecture series is conducted in the traditional “brown-bag lunch”
format. Attendees are welcome to bring their own lunches into the conference room. Members of
the public coming to the lectures from off-post will need to add extra time to check-in at the Fort
Leavenworth visitor center.
- Simons Center

‘The General and the Ambassador’ podcast focuses on Qatar
Retired Ambassador Deborah McCarthy, the 2018 DACOR Visiting Professor of Diplomacy
for the U.S. Army Command and General Staff College (CGSC), has expanded her podcast series
“The General and the Ambassador: A Conversation.” McCarthy’s podcast promotes interagency
cooperation and is produced by the American Academy of Diplomacy.
The latest episode focuses on U.S. military and diplomatic partnership in Qatar and features
General David Goldfein and Ambassador Susan Ziadeh. General David Goldfein, Chief of Staff
of the U.S. Air Force, and Ambassador Susan Ziadeh, currently Adjunct Professor at Georgetown
University School of Foreign Service, discuss their partnership in Qatar and the importance of joint
U.S. military and diplomatic action in the field.
The DACOR Visiting Professor of Diplomacy Program is conducted in partnership with the
Diplomatic and Consular Officers, Retired, Inc. (DACOR) organization located in Washington
D.C., and the U.S. Army Command and General Staff College Foundation. Several times a year
retired senior officials, usually Ambassadors with extensive diplomatic experience, come to Fort
Leavenworth to interact with the U.S. Army Command and General Staff College students and
faculty to provide a Department of State and Chief of Mission perspective to the curriculum. During
their visit they also interact with area universities and civic organizations discussing policy, regional,
and political expertise, as well as speaking about careers in the Foreign Service.
For more information about McCarthy’s “The General and the Ambassador” podcast, please
visit www.generalambassadorpodcast.org.
- American Academy of Diplomacy
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Pershing lecture features American Army of Occupation
Dr. Dean Nowowiejski, the Ike Skelton Distinguished Chair for the Art of War at the U.S. Army
Command and General Staff College, delivered the most recent lecture in the General of the Armies
John J. Pershing Great War Centennial Series in February. Nowowiejski’s presentation covered
insights from his forthcoming book on the American occupation of the Rhineland from 1918 to 1923.
After the war ended in 1918, General Pershing established Third Army to occupy the northern
sector of the Coblenz bridgehead east of the Rhine River. By July 1919, Pershing had reorganized
the forces, establishing the “American Forces in Germany” and appointed Maj. Gen. Henry T. Allen
governor. According to Nowowiejski, Allen’s leadership of the American forces and his diplomatic
savvy were extremely effective for the mission, in spite of getting little to no guidance from either
the U.S. War or State Departments.
The CGSC Department of Military History hosts this lecture series with support from the
CGSC Foundation. The lecture series is intended to foster understanding of this world-changing
conflict during its 100-year commemoration. More than any other single event, World War I was
the decisive, shaping experience of the Twentieth Century. It was a brutal war that brought down
four empires, led to revolution in Russia, and eventually brought the United States onto the world
stage as a major power. We live with its results to this day.
All lectures in the series are free and open to the public. Lecture dates for academic year 2020
will be announced at a later date.
- Simons Center

‘Grateful American’ returns to Fort Leavenworth
Gary Sinise, the well-known actor and leader of the “Lt. Dan Band,” philanthropist, and now
author of a new book entitled Grateful American, conducted a meet and greet at the Fort Leavenworth
Post Exchange on February 25.
Soldiers, family members, veterans and others from the Fort Leavenworth community waited
patiently as Sinise signed copies of his book and took photos with each person in line.
In 2014, Sinise and his wife Moira endowed the “Lt. Col. Boyd McCanna ‘Mac’ Harris
Leadership Award” at CGSC in honor of his wife’s brother. Lt. Col. Harris wrote the framework of
the “Be, Know, Do” concept that is still so well-known today.
- CGSC Foundation, Inc.

Defense Intelligence Agency subject of February brown-bag
Defense Intelligence Chair and Defense Intelligence Agency (DIA) Representative to the
Combined Arms Center and Army University Roderic C. Jackson spoke on the mission of the DIA
at the latest InterAgency Brown-Bag Lecture on February 14, in the Arnold Conference Room
in the Lewis and Clark Center on Fort Leavenworth. Jackson’s is the seventh presentation of the
InterAgency Brown-Bag Lecture Series for the U.S. Army Command and General Staff College
(CGSC) academic year 2019.
Jackson led a discussion on one of the nation’s least understood intelligence organizations,
from its creation in the 1960s and its role during the Cuban Missile Crisis to the strategic realities
of the present day. Jackson also briefed on the current worldwide threats, and took questions from
the audience on a variety of topics.
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Roderic C. Jackson has more than 30 years of experience in national security affairs with longterm interest in African security. He has served with the DIA more than 16 years as a military and
civilian employee. Among his numerous assignments and deployments, Mr. Jackson has worked as
a Defense Attaché and as a policy advisor to leaders at U.S. Africa Command (AFRICOM), U.S.
Central Command (CENTCOM), and U.S. European Command (EUCOM).
The InterAgency Brown-Bag Lecture Series is co-hosted by the CGSC Foundation’s
Simons Center with the U.S. Army Command and General Staff School (CGSS). The series is
an extracurricular, interagency topic-focused series that is intended to help enrich the CGSS
curriculum. The presentations are scheduled each month. The CGSC Foundation and the Simons
Center have received support for all brown-bag lectures in academic year 2019 from First Command
in Leavenworth, Kansas.
- Simons Center

FBI mission in KC focus of January brown-bag lecture
The sixth presentation of the InterAgency Brown-Bag Lecture Series for CGSC academic year
2019 was conducted January 30, in the Arnold Conference Room in the Lewis and Clark Center
on Fort Leavenworth. Supervisory Intelligence Analyst Robert Carignan of the Federal Bureau of
Investigation’s Kansas City Division led a discussion on the Kansas City Division’s 2019 threat
priorities and observed insider threat indicators.
Carignan provided an unclassified overview of activities and threats prevalent in the KC metro
area to a group of approximately 50 attendees made up of CGSC students, faculty and civilian
guests gathered in the conference room. Among some of the topic he discussed were domestic and
international terrorism, gangs, human and drug trafficking, cyber security and cyber threats, and a
summary of some resolved cases of espionage and other crimes related to the military.
The FBI’s presentation during the InterAgency Brown-Bag Lecture Series has always been
a popular one, regardless of the level of detail the FBI representative is able to reveal during the
briefing.
“I realize that we can’t get all the juicy details of ongoing or resolved cases,” said one attendee,
“But learning general information about the FBI’s activities in our area is still very interesting.”
Carignan has been with the FBI since March 2005, and has served time with the Bureau in
Afghanistan and Iraq. As a supervisor, he oversees the intelligence program in the division’s eight
resident agencies spread across Kansas and Missouri. For more information about the FBI in Kansas
City, visit the KC field office website.
The InterAgency Brown-Bag Lecture Series is co-hosted by the CGSC Foundation’s
Simons Center with the U.S. Army Command and General Staff School (CGSS). The series is
an extracurricular, interagency topic-focused series that is intended to help enrich the CGSS
curriculum. The presentations are scheduled each month. The CGSC Foundation and the Simons
Center have received support for all brown-bag lectures in academic year 2019 from First Command
in Leavenworth, Kansas.
- Simons Center
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Book Review
Japan, South Korea, and the United States
Nuclear Umbrella: Deterrence After the Cold War
Terence Roehrig

Columbia University Press: New York, 2017, 272 pp.

Reviewed by Jenny L. Naylor, J.D.
Countering WMD Graduate Fellow, National Defense University

Former British Defense Minister Denis Healey once observed that it “only takes five percent
credibility of American retaliation to deter an attack [from Soviets], but it takes a 95 percent
credibility to reassure the allies.” This maxim is yet again put to the test—this time for South
Korea and Japan’s concern that the U.S. would “decouple” from its bilateral security commitments
to protect these countries under the U.S. nuclear umbrella (and, as DoD-centric as the concept of
“nuclear umbrella” may appear, the consequences of its credibility are significant for a large swath
of the interagency).
Based on North Korea’s 2017 nuclear and intercontinental ballistic missile tests, some experts
assess that North Korea may soon acquire the capability to miniaturize nuclear warheads and deliver
a nuclear payload anywhere in the United States.1 There is little doubt that the North Korean regime
remains a nuclear threat to the United States and its allies in East Asia. Japan and South Korea are
wary of the U.S. reneging on its bilateral security guarantees, given North Korea’s ability to hold
the U.S. homeland “hostage” with its long-range nuclear capability. The U.S. political and military
machineries seem to be working overtime to assuage allies’ apprehension over the durability of the
U.S. guarantee under the current administration.2
At the same time, China also poses a strategic threat to the United States and its allies.
Specifically, China’s rise to power, which has been sustained by its growing economic and
military dominance since 2007, has not been entirely peaceful. Indeed, China has—on a number of
occasions—used “gray-zone coercion,” “an integrated suite of national and subnational instruments
of power in an ambiguous war to gain specified strategic objectives without crossing the threshold
of overt conflict.”3 Without checks on its sub-conventional tactics, China’s increasingly assertive
behavior in maritime Asia will tip the balance of power in its favor and upset the U.S.-led liberal
regional order in East Asia. In this revised balance-of-power paradigm, the United States may
likewise find it difficult to keep its security commitments to Japan and South Korea.
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The deteriorating security environment resulting from both North Korea’s nuclear and missile
threat and China’s rise has Japan and South Korea re-evaluating the degree of reliance they should
place on the U.S. extended deterrence arrangement. But as Terence Roehrig points out in his new
book, Japan, South Korea, and the United States Nuclear Umbrella, allies’ perceived security deficit
under U.S. security patronage is not a new phenomenon. Indeed, Roehrig’s detailed account of
the evolution of U.S. nuclear policy in East Asia since the Cold War shows that the United States
has a decades-old problem with reassuring allies of its nuclear protection to them. Yet, Roehrig
convincingly advances a rather optimistic outlook for the durability of the nuclear umbrella despite
its dubious effect on preserving regional stability to date and questionable U.S. resolve to defend
allies in East Asia with nuclear weapons. Roehrig’s well-supported analysis makes his new book a
significant contribution to deterrence literature.
In the Beginning

Shortly after the conclusion of World War II and the Korean War, Japan and South Korea
respectively came under U.S. security patronage via bilateral mutual defense treaties. For Japan, the
U.S. occupation forces provided external defense against threats from its neighbors that harbored
animosity due to Japan’s colonial past in Korea, wartime atrocities in China, and an ongoing
territorial dispute with the Soviet Union. Likewise for South Korea, the United States provided
deterrence against an invasion from the combined conventional forces of North Korea and China.
Thus, when China achieved nuclear power status in 1964, Japan and South Korea naturally sought
nuclear protection from their security patron—after dismissing the idea of developing their own
nuclear weapons programs. As Roehrig explains, the U.S. nuclear umbrella that unfurled over
East Asia during the Cold War bolstered security commitments from the United States to its allies,
prevented the spread of nuclear weapons to new countries in East Asia during the second nuclear
age, and preserved the U.S.-led global order in the region. Yet as Roehrig explains, the United States
grappled with the credibility of its nuclear umbrella almost as soon as it was extended.
The Credibility Problem

Roehrig notes that the nuclear umbrella is not credible today because the United States appears
reluctant to accept the costs of defending an ally and use nuclear weapons on an ally’s behalf. The
United States is unlikely to trade Washington, which would surely be targeted for a retaliatory strike,
for Tokyo or Seoul. While the credibility of the U.S. nuclear forces is strong, the credibility of U.S.
resolve to use nuclear weapons in defense of an ally is not. In reality, there is no U.S. intention
of or public support for using nuclear weapons to resolve a large-scale conventional inter-Korea
conflict. For all these reasons, Roehrig concludes, the significant reputational cost to the United
States and the modicum of operational advantage that can be gained from using nuclear weapons on
the peninsula will dissuade the United States from using the nuclear option on behalf of their allies.
Roehrig further maintains that the U.S. nuclear umbrella is not credible because it is ineffective
in countering the sub-conventional conflicts China and North Korea are increasingly employing. As
Roehrig points out, it is inconceivable that the United States would use nuclear weapons to punish
North Korea and China for their use of gray-zone tactics or to revert gains made by North Korea
and China through gray-zone tactics. In sum: the U.S. nuclear umbrella is not enough to reassure
allies because of its limited deterrence value against gray-zone coercion.
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Rather than relying on United States nuclear forces alone, Roehrig points out that the U.S. and
its allies are increasingly relying on the combined U.S.-Japan or U.S.-South Korea conventional
capabilities, to provide a deterrence effect in the region. Indeed, in recent years, Japan and South
Korea have amassed significant defensive and offensive strike capabilities, respectively, in response
to North Korea’s nuclear and missile advancements. Roehrig has also noted recent development
of strategic doctrines by Tokyo and Seoul allowing each to take on a greater share of their external
defense to resolve sub-conventional conflicts without drawing the United States into a confrontation
with China or North Korea. Moreover, to deter the escalation of gray-zone conflicts, Roehrig argues
that the conventional forces of the United States and its allies, combined with the ambiguity in U.S.
nuclear use policy, are adequate in light of the limited utility of nuclear weapons in countering
grey-zone tactics in the region.
Roehrig remains optimistic about this strategic nuclear deterrence. His confidence in the extended
deterrence architecture may soon be tested in light of China’s growing hegemonic ambitions. Even
without U.S. troop withdrawals from East Asia, U.S. regional influence is waning due to China’s
increasing economic and military dominance in the region. Without counterweights to Chinese
power expansion, Beijing may just achieve its strategic objectives as a fait accompli, rendering
U.S. extended deterrence dead on arrival. This reality is motivating Tokyo and Seoul to pursue a
thaw in diplomatic relations with Beijing to facilitate regional cooperation rather than competition.
Contrary to Roehrig’s assertion that the U.S. alliance with Tokyo and Seoul will remain strong in
the foreseeable future, Japan and South Korea’s strategic orientations toward China may lead to
(if it has not already) a chill in the U.S.-Japan and U.S.-South Korea security alliances. Roehrig’s
book, thus, could benefit from a fuller discussion on the future prospect of extended deterrence
within the context of alliance management.
As Roehrig contends, the nuclear umbrella is a real and important political signal of U.S.
commitment to its alliances. But with China’s rising influence and the perpetual credibility problem
of the U.S. nuclear umbrella, Japan and South Korea may be looking to China as their next regional
security partner. Seoul, for example, has relied on Beijing’s cooperation in its inter-Korea peace
negotiation. Largely to placate Beijing’s security concerns, Seoul has in exchange agreed to refrain
from additional Terminal High Altitude Area Defense (THAAD) deployment (hosting of the U.S.
regional ballistic missile defense network), and from forming a trilateral security alliance with the
United States and Japan. South Korea has also limited its intelligence-sharing with the United States
and Japan, and postponed a number of military exercises with the U.S. and allies, including Australia
and Japan. Pending the outcome of the North and South Korea peace negotiations that began in
earnest in 2018, the U.S.-South Korea bilateral security agreement may need to be reconceived to
account for China’s regional security concerns.
As expected, Tokyo is increasingly isolated as China moves to supplant the United States as
the dominant force in East Asia. Given waning U.S. influence and the limited deterrence effect of
the U.S. nuclear umbrella, Tokyo may want to seek a greater degree of security cooperation with
Beijing, perhaps at the expense of its alliance with the United States.
The Future of the Nuclear Umbrella

Roehrig insists the nuclear umbrella is here to stay. Consequently, the United States will have to
continue to wrestle with its resolve to defend Japan and South Korea with nuclear weapons. Despite
the credibility problem, Roehrig notes that the nuclear umbrella will remain a key component of
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Tokyo and Seoul’s strategic doctrines. Indeed, South Korea and Japan are particularly sensitive
to any U.S. actions that may be perceived as minimizing the role of nuclear weapons in extended
deterrence, such as a plan announced by the Obama Administration to retire the Tomahawk LandAttack Nuclear Cruise Missile, and the “American First” foreign policy of the Trump Administration.
Roehrig argues:
“Though the credibility of the nuclear umbrella is low, the nuclear umbrella remains an important political signal that is an integral part of the regional security
architecture and helps demonstrate the U.S. commitment to its allies in Asia. To
withdraw the nuclear umbrella would be a serious alteration of the status quo that
would disrupt security relations throughout the region.”4
However, as Japan and South Korea continue to improve their conventional forces and increase
their share of the burden in maintaining regional stability, the United States may be looking at an
extended deterrence architecture that relies less on the capability of U.S. nuclear weapons and more
on the capability of allies’ conventional forces. Likewise, China’s rising power and how it wields
that power in the region will likely dictate the robustness of U.S. alliances, and consequently, the
relevance of the nuclear umbrella as a talisman in reassuring allies in East Asia. Citing Healey,
Roehrig maintains that “[t]he credibility of the nuclear umbrella is tied to the overall credibility of
the individual alliance….A strong alliance buttresses the nuclear umbrella, and vice versa.”5 Both
Healey and Roehrig’s deterrence observations are in large part premised on healthy alliances.
With a potential chill in the alliances as both Japan and South Korea vie for cooperation from
China, it remains to be seen whether Healey and Roehrig’s observations about reassuring allies are
still relevant when the health of the U.S.-Japan and the U.S.-South Korea alliances are less than
robust. IAJ

NOTES
1 See Missile Defense Project, “Missiles of North Korea,” Missile Threat, Center for Strategic and
International Studies, published 14 June 2018, last modified 15 June 2018, https://missilethreat.csis.org/
country/dprk.
2 David Santoro and Brad Glosserman, “Healey is Wrong: It’s Deterrence, Stupid!”, War on the Rocks,
14 October 2016, https://warontherocks.com/2016/10/healeys-wrong-its-deterrence-stupid.
3 Frank G. Hoffman, The Contemporary Spectrum of Conflict: Protracted, Gray Zone, Ambiguous, and
Hybrid Modes of War, The Heritage Foundation, https://s3.amazonaws.com/ims-2016/PDF/2016_Index_
of_US_Military_Strength_ESSAYS_HOFFMAN.pdf, accessed 10 January 2019, p. 26.
4 Terence Roehrig, Japan, South Korea, and the United States Nuclear Umbrella: Deterrence After the
Cold War Columbia University Press, 2017, p. 10.
5

Ibid., p. 195.
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Sleepwalking to Armageddon:
The Threat of Nuclear Annihilation
Edited by Helen Caldicott

The New Press: New York, New York, 2017, 207 pp.

Reviewed by Col. Paul A. Sigler, U.S. Army
Countering WMD Graduate Fellow, National Defense University

Dr. Helen Caldicott has been writing passionately about the dangers of nuclear technology since
her 1979 publication Nuclear Madness: What You Can Do. An Australian pediatric physician, Dr.
Caldicott has long argued that nuclear weapons pose an existential threat to the human species, and
that—from a medical and humanitarian standpoint—there is no such thing as “safe” nuclear power.
Sleepwalking to Armageddon: The Threat of Nuclear Annihilation is a seamless continuation
of the themes of Dr. Caldicott’s previous work. This new collection of essays outlines the societal
threats posed by nuclear weapons with the singular intent of mobilizing readers to take action to put
an end to both the weapons and the industry that produces them. To accomplish this, Dr. Caldicott
presents essays from a panoply of activists, journalists, and academics with specialties ranging
from national security policy to anthropology. Several of these authors have advised the U.S. or
Australian governments on arms control policy and negotiation. Nearly all of them are currently
associated with think-tanks aligned with the anti-nuclear movement. Given this list of contributors,
it is not surprising that apprehension over renewed tensions with Russia and unease over the nuclear
policies of the Trump administration emerge as dominant themes of the book.
Both of these themes identify a credible threat to the stability of post-Cold War nuclear
deterrence. Increased Russian investment and reliance on nuclear deterrence as a tool of statecraft,
combined with Russian military actions to change boundaries in Europe, certainly appear to have
increased the risk of a global nuclear exchange. Likewise, Trump Administration nuclear policy
pronouncements about North Korea have created concerns among many observers that the United
States might be adopting a more aggressive nuclear policy.
However, those looking for a balanced discussion of these topics within this book will likely
be disappointed. Instead, a casual reader will come away from this work convinced that U.N.
Secretary General Ban Ki-Moon was correct when he said that “there are no right hands for the
wrong weapons.” Dr. Caldicott’s introductory essay makes clear that the purpose of this collection
is to demonstrate that nuclear weapons themselves are the real problem, and that only complete
nuclear prohibition can save the human race.
Caldicott attempts to bring the reader to this same conclusion through a well-crafted three-part
argument in the form of collections of short works by authors representing numerous disciplines
and backgrounds. Essays within part one focus on how the current structure and culture of the
“nuclear weapon enterprise” heightens the risk of a catastrophic nuclear exchange—either through
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crisis escalation, or as a result of human or machine error. Within part two, contributors analyze
potential regional nuclear triggers and Trump Administration policies that could either increase or
decrease the chances of conflict. Part three’s essays summarize ongoing international efforts to ban
or otherwise discourage continued reliance on nuclear weapons for security. Finally, the concluding
essay of the book recommends the modification of U.S. nuclear command architecture to remove
the President’s unitary power to launch a nuclear attack.
Within part one, essayists place much of the blame for increased likelihood of nuclear conflict
on the United States. Authors characterize U.S. stockpile modernization, expansion of NATO to
Russia’s doorstep, and the deployment of missile defense systems—occasionally referred to as
“missile offense”—as provocations which have driven both Russia and China to upgrade their
nuclear forces. The essential futility of investing in measures designed to “win” an unwinnable
nuclear war is another consistent drumbeat within this section of the book.
Two essays within the first section of the book stand out from the rest. The first is from
Alan Robock, an environmental science professor at Rutgers University and a member of the
Intergovernmental Panel on Climate Change, who describes the potential climatic effects of a nuclear
winter in a sobering reminder to the reader that a single U.S. or Russian decision could radically
change the global climate for decades, thereby eliminating much of life on Earth. The second is
from Bob Alvarez, a former Deputy Assistant Secretary for National Security and the Environment
at the U.S. Department of Energy, who details the serious and extremely long-lived environmental
dangers posed by plutonium reprocessing. Regardless one’s position on nuclear policy, both of
these essays invite serious reflection on the potential impact of a nuclear exchange and the difficult
balance between protecting the nation and protecting the citizens living downstream from Hanford
and Oak Ridge.
Massachusetts Institute of Technology professor Noam Chomsky leads off part two of the book
with a discussion of how the safety of the nation and the world can be threatened by the very systems
set up to protect it. The story of the Soviet missile officer Stanislav Petrov’s refusal to pass on a false
missile warning in 1983—unknown to the West until years later—illustrates how close the world
has come to annihilation at several points during the Cold War. Other essayists in this section point
toward several global flash points which could lead to a widening nuclear exchange unless nuclear
command and control systems create more time and decision-space for leaders. Chomsky includes
a comment from former U.S. Strategic Command commander General Lee Butler, who admitted
that the world has survived the nuclear age thus far by “some combination of skill, luck and divine
intervention.” The alleged inherent evils of the U.S. military industrial complex and overall U.S.
responsibility for goading Putin into taking aggressive actions in Europe are repeatedly hammered
home within the policy discussions in this section of the book. However, these excursions tend to
distract the reader from the more unsettling question raised in Noam Chomsky’s opening essay,
specifically, “Do existing nuclear command and control systems now have sufficient safeguards to
ensure that the fate of the world is never again left in the hands of a single missile officer?”
The final section of the book offers a review of several efforts to impose a worldwide ban
on nuclear weapons, beginning with the 2014 Vienna conference on the humanitarian impact of
nuclear weapons, and resultant Humanitarian Pledge signed by 127 countries. Essayists detail how
recent UN General Assembly efforts to develop a treaty to ban nuclear weapons—combined with
related initiatives by International Campaign Against Nuclear Weapons—seek to increase overall
political and economic pressure on countries that accept protection under the U.S. nuclear umbrella.
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Separate efforts aim to bring similar pressure to bear against the financiers of companies such as
Lockheed-Martin and Raytheon which produce nuclear weapon and delivery system components.
Finally, the “Nuclear Zero” lawsuits brought in the International Court of Justice by the Marshall
Islands are meant to challenge the nuclear powers of the world to comply with their Treaty on the
Non-Proliferation of Nuclear Weapons obligation to work toward denuclearization.
Absent from the conclusion of the book is an assessment of whether these international antinuclear efforts offer a reasonable possibility of success. The five nuclear-armed permanent members
of the UN Security Council are unlikely to support any treaty that nullifies their nuclear deterrent
capabilities. Moreover, efforts to shame nations that rely upon the U.S. nuclear umbrella are unlikely
to outweigh the Russian and North Korean threats, which U.S. nuclear backing is aimed to deter.
Economic pressure on nuclear suppliers and legal actions are similarly unlikely to change U.S. or
Russian nuclear posture decisions so long as each nation perceives an existential threat from the
other.
With solutions that strain credulity, and a general lack of consideration for the manner by which
nuclear weapons can both enhance security and deter conflict, many security professionals might be
tempted to dismiss this book altogether. Yet there are two very important reasons why that would
be a mistake.
The first is that the ideas presented in this book are very accessible to many American voters—
the majority of whom lie well outside the national defense community. The idea that nuclear weapons
should be banned simply makes sense to many people, especially after their ghastly effects are
described in detail. Skeptical voters beget skeptical political leaders, with follow-on implications
to national security policy. Strategists would be wise to internalize the arguments ensconced within
this book, which are likely to show up again within Congressional inquiries.
The second reason lies within an essay in part one of the book by Hugh Gusterson, Professor
of Anthropology and International Affairs at George Washington University. Professor Gusterson
provides a cogent analysis of the changing attitudes and beliefs of nuclear weapons designers working
at Lawrence Livermore National Laboratories during the post-Cold War period when “the Russians
hover[ed] between enemy and friend and the purpose of nuclear weapons [became] increasingly selfreferential.” Gusterson found that the weapon fabricators—many of whom he befriended—shared
many of the same attitudes toward nuclear weapons as the members of the nuclear freeze movement
which he participated in during the 1980s. Notably, a former laboratory director told Gusterson that
he wished that all world leaders were obligated to observe an atmospheric nuclear test every five
years so that “they understand what they are screwing with.” Many anti-nuclear activists likely hold
a similar sentiment—although they might choose a different method of proving the point.
Indeed, perhaps the greatest value of this book is that it can show where there is common
ground. Both nuclear policy makers and members of the anti-nuclear movement can likely agree
that reviewing the alert status for strategic nuclear forces and working to increase the time available
for U.S. and Russian leaders to make nuclear decisions (thus reducing the role of “luck and divine
intervention”) would make the world safer. Clearly, serious disagreements remain as to how missile
defenses and nuclear force modernization could help bring the world community closer to that goal.
All the more reason why this conversation, focused as it is on the common goal of a planet secure
from nuclear Armageddon, must continue—and it goes without saying that any topic describable in
terms of “common goal of a planet” should be of interest to the entire interagency. IAJ
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Hacking the Bomb:
Cyber Threats and Nuclear Weapons
Andrew Futter

Georgetown University Press: Washington, D.C., 2018, 197 pp.

Reviewed by Kevin J. Latman
Countering WMD Graduate Fellow, National Defense University

Over the past several decades, technology has evolved rapidly, affecting innumerable aspects
of life. As Andrew Futter highlights in Hacking the Bomb: Cyber Threats and Nuclear Weapons,
strategic nuclear weapons systems are no exception. Futter’s book is timely, given that states continue
to modernize their nuclear weapon systems and grapple with cyber security policy. Historically,
strategists had no need to consider cyber threats aimed at disabling, tampering with, or launching
nuclear weapons, because nuclear systems were more isolated than other defense systems. Today, in
an increasingly interconnected world, more convenience comes with more security vulnerabilities.
Although interagency officials may be inclined to modernize the nuclear triad in a more integrated
manner, the fact that these systems remain independent is vital to their security—and ours. Futter
reveals how the networking of U.S. nuclear systems could leave the U.S.’s arsenal vulnerable to
cyber-attack. A thorough read of this well-researched text is likely to influence the thinking of
policymakers, increasing the likelihood that they take more seriously the grave threats posed by
cyber actors to strategic weapon systems.
Futter organizes Hacking the Bomb into four digestible parts. At the beginning of each chapter,
he provides the structure and an overview of the content contained therein. He begins Part I by
defining the cyber challenge. Because the term “cyber” has many contexts, these initial chapters
delve into the general cyber threat and its implications, followed by a discussion of the impact of
these threats on nuclear weapon systems. Although the book addresses some very serious potential
vulnerabilities for nuclear weapon systems, the tone is not purely alarmist. For example, Futter
points out that only a small handful of nations are capable of conducting sophisticated cyber-attacks
on nuclear weapon systems.
Part I also examines the differing views of civilian leaders versus military officers on “negative”
control, protecting nuclear weapons from unauthorized pre-emptive launch, versus “positive”
control, ensuring the weapons are ready for launch when needed. In general, civilian leaders are more
concerned about the security of nuclear weapons and negative control threats such as unauthorized
use and accidents or mistakes. However, in the event that deterrence fails, military leaders desire
constant availability of nuclear weapons and are more concerned about positive control threats,
such as vulnerability to a surprise first strike attack. According to Futter, securing nuclear weapon
systems requires a balancing act between negative and positive control, which inherently increases
the vulnerability of these systems.
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Part II of the book delves into what hackers could exploit within nuclear weapons systems.
For example, nefarious actors may seek to steal data, disable systems, or, in a worst-case scenario,
enable systems and launch or explode its weapons in place. Again, Futter deftly navigates this topic
by avoiding abstraction and providing concrete historical examples that read like a spy novel. As
James Adams, former chair of the Technology Advisory Panel at the United States National Security
Agency, once described in Foreign Affairs, cyber-attacks have potential economic consequences as
well, by threatening the billions of dollars spent on missile defense systems.1
Although much of the fanfare surrounding nuclear weapon systems focuses on warheads, Futter
points out that every step of the U.S. procurement process contains vulnerabilities and presents
opportunities for cyber exploitation. For example, in 2012 researchers realized that computer chips
made in China and used worldwide possessed a major vulnerability, giving would-be hackers the
ability to remotely disable or reprogram the chips. The implications of this single example are
incredible: to think that any number of nuclear weapon states may have used these tiny chips in
nuclear weapon systems, which presents a major vulnerability and security oversight!
Hacking the Bomb is not all doom and gloom. Futter notes how nuclear espionage by cyber
means could actually lead to increased stability with respect to nuclear weapons. In the event that
an adversary discovers that its rival possesses more advanced nuclear capabilities than previously
known, the adversary may seek policies that reduce the chances of escalation and enhance the
credibility of deterrence. Furthermore, cyber operations may even aid in counterproliferation efforts.
Futter quotes journalist Eli Lake, who says it best: “The specific benefit of [cyber] sabotage is that
it makes countries [and terrorists] wary of purchasing crucial [nuclear-related] materials on the
black market.”2
Part III of the book dives deeper into the strategic implications of the convergence of cyberattacks and nuclear weapon systems. Cyber threats may lead to policy changes and shifting views
on deterrence. These threats will force nuclear weapon states to make difficult decisions, and
determine whether a cyber-attack on a nuclear weapon system is, for example, equivalent to a
surprise, decapitating first strike with a nuclear weapon—which could in turn provoke a proportional
response. Although Futter separates cyber threats from nuclear threats, cyber-attacks that threaten
nuclear capabilities can quickly escalate global tensions to the brink of conventional or nuclear war.
Part IV explores the numerous challenges posed by the modernization-induced tendency to
couple cyber capabilities with nuclear weapon systems. Although nuclear weapons systems are
based on 1960s technology and might seem outdated, these systems are actually less vulnerable to
cyber-attacks than modern networked systems. Additionally, more advanced systems run the risk of
outpacing technical support personnel who troubleshoot them, and only a few select programmers
may be capable of fixing issues that may arise. Second- and third-order effects from cyber-attacks
may be devastating, and place more emphasis on the importance of advanced conventional weapons,
Futter explains. If nuclear systems are compromised, he warns: “deterrence might fail, arms rac[es]
return, escalation becomes unmanageable, and the threshold of nuclear use is lowered as a result of
developments in advanced conventional weapons and cyber operations.”
Throughout the text, Futter offers nuance by speaking to the full spectrum of cyber-nuclear
activities, rather than simply focusing on the worst-case scenario of a nefarious actor hacking
nuclear systems leading to a nuclear launch or explosion. Nuclear weapon states must guard against
a wide variety of such activities, ranging from hacking to nuisances to espionage. All of these illicit
activities pose threats to nuclear weapon systems in a variety of ways, from sabotage that makes
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the systems behave unexpectedly to nuclear launches or explosions.
After providing the reader with a full typology of how cyber-attacks threaten nuclear weapon
systems, Futter concludes with a number of welcome recommendations. These include the
recommendation to increase cooperation between cyber and nuclear experts to physical hardening
of systems. One of his more compelling recommendations is to establish global cyber-nuclear
norms to prevent attacks on civilian targets, and using restraint when it comes to cyber operations.
Since the cyber-nuclear interface is still relatively new, establishing norms is critical for setting
ground rules early on. Doing so may enhance deterrence, as well, as nuclear weapon states seek to
avoid escalation to full-blown nuclear war. Additionally, Futter suggests that nuclear weapon states
harden their defensive capabilities against cyber-attacks in order to minimize potentially devastating
impacts. Finally, Futter recommends that the global community eventually incorporate cyber into
arms control agreements, recognizing the importance and worldwide reach of the threat.
Hacking the Bomb offers policymakers and nuclear enthusiasts alike a glimpse into the very
near future and the serious threats posed by cyber-attacks. Although the subject matter lends itself
to a textbook format and abstract critical thinking, Futter maintains the reader’s focus and interest
by interjecting a multitude of fascinating near misses, primarily from the United States’ nuclear
weapon history. These case study snippets provide an all-important context to understand that the
cyber threat is real. Futter provides ample examples of how anything from tiny computer chips to
connectivity to outside systems can undermine a nation’s nuclear capabilities.
A must-read for anyone involved in modernizing nuclear forces, this book succinctly outlines
considerations that policymakers must take into account in order to avoid wasting billions of dollars
to create newer, more vulnerable systems. Since nuclear weapon systems often provide a nation’s
greatest security, policymakers—according to Futter—would be wise to ensure these systems are
simple, secure, and separate. IAJ
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A Practitioner’s Handbook for
Interagency Leadership
William J. Davis
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Reviewed by Kevin Rousseau
Distinguished Chair for National Intelligence Studies
U.S. Army Command and General Staff College, Fort Leavenworth, Kansas

There is a strong need for a work like A Practitioner’s Handbook for Interagency Leadership.
This pocket-sized but thought-provoking primer summarizes years of hard-won experience wrestling
with the broad challenges leaders face in the complex interagency environment. Reading it will
go a long way toward preparing leaders to transition from the familiar routines of their home
organizations to an environment where there are “few hierarchies, rules, or standard operating
procedures.”
The authors are all seasoned veterans of the joint, interagency, intergovernmental and
multinational (JIIM) environment. The book logically progresses through levels of individual and
organizational friction that can emerge to hinder interagency operations. Throughout the book, there
is a consistent theme of the importance of self-awareness, both personally and organizationally,
of the sources of social identity dynamics that can impede and even undermine JIIM operations.
The advice offered is deceptively simple. For example, it is no surprise to read that agencies have
overlapping responsibilities and authorities that spur competition and divide their members. It is
equally unsurprising to read that different organizations do not easily change the way they are used
to operating to accommodate other partners. However, to paraphrase Clausewitz; even though war
may be simple, in war the simplest things are extraordinarily difficult. Adding interagency to the
mix can only make things more difficult. And if the solutions and best practices are so obvious,
then why do we continue to struggle with interagency cooperation? Clearly, there are lessons here
that must be reflected upon lest they be forgotten when they are most needed.
If there is any weakness in the book, it is that the bulk of it is focused on the “J” in JIIM.
At 94 pages this is an intentionally short handbook, designed to be carried around and used, but pages
43-86 alone deal solely with the military services and joint operations. Arguably “J” is the facet most
relevant to a military audience, but it is probably also the easiest one to address. One is left wishing
there was more on the “IIM” players, especially in light of FM 3-0 and the looming criticality
of “IIM” concerns during “consolidation of gains.” Nevertheless, this is a useful introduction to
leading in the JIIM environment, and underscores the pressing need for additional studies that are
as practical as they are thoughtful.
Much has been invested over the past several decades toward promoting interagency cooperation
and a whole of government approach. There are many healthy JIIM relationships, painstakingly
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built, that must not be allowed to slip from cooperation to competition. The Simons Center for the
Study of Interagency Cooperation, by its publication of A Practitioner’s Handbook for Interagency
Leadership, has made another valuable contribution toward preserving those relationships. IAJ
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